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Abstract

The role of non-governmental organisations (NGOs) in politicisation and European security is
highly undertheorised and suffers from a lack of research. The realisation that little is known
about those organisations engaging in the EU policy field (empirical interest) and their
involvement in politicisation (conceptual interest) is the main driver of the thesis and was
transferred in the following research question: “What role do NGOs play in politicising
European security?”

The thesis responds to this question with taking a) Brussels-based and national NGOs and b)
the subfield of EU counter-terrorism into account. In concrete, the dissertation project analyses
the involvement and engagement of these organisations in regard to three counter-terrorism
legislations: The EU data retention directive, the EU PNR directive and the EU terrorist content
online regulation. With recourse to the prominent literature, politicisation is understood as a
process of drawing an issue discussed behind closed doors in the public sphere and making
it part of public deliberation. To study the role of NGOs, three strategies present in interest
group literature voice (outside lobbying), access (inside lobbying) and litigation (as legal
means) are scrutinised in detail and linked to the conception of politicisation. A final comparison
of the introduced cases demonstrates that politicisation processes are distinct with regard to
the three legislative acts examined. While NGOs succeeded in drawing the EU data retention
directive into the public sphere, the politicisation connected to terrorist content online was
characterised by a debate between experts, who work with the affected technology, while the
issue of passengers’ flight data was only hardly publicly deliberated. The main finding of the
project is, that privacy and data protection NGOs play a role in politicisation, but that role is
highly context-dependent: It depends on whether a favourable political-security culture is in
place, whether the issue is conducive (“intrusive”) and provides an anchor for framing as well
as whether NGOs have sufficient (financial and human) resources to become active as
politicisers.

The innovative theoretical framework to study NGO-driven politicisation processes can be
regarded as a basis for future research focusing on NGOs working in EU security (e.g. EU
migration and border management), different oriented NGOs (e.g. with a focus on
environmental, trade, LGBTQ policy) or on other types of non-state actors (e.g. interest groups,
social movements).



Zusammenfassung

Die Rolle von Nichtregierungsorganisationen (NRO) in der Politisierung europaischer
Sicherheit ist in hohem Malde untertheoretisiert und leidet unter einem Mangel an Forschung.
Die Erkenntnis, dass nur wenig uber diese Organisationen, die sich in diesem Bereich der EU-
Politik engagieren (empirisches Interesse), sowie ihre Involvierung in Politisierung bekannt ist
(konzeptionelles Interesse), treibt diese Arbeit an und wurde in die folgende Forschungsfrage
transferiert: "Welche Rolle spielen NROs in der Politisierung européischer Sicherheit?"

Die Thesis beantwortet diese Frage unter Betrachtung a) der in Briissel anséssigen sowie
nationalen NROs und b) des Teilpolitikfelds der EU-Terrorismusbekémpfung. Konkret
analysiert das Dissertationsprojekt die Involvierung und das Engagement dieser
Organisationen in Bezug auf drei Gesetzgebungen zur Terrorismusbekdmpfung: Die EU-
Richtlinie zur Vorratsdatenspeicherung, die EU-Richtlinie zu Fluggastdatensatzen (PNR-
Daten) und die EU-Verordnung zur Bekampfung der Verbreitung terroristischer Online-Inhalte.
Basierend auf der prominenten Literatur wird Politisierung als ein Prozess verstanden, bei dem
ein hinter verschlossenen Turen diskutiertes Thema in die 6ffentliche Sphare geholt und Teil
der offentlichen Deliberation wird. Um die Rolle der NROs zu untersuchen, werden drei in der
Interessengruppenliteratur vorkommende Strategien — Voice (Lobbying nach auf3en), Access
(Lobbying nach innen) und Litigation (als juristisches Mittel) — eingehend untersucht und mit
dem Politisierungskonzept in Verbindung gebracht. Ein abschlieRender Vergleich der
vorgestellten Falle zeigt, dass die Politisierungsprozesse hinsichtlich der drei untersuchten
Rechtsakte unterschiedlich verlaufen. Wahrend es NROs gelang, die EU-Richtlinie zur
Vorratsdatenspeicherung in die Offentlichkeit zu tragen, war die Politisierung im
Zusammenhang mit terroristischen Inhalten im Internet von einer Debatte zwischen Experten
gepragt, die mit der betroffenen Technologie arbeiten, wahrend die Frage der Fluggastdaten
nur schwerlich offentlich diskutiert wurde. Das Hauptergebnis des Projekts ist, dass
Privatsphare und Datenschutz NROs eine Rolle bei der Politisierung spielen, aber diese Rolle
ist stark kontextabhangig: Die Rolle von NROs hangt davon ab, ob eine gunstige
sicherheitspolitische Kultur vorhanden ist, ob das Thema férderlich ("eingreifend") ist und
einen Anker fur Framing bietet sowie ob NROs Uber ausreichende (finanzielle und personelle)
Ressourcen verfugen, um als Politisierer aktiv zu werden.

Der innovative theoretische Rahmen zur Untersuchung von NRO-getriebenen
Politisierungsprozessen kann als Grundlage flur kinftige Forschung betrachtet werden, die
sich auf NROs im Bereich der EU-Sicherheit konzentriert (z. B. EU-Migration und
Grenzmanagement), auf anders orientierte NROs (z. B. mit Fokus auf Umwelt-, Handels-,
LGBTQ-Politik) oder auf andere Typen von nichtstaatlichen Akteuren (z. B.
Interessengruppen, soziale Bewegungen).
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1 Introduction’

In 2015, France faced two terror attacks. One taking place in January, the other several months
later, in November. Many of us might remember the published issue No. 1178 of the satirical
magazine Charlie Hebdo with its green background and the slogan “Je suis Charlie” in front.
Another photo that may be memorable to many people is the one displaying the French
president Francois Hollande and the German chancellor Angela Merkel, amongst other heads
of state, taking to the streets in Paris. A wave of solidarity gripped Europeans as they supported
the French people in their grief by displaying the slogan on social media and in protests across
Europe. The people spoke and the European Union (EU) reacted. The acts of terror were
answered with the creation of “a Europe that protects” (European Commission 2016b), making
counter-terrorism the top priority of its daily work. The adoption of several legislative acts
followed. The directive on combating terrorism and the Passenger Name Record (PNR)
directive are two legislations that are responses from politicians to the devastating events. Both
went through the stages of EU policy-making within two years. This kind of rapid policy-making
called non-governmental organisations to action as they saw a ghost of the past that the uproar
in the wake of the terrorist attacks had awoken. Amnesty International (2017) published a
report titled “Dangerously Disproportionate: The Ever-Expanding National Security State in
Europe”. The European Network Against Racism (2016) together with others called on the EU
to keep up transparency and the space of civil society participation. Similar concerns came
from the scientific community (Bigo et al. 2015a). The main statement upheld by these actors
was that the Union should not sacrifice the very (civil) rights that were so carefully established
in its history. Amnesty International (2017, 8) took a very clear stance that exemplifies the
argumentation of NGOs:
Amnesty International is calling on all states, including EU member states, to renew their
commitment in law and in practice to upholding their international human rights obligations in the

context of countering terrorism. The steady regression in many aspects of rights protection in the
EU must end.

The time period after 2015 showed: NGOs do play a role in EU counter-terrorism. Taking a
closer look at the research side, this realisation, however, makes two gaps in connection to
these non-institutional actors vividly apparent: 1) There is a scientific gap in place:
Contributions that handle the role of NGOs in EU counter-terrorism in particular as well as EU
security in general is few and far between (Ucarer 2018; Hodwitz 2019). 2) There is an
empirical gap that needs attention: The scientific community as well as society in general lack

knowledge on who these organisations involved in the EU security policy field are. These

" This dissertation project, including the research question(s) and basic models, was developed within the context
of the DFG-funded project “Politicizing European Security? Processes of Politicization in Counter-terrorism and
Border Security”.



groups are, apart from a few exceptions (C. J. Bennett 2008; Dir and Mateo 2014),

understudied. Striking is the question of what these NGOs characterise.

A rather new research branch, focusing on politicisation, ascribes these organisations the role
of potential drivers. In this literature, the notion that security and politics do not automatically
need to be perceived as two different entities is more and more established (Riger 2013;
Peters 2014; Hegemann 2018) and scholars are increasingly concentrating on the politicisation
of European security (Barbé and Morillas 2019; Costa 2019; Hegemann and Schneckener
2019; Schneckener 2020; Voltolini 2020). Yet here, too, one quickly encounters ambiguities
and countervailing arguments from researchers as to whether this initial observation of NGOs
as drivers is in fact the case. Some even connect NGOs rather to processes of depoliticisation?
(Dany 2019; Herschinger, Jachtenfuchs, and Kraft-Kasack 2013). However, some scholars
state that politicisation is “more than an elite phenomenon” (Hurrelmann, Gora, and Wagner
2015, 43). Addittionally, Edgar Grande and Swen Hutter (2016, 24) emphasise: “If only a few

(elite) actors publicly advance their positions, an issue is hardly politicised.”

A detailed investigation of NGOs in politicisation has not yet been carried out. This is a sobering
thought as these organisations have been associated with positive effects on democratisation
and the openness of international institutions. The boost of contributions on global governance
at the beginning of the 2000s supported this assessment of NGOs’ impact. This makes it all
the more important to take a closer look at these actors and shed light on what they are doing
in European security. This policy field is traditionally associated with the style of
intergovernmental policy-making and the presence of (nation) states as principal or leading
actors. The decisions taken in this field have direct implications on the peoples’ rights and daily
lives. In recent years, it has become apparent time and again that certain heads of state
frequently use measures in this field to restrict the rights of civil society, prevent people from
taking to the streets or label activist groups as a ‘threat to liberty’, although these were the
ones advocating for liberty. It is therefore urgently necessary to examine these non-state
actors, who made it their work to protect the rights of Europeans. This thesis gives both
Brussels-based and national NGOs a platform by placing the following question at the core of

the work:

“What role do NGOs play in politicising European security?”

2 Since the thesis focuses on the role of NGOs in politicisation, the concept of depoliticisation is not systematically
applied in this contribution. The aim is to identify politicisation and to examine NGO participation in these
politicisation processes.



This question will be answered by taking a) Brussels-based and national NGOs and b) the
subfield of EU counter-terrorism into account. The research process is guided by several
subquestions. These are not only linked to the character of NGOs but also to distinct open

questions in politicisation research:

1) Role of NGOs: How is the role of NGOs engaging in the politicisation of European security

characterised?

A) What kinds of NGOs are involved in politicising European security?

B) Do NGOs play a role as politicisers?

C) Who are the addressees of NGOs at EU level?

D) Are NGOs involved in a politicisation move?

E) To what extent do NGOs appear in the dimensions of politicisation (awareness,

mobilisation, contestation)?
2) Strategies: What are the resources and strategies of NGOs to politicise European security?
3) Locations (Arenas and Levels): Where do politicisation processes initiated by NGOs occur?
4) Objects: What are the objects of NGO-driven politicisation: policy, polity, or politics?

One additional question appears, concentrating on contextual factors that might foster the role
of NGOs in politicisation. It also helps to make a broader statement on where to expect NGO

politicisation:
Conditions: What are the facilitating factors for NGO-driven politicisation processes?

The objective of this thesis is to make a first step towards theorising the role of NGOs in
politicisation processes in the policy field of EU security. This contribution aims to deepen the
understanding of politicisation as a concept and the role of NGOs in this given context. To
understand the role of NGOs in politicisation an interpretative, qualitative case study approach
is used. The units of analysis are politicisation processes within EU counter-terrorism policy
processes as a subfield of EU security. Three individual cases are selected to study the role
of NGOs in politicisation. These cases are all EU counter-terrorism legislations: 1) The EU
data retention directive, 2) The EU PNR directive, 3) The EU terrorist content online regulation
(Terreg). The legislative acts each represent thriving focus areas in EU counter-terrorism: The
processing of data and the handling of internet content. NGO participation in these cases is

already noticeable and access to data ensured.

The chapter starts with a review of NGO research and politicisation literature. It integrates
contributions focusing on interest group literature (covering NGOs, amongst other groups),

which give an impression on strategies that are relevant for the engagement of these actors:



voice, access and litigation. While the link between lobbying strategies and politicisation is
already explored (see Gheyle and Ville 2019; Voltolini 2020), the use of legal actions to
politicise needs further attention. The introduction of politicisation literature gives an overview
of key concepts and open questions related to actors, locations (arenas and levels) and
objects. Furthermore, the state of research on conditions is presented, paying special attention
to those conditions that are discussed in relation to EU security. To give a complete picture of
research on politicisation, the scientific debate on consequences, which is in its early stages

of development, is covered as well.

The third chapter presents the thesis’ ‘toolbox’ that allows the role of NGOs in politicising the
field of European security and EU counter-terrorism in particular to be examined. It introduces
analytical concepts that are based on the previously scrutinised literature. The takeaways

derived from this first (theoretical) part are:

e An operationalisation that links NGOs’ strategies (voice, access and litigation) and
dimensions of politicisation (awareness, mobilisation and contestation). This
operationalisation makes it possible to study different arenas (media arena, citizen arena,
judicial arena, protest arena, institutional arena) at distinct levels (national, EU, global).

¢ An ideal-type process of NGO-driven politicisation: This one links to the operationalisation
as well as prominent conceptions of researchers like the politicisation move (Schneckener

2020) as a starting point.

The second part of this chapter presents the interpretative case study approach. The case
selection, analysis period as well as level of analysis are illustrated. The remainder of the
chapter focuses on the data sources, the collection techniques and types of strategies to
analyse data. Before the empirical-analytical part of the thesis starts, two rather descriptive

chapters follow.

Chapter four and five will give an overview of the main actors in this thesis as well as the
framework in which they operate. It introduces the profiles of the NGOs that will play a major
role in the case studies.® The date of creation, mission, issue areas as well as financial
background of these organisations is depicted. A figure that highlights the interconnectedness
of Brussels-based and national NGOs gives an orientation for the case studies that follow.
Chapter five illustrates entry points of NGOs in the EU institutional environment. The
institutional framework of the Council of the EU, the Commission, the Court of Justice of the

European Union (CJEU) and the European Parliament (EP) is considered.

3 Those organisations who have their presence in an EU member state and have actively engaged in voice, access
and/or litigation strategies at EU level in the subsequent cases (chapter six, seven and eight) will be presented.
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Chapter six, seven, and eight comprise the case studies. Taken together the cases cover
twenty years of policy-making in EU counter-terrorism (case 1 and case 2: 2001-2020, case 3:
2015-2021). Each within-case analysis is structured in a similar way. It starts with a short
overview of the case and the illustration of ‘critical junctures’. This includes an explanation of
the legislative act and its technical as well as legal details. The case analysis progresses with
a study of the three strategies of NGOs. Before three subchapters are dedicated to this
undertaking (one for examining voice, one to scrutinise NGOs’ access strategy and one to
have a closer look at acts of litigation), an overview of participating NGOs is given. In
connection with every single strategy, it will be examined how and if the specific NGO
repertoire fostered an increase of awareness, mobilisation and contestation. At the end of each
case study a short interpretation of main results with recourse to the subquestions is presented.
The analyses are based on rich and a high volume of data: More than 600 articles from four
EU media outlets (EUobserver, Euractiv, The Parliament Magazine, Politico Europe) were
evaluated. In addition to this, 25 expert interviews with NGO staff, EU officials and personnel

were conducted to consolidate the research.

Chapter nine represents the cross-case comparison. By referring to the above-presented
subquestions, the findings of the case analyses are compared. This cross-case analysis
enables the identification of differences and similarities regarding the role of NGOs, their
strategies as well as locations and objects of politicisation (questions 1-4). Afterwards insights

on conditions on politicisation are highlighted (additional research question).

The conclusion of this thesis (chapter ten) directly ties the insights of the comparison in.
Research desiderata and limits triggered in the context of chapter nine — like possible
conditions of NGO-driven politicisation in EU security — are also addressed in this chapter. For
those who want to study EU counter-terrorism, it moreover provides lessons learned. A
discussion of the consequences of politicisation is included as well. The main finding of this
thesis is that primarily privacy and data protection NGOs are working in the field and these
organisations overtake different roles in politicisation; one of them can be the politiciser. This
role is however context-dependent: It depends on a conducive political-security culture, the
issue (or its intrusiveness) as well as the possibility it provides for NGOs’ framing and how well

these organisations are resourced (human and financial).



2 State of the Art

This thesis is interested in mapping NGOs in European security and their role in politicising
this specific field. Especially by scrutinising EU counter-terrorism and learning more about their
presence pertaining this subarea of European security. This chapter on the state of the art of
NGO and politicisation literature presents a first step to address this topic. The state of the art
is divided into two main subchapters: 2.7 Research on NGOs in European Security, 2.2
Research on Politicisation. The former will introduce basic terms and actions of NGOs.
Moreover, it will show how far researchers explored their appearance in European security
(subchapter 2.1.1). The reader should pay special attention to the strategies of NGOs
(subchapter 2.1.2) since these will reoccur as pivotal elements in the analytical part of the
thesis. Three strategies of NGOs will be addressed here, which are of importance from a
lobbying and legal perspective: Voice, access and litigation. From the viewpoint of previous
research, the connection between NGOs and politicisation is not unfamiliar (subchapter 2.1.3).

Therefore, the study of the NGO literature offers an ideal transition to politicisation research

The subchapter on the state of politicisation research is driven by several objectives. First, it
provides an overview of the conceptual discussion on politicisation (subchapter 2.2.1). This
includes an introduction of the different perceptions that exists among political scientists
regarding the definition, operationalisation as well as form of politicisation. Second, subchapter
2.2.2 present, which actors have been scrutinised by researchers so far, where researchers
assume politicisation takes place (levels and arenas) and what potential focus points
(objectives) of politicisation are. Third, the thesis progresses by illustrating factors that are
supportive for politicisation (subchapter 2.2.3) as well as consequences of its emergence
(subchapter 2.2.4) are discussed. These two topics are regularly addressed and show
diverging opinions. This chapter concludes with an identification of research gaps and moves

on to the theoretical as well as methodological framework for the study of politicisation.

2.1 Research on NGOs in European Security

The increase in research on NGOs can be observed especially since the 1990s in International
Relations. Whereas primarily their relation to states and international organisations was the
focus of their research, scholars began to consider those organisations as new actors on the
world stage* (Clark 1995, 2001; Clark, Friedman, and Hochstetler 1998; U. Brand et al. 2001;
Brunnengraber, Klein, and Walk 2005). The question of the clarification of the term “NGO” and

4 “Many of these transnational actors are new to world politics, a province that historically has been dominated by
states” (Clark 1995, 507).



the inherent character of the groups was equally important. Numerous contributions
concentrated on the questions, what NGOs are and what they are doing (Fisher 1997; Furtak
2001; Fazi and Smith 2006; Frantz and Martens 2006; Frantz 2007; Go6tz 2008; Heins 2008;
Werker and Ahmed 2008; Karns and Mingst 2010; Furtak 2015). Closely linked to the question
of their purpose, is the concern if NGOs “doing good” (Fisher 1997; Reimann 2007) and if
these organisations “live up to their own ideals” (Heins 2008, 11). Thus, the democratic
character of NGOs itself was of interest. However, scholars were able to shot that they have a
positive effect on the strengthening of human rights (Clark 2001) and the democratisation of
institutions (Fazi and Smith 2006).

The large number of works that have dealt with the term NGO is inevitably linked to the many
other labels that are present regarding to research on non-state actors. The need to distinguish
NGOs from these actors is characterised above all by the fact that quite a few authors list these
groups under umbrella labels such as civil society (organisations) (Armstrong et al. 2011;
Zeegers 2016; Thiel 2017; Eliasson and Huet 2019), advocacy groups (Keck and Sikkink 1998;
Carpenter 2007; C. J. Bennett 2008) or interest groups (e.g. Greenwood 2003; Beyers 2004,
2008; Dialer and Richter 2019). The disadvantage of these terms is that they not only cover
NGOs but also include other groups such as business or religious organisations.® Although,
those expressions might seem misleading, the listed contributions complete the state of
knowledge about NGOs. They give insights especially with regard to strategies of NGOs as

elaborated later. Thus, they will be included as they contribute to the aim of the thesis.

In the context of this thesis, the definition of NGOs is based on the following criteria of the
European Commission: “NGOs are not created to generate personal profit. [...] NGOs are
voluntary. [...] NGOs are distinguished from informal or ad hoc groups by having some degree
of formal or institutional existence. [...] NGOs are independent [...] NGOs are not self-serving
in aims and related values” (Commission of the European Communities 2000, 3—4).° These
criteria are in line with characteristics of NGOs highlighted in several scientific definitions
(Frantz and Martens 2006; Heins 2008; Furtak 2015).

This subchapter is structured as follows. First, it will reflect in depth the current state and
insights of the research on NGOs in European security. Second, literature will be reviewed
concentrating especially on strategies of NGOs. Here, literature that labels NGOs under the

term ‘interest groups’ will be included, since this research deals with strategies of these groups

5 Thiel (2017, 1) for example declares that the expression ‘civil society organisations’ is “a broad umbrella term for
a number of non-governmental organizations (NGOs), religious groups, and other associations relatively
autonomous from government that pursue collective goals in Brussels”.

6 The document in which the Commission presents this definition served as a starting point for intensified
negotiations between the institutions and these organisations: “The Discussion Paper is also intended to give new
impetus to an ongoing process of internal and external appraisal of the way in which the Commission works with
NGOs” (Commission of the European Communities 2000, 3).
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to increase influence in their interplay with international organisations. Third, insights of NGO

research on politicisation are scrutinised.

2.1.1 Depiction of NGOs in EU Security

European security is reflected by studies concentrating either on EU foreign security policy
(Dembinski and Joachim 2008; Joachim and Dembinski 2011; Voltolini 2012, 2016) or on EU
migration policy (Ucarer 2009, 2014, 2018; Thiel and Ucarer 2014; Gansbergen and Pries
2014; Giannetto 2019). As Ucarer (2018, 465) points out “[iJn particular, more (or actually any)
work in judicial and police cooperation is acutely necessary”. Apart from the author herself,
who analyses NGOs in the Area of Freedom, Security and Justice (AFSJ),” scholars tend to
disregard this policy field. Thus, it can be stated that there is a great gap concerning research
on NGOs in EU counter-terrorism. What insights the existent research in EU security already

offers on the role of NGOs, will now be discussed.

The area of European security is first and foremost characterised as a field in which NGO
participation is not expected (Joachim and Locher 2009¢, 172). Joachim and Dembinski (2011,
1152) call EU foreign and security policy “a ‘hard case’ for NGO participation” and Ucgarer
(2014, 127) depicts the AFSJ as “a difficult arena to penetrate by civil society actors”. Since
the environment is such an extraordinary one, authors direct their attention to the political
opportunity structures for NGOs in the field. These structures are especially represented by
institutional accesses, so called “access points” (Joachim and Dembinski 2011, 1152).
Scholars presume that the EP and the Commission are such entries for NGOs (Dembinski
2009; Joachim and Dembinski 2011; Voltolini 2012; Ugarer 2014; Thiel and Ugarer 2014).
Voltolini (2012) and Ugarer (2014) both point out, that with the introduction of the Lisbon Treaty
and the increase of the Parliament’s competences, the institution became even more important
for NGOs. The Commission is regarded as partner of cooperation due to its enlargement of
agenda setting capacities (Dembinski and Joachim 2008; Dembinski 2009; Ucarer 2014).
Contrary to that, the Council is considered as a rather difficult partner for NGOs (Dembinski
2009, 157). Albeit, some, single member states shaped up as collaborators for NGOs
(Dembinski 2009, 159). An analysis of the CJEU as an access point for NGOs in European

security is absent so far.

All scholars, scrutinising NGOs in EU security, focus to a certain degree on the question of
what resources these groups have and which strategies they use to influence policy-making.

With regard to resources, they determine that a presence in Brussels in form of an office,

" The former field of justice and home affairs (JHA) in the EU.

8



qualified staff and proper membership is essential for these organisations (Dembinski 2009;
Joachim and Dembinski 2011; Voltolini 2012; Ugarer 2014, 2018). NGOs’ financing is often
based on “project funding, sometimes by the EU” (Ugarer 2014, 134). Despite this, scholars
stress networks as important: “especially NGOs, have created networks or umbrella
organisations in Brussels, which represent the interests of their members at the EU level”
(Voltolini 2012, 43). Nevertheless, information and the expertise of those NGOs is considered
as indispensable (Dembinski 2009; Joachim and Dembinski 2011; Voltolini 2012, 2020; Ugarer
2014, 2018). According to scholars, overtaking the role of ‘being an expert’ is also the most
important activity of the groups (Dembinski 2009; Joachim and Dembinski 2011; Ugarer 2014;
Voltolini 2012). They demonstrate their expertise by drafting “policy blueprints” (Dembinski
2009, 1152), sharing “intimate knowledge” (Joachim and Dembinski 2011), “uploading first-
hand accounts from their national counterparts” (Ugarer 2014, 134), summarising information
for Members of Parliament (MEPs) (Joachim and Dembinski 2011; Ucarer 2014) or organising
expert seminars (Joachim and Dembinski 2011, 1162). In some cases, their positions and
arguments are included in documents published by EU institutions (Ucarer 2014, 132).
Therefore, Voltolini (2012, 17) highlights the dissemination of expertise and knowledge as an

important strategy of NGOs to exert influence at the EU level.

Just like expertise, networking is also seen as an important action and not only as a resource
of NGOs. The forming of alliances with national NGOs, allows those who work at EU level to
enter “a two-level game” (Joachim and Dembinski 2011, 1163) or “mediating between levels”
(Ucgarer 2014, 132). Next to this, shaming is considered as an important strategy of these
groups. In their study of the Code of Conduct on Arms Export, Joachim and Dembinski
identified that “NGOs set in motion ,beauty contests' among governments®, in which they
rewarded those who stick to the established norms and blamed member states who did not.
The strategy of shaming is linked to another important repertoire of NGOs, the use of frames
or framing (Dembinski 2009; Joachim and Dembinski 2011; Voltolini 2012, 2016; Ucarer 2014,
2018). According to researchers, the latter is especially successful when it is combined with
shaming. The abovementioned example on the Code of Conduct of Arms Export is such a
case, where the two means were combined. According to Joachim and Dembinski (2011, 162),
the context in which NGOs operate has also an impact on how they present their issues. The
EU as a setting, allows NGOs for example to make claims, which remind policy makers of its
democracy and fundamental rights standards. Eventually, efforts of NGOs were to increase
transparency, widen the room for public exchange and trigger policy change (Joachim and
Dembinski 2011; Ucarer 2014).

By reviewing the research on NGOs in EU security it became apparent that the scholars based

their analysis and knowledge of NGOs’ strategies on discernments from interest group
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literature. To complement the knowledge on NGOs’ strategies and strengthen this analytical
basis, the main concepts of this body of literature will be introduced in the next subchapter.
This involves three strategies: Two lobbying strategies — voice and access — as well as litigation
as a legal mean of organisations. Interest group literature offers for example a better

understanding of how the idea of access points emerged.

2.1.2 Voice, Access, Litigation — Strategies of NGO Influence®

A great number of NGO research focuses either directly or indirectly on the question of how
NGOs influence the policy cycle and whether these groups are successful with their actions
(Clark 1995; Clark, Friedman, and Hochstetler 1998; Take 2002; T. Brthl 2005; Heins 2005;
Seifer 2009; Betsill and Corell 2010; Ugarer 2014, 2018; Tallberg et al. 2015). The same
research interest is shared by scholars who concentrate on interest groups. Next to NGOs, the
term, however also covers groups with a clear business interest or groups that do not have a
membership structure. Therefore, scholars admit: “We use the term interest group quite
broadly. When we refer to ‘interest groups’, ‘groups’ or ‘organized interests’, we mean not only
membership organizations but also advocacy organizations that do not accept members,
businesses, and any other organization or institution that makes policy related appeals to the
government” (Baumgartner and Leech 1998, xxii). Interest group scholars generally
differentiate between three types of strategies: “Voice” and “access” (Bouwen 2002; Beyers
2004; Dur and Biévre 2007; Dir and Mateo 2014; De Bruycker and Beyers 2019) as well as
“litigation” (Bouwen and Mccown 2007; Michalowitz 2019). While the former two can be
summarised under ‘lobbying’, the latter is a legal strategy. Although, there is an ongoing
discussion whether litigation can be regarded as a form of lobby work, “from an EU
practitioner’'s perspective, litigation is, strictly speaking, not an element of lobbying”
(Michalowitz 2019, 513).

According to Beyers (2004, 213), voice covers “public political strategies”, which “relate to
activities taking place in various public spheres, an arena where the communication among
societal interests, policy-makers and citizens becomes visible to a broader audience. It is here
that political campaigns are reported and that actors try to attract the attention of a broader
public”. For this reason, voice is also referred to as “outside lobbying” (Kollman 1998). Dir
(2008, 1122) emphasises that the means to “make noise” are diverse. The scholar lists

“manifestations, rallies, petitions, statements in the media, and participation in public debates”

8 This literature was already reflected to a certain extent in Liedlbauer (2021).
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(Dur 2008, 1122). Partly these activities motivate citizens to join. In the end, voice is a form of

indirect communication with political actors (De Bruycker and Beyers 2019, 57).

In contrast to that, access “is synonymous with inside lobbying” (Beyers 2004, 213). This kind
of lobbying “basically concern[s] the venues where political bargaining takes place” (Beyers
2004, 213) and “involves direct exchanges with policymakers through private communication
channels, such as face-to-face meetings, telephone calls, or e-mail exchanges” (De Bruycker
and Beyers 2019, 58). Since the public is excluded, scholars refer to it as a “political strategy”
(Bouwen and Mccown 2007, 423). Bouwen (2002, 369) stresses that interest groups’ need to
offer “access good(s)” in order to establish conversations with EU institutions. The provision of
data and political insights can be regarded as examples for these ‘goods’. The offering of
information is key (Bouwen 2002, 369). How much access is granted to groups depends on
the importance of the information for the involved institutions (Bouwen 2002, 370).° Therefore,
it “is often conceptualised as an exchange relation between public officials and organised

interests” (Beyers and Braun 2014, 95).

Whereas voice is linked to high costs for interest groups, access is considered as low in price
(Beyers 2004, 216). Scholars also highlight that access rather pays off as a strategy for interest
groups than voice (Dir and Mateo 2013; Beyers and Braun 2014; Weiler and Brandli 2015).
Nevertheless, when pursuing the strategy of access seems to be impossible, interest groups
switch to voice tactics (Beyers 2004, 216). Voice starts quite often at national level, while
access is pursued by interest groups at EU level (Princen 2007, 57). The success of voice is
highly dependent on the public’s perception and acceptance: When attention by the media is
high and alliances are more stable, the chance that groups can achieve their objective is far
more realistic (De Bruycker and Beyers 2019). On the contrary, access depends on "informal

and formal working relations with various government agencies” (Beyers 2008, 1193).

Litigation differs from these two kinds of strategies since it takes place in the legal realm. The
strategy follows a long tradition and is primarily based on the attempt of “[s]eeking to have a
court rule on the unconstitutionality or otherwise improper nature of legislative provisions in
order to change policy” (Bouwen and Mccown 2007, 426). The starting point of litigation
strategies is the national level (Bouwen and Mccown 2007; Michalowitz 2019). Interest groups
aim to change “EU policy that begins at the national level, by bringing a case in a national
court, based on a point of EU law” (Bouwen and Mccown 2007, 426). This has not only an
effect on the persistence of policy itself, but might also contribute in changing “future
legislation” (Bouwen and Mccown 2007, 426). Since litigation is very costly, it is mostly pursued

by better equipped groups (Bouwen and Mccown 2007, 427). Michalowitz (2019, 513) points

% See also Beyers (2004, 426): “Actors seeking access to these arenas have to deliver credible and valid expertise.”
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out that “[m]ost of the time, litigation is considered a means of last resort if all communication
and argumentation fails and a piece of legislation has already been finalized”. Voltolini (2012,
40) depicts it as a strategy that is linked to “later stages in the policy-making process”. In the
context of litigation, the CJEU is regarded as an important anchor.'® By bringing a case before
the European court, interest groups pressure the European Council, the Council, the
Parliament or the Commission to take up a position (Princen 2007, 23). However, litigation is
rather perceived as a way of indirect, symbolic communication with policymakers. It “allows

hardly any direct influence on the arguments used within the process” (Michalowitz 2019, 513).

As scholars highlight, these strategies are often combined by interest groups (Beyers 2004;
Bouwen and Mccown 2007; Kriesi, Tresch, and Jochum 2007; Voltolini 2012). Nonetheless,
the image that persists is that groups go forward with purely conducting lobbying activities or
by following the legal strategy.!" This preference is also present in interest group research,
since apart from a few exceptions (Voltolini 2012) there are no contributions which take voice,

access, and litigation parallelly into account.

Table 1. Overview of Strategies Addressed by Interest Group Literature

Strategy Type Contacted Level Direct/Indirect Resources
Actors Communication

Voice Public ‘Wider public’ Start at Indirect addressing  Costly
political national level of policymakers
strategy
(“outside
lobbying”)

Access Political Politicians EU level Direct addressing Low costs
strategy of policymakers
(“inside
lobbying”)

Litigation Legal Courts Start at Indirect addressing  Costly
strategy national level of policymakers

Source: Own illustration based on chapter 2.1.2 “Voice, Access and Litigation — Strategies of NGO
Influence”.

Table 1 summarises the insights from this subchapter. It becomes apparent that each strategy
speaks to a different type of actors (public, politicians, courts). The level of initiating the
respective strategy is also varying. Voice and litigation both start at the national, while access
concentrates on the EU level. Voice and litigation are also very similar in the sense that they

are both expensive and an indirect way of addressing political representatives. The access

10 Bouwen and Mccown (2007, 438) for example refer to the CJEU as “a useful venue to actors seeking policy
change by litigation”.

11 “[wlith regard to combination strategies, there may still tend to be a dominance of either lobbying or litigation over
the other” (Bouwen and Mccown 2007, 431).
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strategy is budget-friendly for groups and characterised by a direct relation to policymakers.
These differences in strategies, when it comes to contacted actors and manner of
communication will be important in the later course of this thesis. They serve as criteria to

identify NGOs’ actions and assign it to one of the three strategies.

While reviewing contributions on NGOs, it became apparent that the term “politicisation” is
indeed used by researchers. The next subchapter elucidates information on politicisation
derived from NGO (and interest group) research. This part shows that it makes sense to draw
a connection between the two subjects. Among others, the literature gives some hints on the

characteristics of the role of NGOs and the strategies that pay off with regard to politicisation.

2.1.3 NGO Research and Politicisation

Despite the general vagueness of the term “politicisation”, research gives quite some insights
on the relation between NGOs and politicisation. In detail, these contributions offer some
lessons about the anticipation of NGOs in politicisation (1), contextual factors (2), facilitating

issues and strategies to politicise (3).

(1) Most researchers agree that NGOs play a role in politicisation. Fisher (1997, 457-58), who
analyses the emergence of NGOs in the late 1990s, credits these organisations with the ability
to have a stance in politicising topics: “The work of some empowerment NGOs contributes to
this emancipatory process through the politicization of previously depoliticized realms and
issues — for example, issues concerning gender or the environment. They turn issues that
directly engage the self, subjective experience, and daily life into crucial sites of political
contestation.” Greenwood (2003, 11-12) has the same opinion, however, with regard to
interest groups. In his study of interest group representation in Brussels, he stresses: “public
interests have made a real impact upon the climate of ideas in which policy making arises, on
the thinking of policy participants, in relation to politicizing issues and bringing them from closed
private arenas to open public ones, and upon producer groups with which they engage”. The
two contributions not only share the opinion that NGOs can be linked to politicisation, but also
that this politicisation is expressed by a shift of locations (the private and the public for
example). They do not only politicise issues for themselves, but function as facilitators for

groups that work close to their own themes, as it is apparent in Greenwood’s understanding.

(2) That context — or rather the political opportunity structure — matters for NGO involvement
was already highlighted before. Joachim and Locher (2009b, 176), who focus on facilitating
structures for NGOs engagement, point out that a changing notion of security at the

international level served to be as supportive for the groups’ aims: “in the UN, the shift from
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military to human security helped NGOs to politicize and open debate on small arms and
weapons trafficking, previously closed off to them”. So, how security is defined, perceived or

contextualised seems to be of importance for the ‘success’ of these organisations.

(3) Thiel (2017) gives an insight about issues that are favourable for politicisation. The scholar
stresses, that especially “human rights policies” have the potential to be “highly politicizised,
and a sensitive policy subject for national governments, which do not like to be perceived as
having human rights issues in their jurisdiction” (Thiel 2017, 6). In analysing the role of interest
groups in the Anti-Counterfeiting Trade Agreement (ACTA), Dur and Mateo (2014, 1213)
concluded that these stakeholders opened up the space for further groups to join the debate.
They did this by using voice strategies which led to a higher perception of controversies in the
public. Consequently, “salience and interest group lobbying thus can reinforce each other” (Dur
and Mateo 2014, 1213). Princen (2007, 29) notes that the action of “publicizing” is a motor for
politicisation. He attributes an agenda-setting advantage to the combination of these two
‘practices’ (Princen 2007, 29-30).

The literature on NGOs (and interest groups) offers key takeaways for the further course of

this thesis. These messages can be summarised as follows:

¢ NGO research certainly provides insights into the fact that these organisations are involved
in politicisation or even contribute actively to politicising an issue. Even a connection
between the politicisation of an issue and (political) contestation is drawn.

e Questioning what role NGOs could have in politicisation, seems to be closely connected
with making a topic accessible to individuals or groups. In this context, the connotation of
security can either facilitate or hinder the work of these organisations.

e A link between the voice strategy of NGOs and the raising of awareness (here called
salience) can be established. This became especially visible in Dur and Mateo’s research.
An action that seems to be supportive for NGOs to gain attention is according to Princen

the publication of information.

Chapter 2.1 highlighted the role of NGOs in EU security. So far, little is known about their
presence as well activities in the subfield of EU counter-terrorism. The literature offers initial
information about the organisations’ embedding in the institutional setting and the way they
proceed. Three strategies were highlighted as important for NGOs’ achievement of objectives:
voice, access and litigation. At least for one of these activities, a link to politicisation can be
identified. Having set these strategies as a basis, the next subchapter displays how
politicisation research views the role of NGOs. This and the definition of politicisation will be

one of the main subjects of the next subchapter.
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2.2 Research on Politicisation

This state-of-the-art subchapter focuses on the research of politicisation. It gives an overview
of conceptual and analytical approaches of politicisation, shows to which levels the concept
has already been applied and what has empirically been examined. When it comes to the
overview of empirical studies, the focus of this state of the art is explicitly on EU policy areas.
The subchapter starts with a focus on the terminological understanding of politicisation,
presents the various operational definitions and reflects discussions on “forms” or “shapes” of
politicisation. Afterwards, the role of actors like political parties, governments and NGOs, the
focus group of this thesis, in politicisation research is examined. This is combined with an
illustration of research insights on the locations (arenas and levels) and objects of politicisation.
The part on politicisation concludes with taking a closer look at research that scrutinises

potential conditions and consequences of politicisation.

2.2.1 Key Concepts in Politicisation Research

The phenomenon of politicisation is far away from being labelled new or recent. According to
Schmitter (2009, 211-12), “[nJo serious student of European integration can deny that
something like politicization has occurred since the mid-1980s”. The same applies to the
conceptual research on politicisation. It is a vibrant literature field with a debate on various
definitions and approaches of politicisation. Although, there is no ‘one and only solution’ of
defining politicisation, “a consensus is emerging regarding the components of what we mean
by the term ‘politicization” (Hutter and Kriesi 2019, 999). This subchapter focuses on
conceptual and analytical questions linked to politicisation. It highlights the origins, common
features as well as the differences of various prominent concepts. Differences are especially
obvious regarding the “operational definitions” (Ziirn 2019, 978)'? of politicisation. Table 2
makes the evolving basis of defining politicisation as well as the differences in operationalising
this phenomenon visible. It lists relevant contributions and the respective authors that offer a
definition and/or an approach to operationalise politicisation. Based on this table the

development and status of understanding the term is discussed.

12 See also Ziirn (2019, 978): “While different strands of the literature use different operational definitions, there
seems to be a common core meaning of the concept of politicization.”

15



Table 2. Key Concepts in Politicisation Research

Relevant
Contributions™®

Definition of Politicisation

Operational Definition

Schmitter (1969)

“Politicization thus refers initially to a process whereby the
controversiality of joint decisionmaking goes up. This in turn is
likely to lead to a widening of the audience or clientele interested
and active in integration. Somewhere along the line a manifest
redefinition of mutual objectives will probably occur later [...]
Ultimately, [...] there will be a shift in actor expectations and
loyalty toward the new regional center.” (166)

Hay (2007)

“issues are politicized when they become the subject of
deliberation, decision making and human agency where
previously they were not.” (81)

Hooghe and
Marks (2009)

“a process of politicization in which European issues would
engage mass publics.” (6)

De Wilde (2011)

“politicization as process is defined as an increase in polarization
of opinions, interests or values and the extent to which they are
publicly advanced towards policy formulation within the EU” (559)

Green-Pedersen
(2012)

“politicisation as a matter of saliency, that is, that the issue is high
on the agenda of political parties as well as the electorate.” (117)

De Wilde and
Zirn (2012)

“politicization means making a matter a subject of public
regulation and/or a subject of public discussion” (139)

“Politicization — consisting of awareness of, mobilization around
and polarization of European politics” (139)

Zurn (2013)

“Politisierung soll definiert werden als der Prozess, mittels dessen
Entscheidungskompetenzen und die damit verbundenen
autoritativen Interpretationen von Sachverhalten in die politische
Sphére gebracht werden, d.h. entweder in das politische
Teilsystem (definiert durch die politische Funktionslogik) oder in
den politischen Raum (definiert durch Debatten tber die
angemessene Funktionslogik fiir eine gegebene Problemlage)
transportiert werden.” (19)

13 In chronological order according to publication date. Relevant for this thesis.
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Statham and Trenz
(2013b)

“Politicization is distinct from conflicts and bargaining that remain
behind closed doors within institutions, and between
governments, because it is publicly visible.” (3)

“We find here the components of politicization. The structure of
public communication over a contentious issue-field shapes the
opportunities that face a claim-maker in her/his attempt to gain
media attention (visibility), to challenge existing viewpoints and
provoke reactions from other public actors (contestation), and to
become the dominant way of perceiving a problem (public
resonance and legitimacy).” (10-11)

Ziirn (2014)

“In brief, then, politicization means making collectively binding
decisions a matter or an object of public discussion.” (50)

“This definition can be operationalized via three indicators: rising
awareness, mobilization, and contestation.” (50)

Grande and Hutter
(2016)

“politicisation can be defined as an expansion of the scope of
conflict within the political system.” (7)

“we focus on three main conceptual dimensions of politicisation:
issue salience (visibility), actor expansion (range), and actor
polarization (intensity and direction)” (8)

De Wilde, Leupold
and Schmidtke
(2016)

“building on a common understanding of politicisation as a three-
dimensional process involving increasing salience, polarisation of
opinion and the expansion of actors and audiences involved in
EU issues” (3).

“posit that politicisation can be empirically observed in (a) the
growing salience of European governance, involving (b) a
polarisation of opinion, and (c) an expansion of actors and
audiences engaged in monitoring EU affairs” (4)

Hagmann,
Hegemann and
Neal (2018)

“Politicisation is the process of transferring issues into the
political sphere, but also the dynamic of reconfiguring its handling
there.” (11)

“issues becoming more divisive or controversial; actors becoming
more aware and politically engaged; and the shifting of security
themes and issues from executive secrecy or expert specialisms
into more prominent public arenas.” (12)

Hegemann and
Schneckener
(2019)

“politicisation denotes the transfer of previously uncontroversial
or not publicly debated issues into the public sphere where they
can be subjected to open negotiation, public debate and societal
conflict” (2).

“(i) awareness among wider audiences, (ii) mobilisation of various
political and societal actors in and outside political institutions,
and (iii) public contestation of policies and institutions through the
utterance of diverging opinions” (10)

Source: Own illustration based on reviewed literature. Emphases are in the original.
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(Operational) Definition of Politicisation

The notion of politicisation as a concept has received a considerable boost, when Hooghe and
Marks (2009, 5) stated that the “years of permissive consensus” made way for a “period [...]
of constraining dissensus”. The idea, that the time of ‘old-fashion’ policy making behind closed-
doors by political elites turned into a new phase of open deliberate discussions that involved
societal actors, struck a chord with researchers who focused on European integration. Hooghe
and Marks (2009) contradicted the hopes of representatives of neofunctionalism like Schmitter
(1969), who saw a positive effect of politicisation on the integration project of the EU. The post-
functionalists noticed that the politicisation of identity could threaten EU integration or as Borzel
and Risse (2018, 87) put it: “As with politicization, neofunctionalism did not foresee that

nationalist identities could be politically mobilized against the EU.” (emphasis in the original)

Scholars also used the concept to examine the politicisation of institutions (at the global level)
and to study how those politicised bodies (potentially) react to the phenomenon (e.g. De Wilde
and Ziurn 2012; Zurn 2013, 2014). Hay (2007) developed his definition of politicisation against
the background of domestic policies, curious to learn more about political dissatisfaction. Two
contributions enter the stage with an interest in European security (Hagmann, Hegemann, and
Neal 2018; Hegemann and Schneckener 2019). In this context, scholars discuss it in relation
with securitisation theory as another perspective to capture trends in this area and highlights
benefits of using politicisation instead.' As table 2 demonstrates, one can differ between the
definition of the term politicisation and the operational definition of the concept. This distinction
only progressed over the years. The table shows that offering an operationalisation next to a
definition is something that researchers started around 2013. Before, the definition of the term
often entailed indicators to identify whether politicisation is in place or not (e.g. De Wilde 2011;
Green-Pedersen 2012). The definition of Hooghe and Marks (2009) is special due to the focus
on “mass publics”. The public sphere as a location for politicisation is also emphasised by
others: One can find the notion of the “public” in the definitions of De Wilde (2011), De Wilde
and Zurn (2012), Statham and Trenz (2013b), Zirn (2014) and Hegemann and Schneckener
(2019). Green-Pedersen (2012) presents a somehow distinct understanding of politicisation,
making political parties a key variable for its appearance. The conceptualisation stems from
his view that it is mainstream parties and their decision to accentuate a topic that are crucial
for the occurrence of politicisation. This stands in contrast to Hooghe and Marks (2009), who
indicate that it is Eurosceptic (extremist) parties, who are responsible. There are also several

authors who highlight the “political sphere” in their definitions (Zirn 2013; Grande and Hutter

4 Hagemann et al. (2018, 10): “politicisation offers an alternative and productive perspective to capture a range of
recent phenomena in the security field that move beyond the understanding as security as depoliticisation.”
(emphasis in the original)
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2016; Hagmann, Hegemann, and Neal 2018) instead of pointing to the public sphere. This
should be put into perspective as it does not imply that politicisation takes place in a closed
political space. Rather two scenarios are possible: (1) The issue or its nature was not regarded
as political before, (2) the issue was regarded as political but not openly discussed." As one
can see, the understanding of politicisation presented by Grande and Hutter (2016) reads
somewhat different than the others. This is because they rely on Schattschneider’s notion of
politics to develop their approach. Schattschneider (1975 [1960], 3) perceives the very
existence of a conflict as essential for politics: "the contagiousness of conflict, the elasticity of
its scope and the fluidity of the involvement of people are the X factors in politics." The
contributions who make use of politicisation to learn more about EU security (Hagmann,
Hegemann, and Neal 2018; Hegemann and Schneckener 2019), both adapt Grande and
Hutter's conception as a basis for their understanding. However, as already implied, a shared
view on the phenomenon is emerging over the years. Zirn (2019, 978) summarises this as
follows: “Politicization, therefore, can be generally defined as moving something into the realm
of public choice”. This statement highlights that politicisation not only has a public character,
but also involves a transfer. An idea that best becomes visible in Hay’s (2007) notion of

politicisation and the one developed by Hegemann and Schneckener (2019).

In contrast to the meaning of politicisation, the debate on its operationalisation is far away from
being over. This can first be broken down by highlighting that vocabulary to describe this
operationalisation is not consistent. Authors speak for example of “manifestations of
politicisation” (Zurn 2016), “mechanisms of politicisation” (Statham and Trenz 2015; Maricut-
Akbik 2019) or “dimensions of politicisation” (Hutter and Grande 2014; Hegemann and
Schneckener 2019; Borzel and Risse 2018).'® The disagreement becomes further apparent by
taking a closer look at the various operational definitions. Most contributions listed in table 2
start with three components to measure politicisation.'” In general, dimensions are included
that reflect 1) the attention or response to an issue, 2) the activity, engagement or involvement

of actors and 3) the conflictive character of politicisation.

1) To express that an issue is evolving, and more regarded by individuals or a group of people,
authors use the terms “visibility” (Statham and Trenz 2013b), “salience” (De Wilde, Leupold,
and Schmidtke 2016) or “awareness” (De Wilde and Zirn 2012; Zurn 2014; Hegemann and
Schneckener 2019). Even cases exists where these terms are used interchangeably (Grande

and Hutter 2016). For the latter mentioned authors, the core of this component can be

15 See Schneckener (2020, 142).

18 In this thesis, the understanding of dimensions of politicisation will be pursued. However, to reflect the different
notions and vocabulary used by scientists in this regard, the state-of-the-art chapter does not stick to a specific
term. Later, in the methodological chapter, there will be a uniform usage of “dimensions of politicisation”.

7 This is, however, not always the case. Please see Risse (2014) or Hurrelmann, Gora and Wagner (2015).
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summarised as follows: “If an issue is not debated in public, it can only be politicised to a very
limited extent — if at all” (Grande and Hutter 2016, 8). This is also why Grande and Hutter
(2016, 8) see “issue salience” as a basis for the analysis of politicisation. In their opinion, the
analysis of the two other components does not need to be initiated, when an issue seems to
be disregarded. To measure this dimension scholars propose to use or directly refer in their
studies to survey data (De Wilde and Zirn 2012; Zirn 2014; Hegemann and Schneckener
2019) or media coverage as a source (Statham and Trenz 2013b; Grande and Hutter 2016;
De Wilde, Leupold, and Schmidtke 2016).

2) To point to an involvement of other actors, the expressions “mobilization” (De Wilde and
Zirn 2012; Zurn 2014; Hegemann and Schneckener 2019), “actor expansion” (Grande and
Hutter 2016), “widening of the audience or clientele” (Schmitter 1969) or “expansion of actors
and audiences” (De Wilde, Leupold, and Schmidtke 2016) are used. Mobilisation is a term that
is influenced by protest research. In this regard it “implies that an issue should not only draw
public attention, but also motivate more people and groups from diverse backgrounds to
become engaged and active in the political process and invest significant resources to advance
their interests” (Hegemann and Schneckener 2019, 11). Hagmann et al. (2018) bridge the first
and second component in their operational definition (see table 2). Beyond that, scientific
contributions exists that speak of ‘actor expansion’ and ‘mobilisation’ as one indicator (see
Bdrzel and Risse 2018, 85). Two variants to measure increasing mobilisation empirically can
be found in the literature. De Wilde and Zirn (2012, 147) tries to capture it via an increasing
number of “plenary debates of national parliaments”. Another suggestion is to examine if actors
spent resources to a higher extent to get in contact with politicised institutions (Zurn 2014, 51)
or to keep up with an issue (De Wilde, Leupold, and Schmidtke 2016, 7). According to De
Wilde et al. (2016, 7) this can be “time or money”.

3) The third component is mostly covered by the term “polarization” (De Wilde and Zirn 2012;
Grande and Hutter 2016; De Wilde, Leupold, and Schmidtke 2016) or “contestation” (Statham
and Trenz 2013b; Zurn 2014; Hegemann and Schneckener 2019). In Schmitter’s (1969, 166)
definition, this component can be boiled down to the sentence “the controversiality [...] goes
up”. This terminology is also preferred by Hagemann et al. (2018). The core meaning behind
the terms do not differ widely. Zirn (2014, 51) for example stresses that “[c]ontestation refers
to conflicting views of the common good and opposing demands put to political institutions”.
Grande and Hutter (2016, 9) who use “polarisation” as a component speak of “opposing
camps”. De Wilde et al. (2016, 6) highlight one “in favour” and one “against” side in their
explanation of the dimension polarisation. Despite the different vocabulary used, the basic
meaning is very similar. The terms have in common that they describe the existence of diverse

opinions and the disagreement over an object. Statham and Trenz (2013b, 3) analyse the
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appearance of opposing claims in media articles. They stress that “the mass media plays an
important role by placing the contesting political actors in front of a public” (Statham and Trenz
2013b, 3). De Wilde and Zirn (2012, 148) use Eurobarometer data as a basis for their analysis.

This summary shows that there is no unified approach of operationalising politicisation, but
some scholars use the same vocabulary and conceptualisations overlap sometimes. An
exception is the operationalisation presented by Statham and Trenz (2013b, 11), in which the
second component cannot be met without “public resonance”. It is important to note that what
is highlighted here as a separate dimension, can be identified as integral part of dimensions
presented by other scholars. Hegemann and Schneckener (2019, 10) stress that awareness
can be considered as a combination of “public resonance and salience of issues”. Thus, in
their understanding of awareness, the role of the citizens is much more prominent than in
“issue saliency”. The topic must not only be ‘high on the agenda’, the citizens’ perception that
a matter is important, or a citizens’ response must also be in place. Nevertheless, the term
public resonance is not only used by authors regarding awareness, it is also linked to
contestation or polarisation by several authors (De Wilde 2011; Hutter and Grande 2014). De
Wilde (2011) highlights public resonance as an indicator of politicisation next to “polarization
of opinion” (567) and “intensifying debate” (568). He stresses that “[t]his differentiates
politicized issues and decision-making processes from those characterized by

intergovernmental bargaining, lobbying and technocratic regulation” (De Wilde 2011, 568).

Although the operationalisation of politicisation is still a complicated matter, there is another
point on which scholars increasingly agree, which is the perception of politicisation as a
process (Schmitter 1969; Hay 2007; De Wilde 2011; De Wilde and Zirn 2012; Zirn 2013;
Statham and Trenz 2013b; De Wilde, Leupold, and Schmidtke 2016; Grande and Hutter 2016;
Hagmann, Hegemann, and Neal 2018; Hegemann and Schneckener 2019)."® This is also
reflected in a number of definitions covered by table 2. However diverging opinions exists on

the characterisation of this process. These different views are now discussed.

Forms, Degrees and Types of Politicisation

Although politicisation is increasingly regarded as a process and not a condition, lack of unity
exists regarding its character and course. Scholars, who refer to Tilly and Tarrow’s (2007)
understanding of “contentious interactions” (10-11), do not portray politicisation as a linear
process. Instead they see the process characterised by “contentious episodes” (De Wilde
2011; De Wilde and Zirn 2012; Schneckener and Hegemann 2017). Thus, they come to the

8 See in this regard for example Binder 2008; Grande and Kriesi 2014; Greenwood and Roederer-Rynning 2019;
Schneckener 2020; Angelucci and Isernia 2020.
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conclusion “what we witness are spikes in controversy that point towards the importance of
intermediating factors such as media coverage cycles, Member State politics and the
importance of unique happenings of orchestrated public debate like referendums” (De Wilde
and Zirn 2012, 140). Another idea is the occurrence of “politicisation boosts™'® (Anders,
Scheller, and Tuntschew 2017, 19; Schneckener 2020, 145), which fits quite well to the

understanding of aforementioned peaks.

This differs in comparison to those approaches who frame politicisation as a “gradual process”
(Greenwood and Roederer-Rynning 2019), something that is divided by certain stages “pre-
politicization, politicization, politicized and de-politicization stage” (Angelucci and Isernia 2020)
or those who conceive it as “layered politicization” (H. Zimmermann 2019). Although, there is
an agreement by scholars that politicisation can be framed as a process, the process itself is

still a “black box” (Schneckener and Hegemann 2017, 7).

“[T]lo open up the black box of this process and delve into the dynamic politics of politicization
in order to understand how it emerges, unfolds and leads to specific results in policies and
politics”, Schneckener and Hegemann (2017, 7) came up with an analytical framework. This
framework includes a process characterised by three phases. The first phase constitutes the
starting point, the second an episode of “interactive actions” of politicisation and the third

ending with the consequences of politicisation (Schneckener and Hegemann 2017, 8).

In this model, the start of the politicisation process is linked to a specific motion. According to
the scholars, making an issue public and “moving an issue firmly into the political sphere
requires an active move” (Schneckener and Hegemann 2017, 7). This idea is also present in
a slightly different form in Angelucci and Isernia (2020, 68) where they for example refer to the

“first mover of the process”.

What remains unanswered by researchers however is, how long those processes of
politicisation last, what the time frame of each “episode” or “spike” of politicisation is and what
is the threshold so that one can speak of politicisation. Hackenesch et al. (2021) give a partial
answer to these queries. In their conception of politicisation as a process, the scholars state
that it “often unfolds over long time frames” (Hackenesch, Bergmann, and Orbie 2021, 6).
Moreover, this process is depicted “as a gradual continuum ranging from lower to higher
degrees” (Hackenesch, Bergmann, and Orbie 2021, 6). Regarding the adequate degree, at
which one can speak of politicisation, statements of researchers are rather reluctant.

Nevertheless, some information considering this difficult topic can be identified. An orientation

19 Own translation. Schneckener (2016) assumes that “politicisation boosts” occur in phases of (re-)negotiations
and (critical) reflections of counter-terrorism policies. By pointing to Nullmeier et al. (2012) the political scientist calls
these boosts “Hochzeiten von legitimitatspolitischen Auseinandersetzungen” (Schneckener 2016, 112).
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is for example provided by Zirn (2016). He stresses the emergence of “full politicisation if we
have significant changes in all three dimensions” (Zirn 2016, 170). An approach that is
adopted by other researchers (see Hackenesch et al. 2021). As mentioned above Grande and
Hutter (2016, 10), perceive saliency as decisive factor for the identification of politicisation. In
their created “index of politicisation”, the two indicators “expansion of actors” as well as
“polarisation” are interchangeable (Grande and Hutter 2016, 10). Schmitter (1969, 166) depicts

then again, the increasing dispute as a significant sign for politicisation.

The above scrutinised scientific contributions not only give insights on analytical components
of politicisation but also show how this phenomenon emerges in the European context. This is

illustrated in the next subchapter in connection with three different reoccurring research topics.

2.2.2 Actors, Locations and Objects of Politicisation

Inspecting the state of research on politicisation, important insights can be drawn on the
following issues: Actors, locations and objects of politicisation. Referring to these catchwords,

the chapter depicts the empirical work and various concepts present in different contributions.

Actors in Politicisation Research

Several researchers include the perception of specific types of actors into their concept of
politicisation. They refer to them as “agents of politicization” (De Wilde and Zirn 2012; Rauh
and Zurn 2014; Schneckener and Hegemann 2017). By definition this means, “[tlhe subjects
or the agents of politicization are, in essence, all the individuals or groups who participate in
the political process, such as politicians, experts, interest groups, mass media and those in a
position to organize political protest” (De Wilde and Zirn 2012, 140; emphasis in original). In
detail, three different kinds of agents are at place. First, the ‘politiciser’ (S. Adam and Maier
2011; Schneckener and Hegemann 2017), also referred to as the “driver of the politicization
process” (Greenwood and Roederer-Rynning 2019, 317). Second, the ‘addressee’
(Schneckener and Hegemann 2017). Finally, the ‘audience’ (Schmitter 1969; De Wilde,
Leupold, and Schmidtke 2016; Schneckener and Hegemann 2017). Schneckener and
Hegemann make a clear differentiation between these actors. According to them, the politiciser
is responsible for starting a politicisation process whereas the addressee, in contrast to the
audience, is able to “stimulate greater public awareness for a certain issue and mobilize for
public and media support® (2017, 9). This is, by the way, a function that addressee and

politiciser share (Schneckener and Hegemann 2017, 9).
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Due to the research agenda of Hooghe and Marks (2009) and their initial consideration, a
number of contributions are focusing either on Eurosceptic (Grande and Kriesi 2014; Hutter
and Kriesi 2019) or mainstream parties (Green-Pedersen 2012; Miklin 2014; De Wilde,
Leupold, and Schmidtke 2016) in the context of politicisation. Above that, there is research
that considers them both (Angelucci and Isernia 2020). Likewise, research puts the role of
parliaments at the centre of attention. In this regard, contributions examine the role of the EP
in politicisation processes by highlighting the institution’s relation to the civil society
(H. Zimmermann 2019; Neuhold and Rosén 2019) or by linking politicisation to the perspective
of parliamentarisation (Gheyle 2019; Herranz-Surrallés 2019). At the same time, researchers
emphasise the role of national parliaments and electoral politics (e.g. Bellamy and Kroger
2016; Hegemann 2018; Hutter and Kriesi 2019).

In the same way that researchers became increasingly interested in political parties as actors,
the role of political elites gained more attention. Rauh (2019) for example examined the
consequences of politicisation for the EU Commission. Schmidt (2019, 11) scrutinises
“interactions within and between the Council and the Commission”. De Bruycker (2017, 603)
concludes his analysis of the relation between elites and the public with stressing: “It is
expected that the politicization of EU policy processes stimulates elites to articulate public

interests”.

Beyond that, a lot of politicisation research looking at the role of the public sphere. The media
is in most of these contributions understood as its representative (De Wilde 2011; Risse 2014;
De Wilde and Lord 2016). In the last subchapter it was already described how media coverage
functions as a data source for the identification of politicisation. De Wilde and Lord (2016, 149),
however, argue for a greater consideration of the media as an actor in politicisation processes:
“For us, then, a holistic understanding is needed which acknowledges that politicisation implies
contestation within the political system; within society; and within a media that communicates
between views in society and between society and the political system”. The media is,
however, not the only public actor, which is scrutinised in politicisation research. Whereas
Angelucci and Isernia (2020) analyse the role of voters, Baglioni and Hurrelmann (2016)

examine for example “citizen engagement”.

In the context of the thesis, it is important to highlight contributions that study actors from civil
society and link them to the politicisation of specific institutions. In this context, Binder (2008)
takes NGOs and the politicisation of the United Nations (UN) Security Council into account.
Thereby his work is driven by the question if the opening-up of institutions for non-state actors
might be an outcome of politicisation. Dur and Mateo (2014) shifting their focus on interest

group activities with regard to the ACTA. They are especially interested in the interlinkage
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between public salience, mobilisation and the success of interest group lobbying (Dir and
Mateo 2014). Gheyle and De Ville (2019, 344), who establish a link between politicisation and
interest group lobbying, point out that “[o]utside lobbying is [...] one possible avenue or starting
point that can lead to the politicisation of an issue”.?° When analysing the role of civil society
organisations (CSOs) in elite discourses, by collecting data from English newspapers, Rauh
and Zirn (2020, 22) stress “higher levels of politicization are associated with a stronger
presence of CSOs in the discourses about the four institutions [International Monetary Fund,
World Bank, World Trade Organization, North American Free Trade Agreement] in global elite

newspapers”.

Two things become apparent when looking at the state of the research regarding actors from
civil society. First, there is a great lack of contributions examining the role of these actors in a
systematic way: “we need to study more than just the actions of member state governments
and European institutions. Rather, the concept of politicization is used to describe the
involvement in EU politics of societal actors, like political parties, mass media, interest groups,
social movements and citizens through public opinion” (De Wilde 2011, 566).2' Second, these
actors were merely analysed, but assumptions on their role have already been made. De Wilde
and Zirn (2012, 140) stresses that “[p]oliticization of the EU contains not only an increased
level of resistance against the EU and its policies, but also an increased utilization of these
political institutions by societal groups to achieve desired goals”. In contrast, positions exist
that disagree with any appearance of actors from civil society within a politicisation process at
all (Herschinger, Jachtenfuchs, and Kraft-Kasack 2013, 206):
Organisationen wie Statewatch oder der Arbeitskreis Vorratsdatenspeicherung vertreten
dagegen erheblich weniger organisationsfahige, diffuse Interessen. Insofern besteht im Bereich
der inneren Sicherheit eine fundamentale Asymmetrie zwischen den spezifischen Interessen des
Exekutivapparates und den diffusen Interessen von gesellschaftlichen Akteuren, der dazu fihrt,

dass die am starksten betroffenen und mobilisierungsfahigen Akteure im Regierungsapparat und
nicht in der Gesellschaft anzutreffen sind.

Since authors examine different actors such as global institutions, the EP, national parties, or
citizen attitudes, they conduct studies on different levels and arenas. Hence, as one can derive
from the last paragraph, research on actors is highly interrelated with the question of arenas

and levels of politicisation.

20 This link will be further highlighted in chapter 2.2.2.
21 See also Ziirn (2016, 178) in this regard: “We also need to know more about the role of interest groups and civil
society organisations in the process of politicisation”.
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Locations of Politicisation

In politicisation research all three terms — spheres, arenas and levels — are used to describe
where these processes (might) take place. To start with the term sphere, it is helpful to look at
Colin Hay’s contribution on politicisation. Hay (2007, 79) differentiates between “(i) the public
and governmental sphere; (ii) the public but non-governmental sphere; [and] (iii) the private
sphere”. Scrutinising the term arena, soon it becomes clear, that scholars have different
perceptions of the concept. One can derive a whole list of terminology when studying this
concept in politicisation research. Hooghe and Marks (2009, 8) point to the presence of the
“arena of mass politics” and the “interest group arena”. In the research of Grande and Kriesi
(2014) various arenas are present. The scholars refer for example to the “electoral arena”, the
“judicial arena” or the “protest arena” (Grande and Kriesi 2014, 203). De Wilde (2011, 569)
refers to the latter mentioned arena “as ‘the streets’ where protests might take place organized
by interest groups”. Rauh and Zirn (2014, 125; own translation) assume that “different societal
arenas” exists. Hurrelmann, Gora, and Wagner emphasise three distinctive arenas (2015, 45):
(a) institutional arenas at the core of the political system, which are populated by
full-time politicians (e.g., the European Parliament or national parliaments); (b) intermediary
arenas linking political decision-making processes to the broader citizenry, which tend to be
dominated by participants with a strong — and often professional — interest in politics (political

parties, interest groups, the media, etc.); and (c) citizen arenas in which laypeople communicate
about politics (at the workplace, in discussions with friends, etc.).

In their study, the three researchers translate actors into arenas. Each arena stands for a type
of actor. Hence, by studying arenas, they study certain actors: “we must distinguish between
different arenas of political discourse in which politicization may occur, each characterized by
the discursive presence of specific actors” (Hurrelmann, Gora, and Wagner 2015, 14;

emphasis in the original).

In addition to that, Hagman, Hegemann and Neal describe an approach, that operationalises
politicisation by linking it to “arena shifting” (Hagmann, Hegemann, and Neal 2018). By “arena-
shifting” the scholars mean “the movement of issues between different types of actors and
institutional and political settings” (Hagmann, Hegemann, and Neal 2018, 14). De Wilde,
Leupold, and Schmidtke also have a perception of arena in place, in which they refer to the
term “settings”: “We distinguish between three central political settings as particularly important
to politicisation: parliaments, public spheres and public opinion” (2016, 7; emphasis in the

original).

Hackenesch et al. argue that the two different notions of arenas present in the contributions of
Hurrelmann et al. (2015) as well as De Wilde et al. (2016) can be connected: “there is a
consensus on distinguishing three loci of politicization” (2021, 8). Therefore, they move their

research forward with the three distinct terms presented by Hurrelmann et al. (2015).
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Moreover, they ascribe certain actors to these three arenas. Regarding “institutional arenas”
they also perceive the role of parliamentary fora as crucial (Hackenesch et al. 2021, 8). Linked
to the second cited arena, they see “intermediary actors such as political parties, CSOs,
specific interest groups or the media” (Hackenesch et al. 2021, 8) as key. Hackenesch et al.
(2021, 8) equate “citizen arena” with the third setting “public opinion” mentioned by De Wilde,
Leupold and Schmidtke.

There is a scientific consensus that politicisation “is no longer a phenomenon limited to the
national realm” (Zurn 2014, 66). Nevertheless, a holistic multi-level analysis of politicisation is
still missing (Zirn 2019). Scholars focusing so far either on the national level?, the EU level or
the global level. Moreover, “these three strands of literature do not interact with each other”
(Zirn 2019). Therefore, how politicisation unfolds in vertical terms, how the levels interrelate
and in how far politicisation processes on those levels can be observed simultaneously or not,
is unknown so far. However, scholars do not only focus on the vertical distribution of
politicisation but also on the horizontal. They concentrate on “regional patterns of politicisation”
(Schimmelfennig 2015), look at politicisation across regions and across EU member states
(De Wilde, Leupold, and Schmidtke 2016; Hutter and Kriesi 2019). As Hutter and Kriesi (2019,
1014) point out, a “regionally differentiated politicisation” can be a great task for the EU and its
future politics: “[T]he diversity of politicization puts additional stress on a consensus-based
political system that is in general not well equipped to absorb and channel political conflicts”.

This pressure might increase when the EU itself is the object of politicisation.

Objects of Politicisation

The debate on objects of politicisation, also called “manifestations of politicisation” (De Wilde
2011), was greatly brought forward by De Wilde and Zirn (2012). The scholars assume that
“[d]ecisions (including non-decisions) or the institutions that make decisions are the objects of
politicization” (De Wilde and Zirn 2012, 140; emphasis in the original). Further, they assume
that those “objects” can take a different shape (De Wilde and Zirn 2012, 140):
Politicization involves the demand that reflection take place about the process of deciding
(politics) and about the content of a decision (policy). If not only a decision but the entire decision-

making entity is politicized, the normative framework of the institutional order (polity) is itself
subject to political criteria.

An example for politics politicisation is a study conducted by Greenwood and Roederer-
Rynning (2019), who examine the challenging of EU trialogues by civil society and

parliamentarians. The analysis of the politicisation of EU measures to tackle the financial crisis

22 Also referred to as the domestic level Angelucci and Isernia (2020).
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(Wonka 2017) or the politicisation of EU policy debates by public interest (De Bruycker 2017)
are representative for studies that concentrates on “issue-specific politicisation processes” (De
Wilde, Leupold, and Schmidtke 2016, 10). The examination of polity processes can be
demonstrated by taking a look at Statham and Trenz (2013a), who are dealing with EU
constitutional questions or with regard to Rauh and Zirn (2020, 1466), who scrutinise
“legitimation dynamics in global economic governance”. Nevertheless, it is important to
highlight, that “the empirical distinction between policy and polity as objects of politicisation is
sometimes hard to make, either because agents of politicisation underspecify what they
support or oppose, or because the EU has constitutionalised certain policies” (De Wilde and
Lord 2016, 10). Thus, by conducting a study on politicisation a clear-cut distinction of objects
is not manageable. In the light of this contribution, two prognoses or trends by Hegemann
(2020) and Schneckener (2020) on politicisation objects in EU security are of importance. The
former stresses that politicisation processes rather tend to transform the form than the content
of policies (Hegemann 2020, 188). The latter states that a politicisation focusing on polity will

become prevalent in this EU policy field (Schneckener 2020, 144).

So far, the European policy fields under examination by scholars were EU fisheries policy
(H. Zimmermann 2019), EU consumer policy (Rauh 2019), the EU’s multiannual budget (De
Wilde 2012), EU trade policy (Dur and Mateo 2014; Gheyle 2016, 2019; Duina 2019; Young
2019; Biévre et al. 2020) and EU aid or development policy (Dany 2019; Hackenesch,
Bergmann, and Orbie 2021). In addition to that, research is also increasing with regard to
politicisation of EU foreign policy (Costa 2019; Barbé and Morillas 2019; Voltolini 2020;
Biedenkopf, Costa, and Géra 2021) and the Common Security and Defense Policy of the EU
(Herranz-Surrallés 2019; Angelucci and Isernia 2020). In the same vein, scholars started to
scrutinise EU security by studying politicisation processes in border security and
counterterrorism (Schneckener and Hegemann 2017) or by analysing EU and transnational
counterterrorism (De Londras 2018). The list of studies concentrating on a specific policy field
of the EU is growing, but the potential to increase the knowledge about politicisation of specific
policies has not yet been exhausted. Especially with regard to security, there is still a great
deal of uncertainty as to whether such a policy field can be politicised at all. While some
recognise trends of this phenomenon linked to EU security (Hegemann and Schneckener
2019), others speak of an area that is difficult to politicise (Zirn 2013).2 It does not necessarily

have to be an either-or option; of course, it is also possible that both observations (or

28 Zirn (2013, 34-35) states: “Jedenfalls Iasst sich vermuten, dass internationale Institutionen, deren
Aufgabenbereich naher an den traditionellen staatlichen Kernaufgaben liegt und die geringere
Transparenzerfordernisse aufweisen, wie etwa im Bereich der traditionellen Sicherheitspolitik und der inneren
Sicherheit, weniger leicht politisiert werden kénnen.*
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assumptions) are true. The theoretical discussion of conditions of politicisation will be reflected

in the next subchapter.

2.2.3 Conditions of Politicisation

This subchapter informs about potential conditions of politicisation. First and foremost, it should
be highlighted that there is no unanimous agreement on what leads to politicisation. Quite the
contrary is the case. Scholars are still divided over the question, what causes, and possible
interrelated factors, lead to politicisation. The vocabulary is again diverse. Next to the term

“conditions”, authors also make use of the words “drivers” or “intermediating factors”.

One of the most well-known assumptions in this regard is the “authority transfer hypothesis”
developed by Michael Ziirn (2006; Zirn, Binder, and Ecker-Ehrhardt 2012; De Wilde and Zirn
2012). With this hypothesis, Zirn, together with De Wilde, stresses that “[p]oliticization [...] is
a direct consequence of the increasing authority of the EU” (2012, 146). In other words, the
transfer of competences from the national to the European level triggers a politicisation
process. Interlinked with this assumption is the view that certain “intermediating factors” (De
Wilde and Zirn 2012, 143) are connected to this cause. Following Ziirn and De Wilde (2012,
138), the transfer of authority is preceded by the existence of a certain “political opportunity
structure, which consists of formally institutionalized channels of voice such as consultation
procedures and competitive elections (institutional opportunities) as well as cognitive frames
such as dominant myths and stories”. Hence, this structure is a necessary precondition for the
conversion of authority transfer into politicisation. Possible elements of this structure could be

“National Narratives”, “Media Receptiveness”,

Competitive Party Politics”, “Referendums and
Crises” (De Wilde and Zirn 2012, 143). The latter can also be summarised as historical events
and “critical threshold” (Grande and Hutter 2016, 21). Along with this, comes the idea, that
“triggering events are another major factor with the potential to change the political agenda
and the debate” (Schneckener and Hegemann 2017, 12). In this regard, Schneckener and
Hegemann (2017, 12) consider “[a]cts of terrorism”, or political revelations, like “the disclosure

of scandals”, as examples for those events.

Both, the authority transfer hypothesis and the idea of political opportunity structure, are a
starting point for various works of research.?* In this context, studies concentrated for example
on the Maastricht Treaty (Grande and Hutter 2016, 21), the Constitutional Treaty (Statham and
Trenz 2013a; Statham and Trenz 2013b) or the eurozone-crisis (Grande and Kriesi 2014;

24 See for example Hutter and Grande (2014) or Baglioni and Hurrelmann (2016).
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Borzel and Risse 2018) as critical thresholds. Risse (2014, 142) stresses, that “there is no

doubt that the euro crisis has politicized European affairs and the EU”.%°

With the statement, it is “the incentives the issue offers for mainstream political parties” (Green-
Pedersen 2012, 115) that matters with regard to politicisation, Green-Pedersen caused two
scientific debates. First, one on mainstream parties that was already displayed above. Second,
one about the issue itself as a trigger for politicisation. That the ‘incentive of an issue’ is relevant
for politicisation as a driver is still under examination. Angelucci and Isernia (2020), who
scrutinise the “structure of the issue” (67) as a possible condition of politicisation, conclude that
“[tlo establish when and under what conditions an issue produces one kind of politicization or
the other are questions worth being explored further” (83). Nevertheless, some assumptions
in this regard have already been made. Schneckener and Hegemann (2017, 12) for example
“expect an issue to be ‘politicizable’ when it visibly infringes upon citizens’ basic rights and

everyday lives”.

A further discussion exist regarding “country-specific institutional, economic and cultural
conditions” (De Wilde, Leupold, and Schmidtke 2016, 10)?® as facilitators of politicisation.
These are not only regarded by De Wilde et al. (2016) but also taken into consideration by
Schneckener and Hegemann (2017). The scholars, however, apply it to the security area and
assume that there are certain “security cultures” in place, which are more sensitive to the
occurrence of politicisation (Schneckener and Hegemann 2017, 13). In this thesis, attention is
especially paid to the series of factors established by Schneckener and Hegemann, since they
were developed with reference to the EU security context. Derived from the prominent
politicisation literature, the complete list of conditions created by the scholars reads as follows:
“Authority and capacity of the politicizer, intrusiveness and relevance for the audience,
authority transfer and sovereignty concern, trigger events, cultural and institutional context”
(Schneckener and Hegemann 2017, 8). Regarding the aforementioned condition,
Schneckener and Hegemann make an interesting assumption linked to NGOs’ presence. The
scholars state: “Nonetheless, in a number of cases new political actors or social movements,
such as populist movements or transnational NGOs, may enjoy a particular authority just

”

because they are not part of ‘the establishment” (Schneckener and Hegemann 2017, 11).

To present a complete overview of the state of the art of politicisation research, the scientific

discussion on possible outcomes or impacts of these processes is exemplified below.

25 Other scholars who emphasise the role of crises as drivers of politicisation: Rauh and Zirn (2014); Hutter and
Kriesi (2019); Miklin (2014).
26 See also Schneckener and Hegemann (2017).
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2.2.4 Consequences of Politicisation

Considering the research topic of potential consequences of politicisation, it will soon become
apparent, that research is still in the very early stages of development. This is rather a matter
of conjecture than of concrete findings. It is noteworthy to add, that the debate on
consequences often interrelates with the desirability of politicisation, questioning its normative
outcome for 1) the EU integration project, 2) democratisation (of international institutions) and

3) security.

1) Politicisation and the EU integration project: Although the famous statement of Hooghe and
Marks (2009) point to a new era of deliberation and inclusion of non-elite actors in debates on
the EU’s future, the main opinion on the consequences of politicisation is rather pessimistic.
This lies in the assumption that especially Eurosceptic (extremist) parties could use
politicisation to oppose the European integration project. Not least, it is Hooghe and Marks
(2009, 23) who express this concern. Scholars focused on this possibility with regard to the
euro crisis as well as immigration crisis (Grande and Kriesi 2014; Schimmelfennig 2015;
Statham and Trenz 2015; Borzel and Risse 2018; Maricut-Akbik 2019). Grande and Kriesi
(2014, 191) support this impact of politicisation with their findings of an “integration—
demarcation” (or “cosmopolitan—nationalist’) cleavage. They even recapitulate: “From a
normative perspective that promotes a ‘cosmopolitan Europe’, the current politicization of
Europe must be interpreted as disappointing, if not frightening” (Grande and Kriesi 2014, 222).
The state of discussion of the consequences of politicisation on the EU integration project can
be summarised as follows: The politicisation observed in the last ten to fifteen years is
perceived as negatively for the cohesion and deepening of the Union. Researchers are unsure
if this politicisation has the potential to become a positive force for integration, how such a
change of character of politicisation could look like and how this change could even be initiated.
Fact is, “the ‘constraining dissensus’ will not be the end of European integration as we know
it. Majorities in most member states are still supportive of the EU and hold ‘inclusive national’
identities. They can be mobilized, too, as the recent ‘Pulse of Europe’ demonstrations in many
European cities show” (Bérzel and Risse 2018, 102). But how this activation of citizens with
positive attitudes toward the integration project could look like, is still underexamined. Baglioni
and Hurrelman (2016, 122) highlight that politicisation “is not necessarily bad, but it requires

different democratisation strategies than ones that emphasise supranational citizenship”.

2) Politicisation and democratisation (of international institutions): It is still hard to say, if
politicisation can be perceived as ‘a good thing’ for democracy. Zirn discusses politicisation
as a “precondition for democratization” (2014, 58), but also shows that the positive relationship
between politicisation and democracy only appears, when the type or character of such

politicisation is beneficial (2013, 24). Herranz-Surrallés (2019) also argues that it rather
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depends on the context and character of those politicisation processes. For example, a
process that surrounds around “sovereignty and constitutional questions” enforces national
parliamentarisation but not the one at EU level (Herranz-Surrallés 2019, 41). The positive
effects of politicisation for democracy that researchers see are: more public control and media
debate, increasing participation (of citizens and non-institutional actors), strengthened
parliamentary control and a diversification of EU political parties (Follesdal and Hix 2006; De
Wilde and Lord 2016; Bellamy and Kroger 2016). Schneckener (2020, 147) even points out
that some actors, like political parties, evolve from these politicisation processes: "Sichtbare
Folgen sind etwa neue politische Allianzen, die Formierung neuer Parteien, die Kooptation von
gesellschaftlichen Akteuren oder institutionelle Reformen.“ The image of actors at the EU level

would then become more diverse.

If politicisation really impacts the legitimacy of international institutions like the EU is however
controversial. De Wilde, Leupold, and Schmidtke (2016, 14) interpret politicisation processes
as a sign for the EU’s declining legitimacy.?” Rauh and Ziurn (2020) see a potential for
increasing legitimacy through the participation of non-state actors. They assume that
“transnationally CSOs become a more sought-after interlocutor” (2020, 604) since politicisation
helps these actors to transfer their views to the global level and establish “alternative narratives
to the discourses of international authority holders” (2020, 604). These narratives could then

empower the legitimacy of institutions.

In studying the politicisation of the EU Commission, Rauh (2019, 361) states that politicisation
can develop a good character if “non-governmental organizations representing diffuse societal
interests can strengthen their influence on supranational policy by raising the public salience
of their requests”. In addition to that, the scholar emphasises “EU politicization incentivizes
Europe’s central agenda-setter to be more responsive to public interests” (Rauh 2019, 345).28
Binder (2008) made a comparable observation by studying politicisation of the Security
Council. He concludes that the UN “open[ed] up for NGOs interaction” because of the

occurrence of these processes (Binder 2008, 21).

3) Politicisation and security: There are only a few authors that discuss the consequences of
politicisation on security. By focusing on EU internal security, Bossong and Hegemann (2019,
115) accentuate: “Further politicisation and debate might bring more transparency and enable
public deliberation on the question of which security tasks should reasonably and legitimately

be transferred to the European level’. However, they also connect the process to rather

27 “Domestic polarisation may stimulate democratic legitimacy at the national level, but limits it at the European
level, if it does not manifest in all member states equally” (De Wilde, Leupold, and Schmidtke 2016, 14).

28 |n this regard a similar assumption of Zirn, Binder and Ecker-Ehrhardt (2012, 98) should be highlighted, who
“expect that the responsiveness of international institutions to societal demands increases as these institutions
become more politicized.”
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challenging developments, like arising “incentives to pursue excessive security measures that
target minorities and undermine civil liberties” (Bossong and Hegemann 2019, 115). According
to Hegemann and Schneckener (2019, 16) politicisation has the potential to change the notion
of security. Security will become less connected to purely intergovernmental policy making and
less exclusive. Moreover, its technocratic character vanishes. In a further contribution,
Hegemann (2020, 189) asks the question of what the aim of politicisation could be if it is
regarded as a normatively desirable phenomenon. He sees two possibilities. On the one hand,
it could be possible that politicisation only tries to “overcome the security logic” (Hegemann
2020, 189; own translation). On the other hand, it might facilitate “new forms of democratic
politics” in this security logic (Hegemann 2020, 189; own translation). The latter described
development, is regarded as more likely by Hegemann (2020, 189) when security is perceived

as “value or condition” (own translation).

Hegemann is the first scholar, who reapproaches the question of what the goal of politicisation
could be. Literature generally falls too short when it comes to discussing if politicisation really
is a desirable outcome. Two questions that are insufficiently regarded by the contributions
discussed above are: What is a desirable outcome? How can one identify a desirable
outcome? There is no debate on what characterises a normative desirable outcome of
politicisation so far. It is also questionable, if what is discussed as a normatively ‘suitable’
outcome, appears as such, once it is realised. Moreover, it is unclear what can possibly be
done on the institutional side to harness and promote these synergistic effects of politicisation.
For example, even if NGO-initiated politicisation is desirable because it may lead to greater
transparency and legitimacy of institutions, there is no discussion on how these effects can be

channelled in the long term.

The conceptual and analytical discussion on politicisation demonstrates that a lot is still in the
making. Some converging opinions and trends are emerging, but the most recent discussions
on the degree of politicisation, locations or conditions show that there are some unanswered
questions or rather room for further research. The interim conclusion (2.3) will point out existing
gaps in the two bodies of literature. It starts with a summary of the above presented research

on politicisation and then connects it to the role of NGOs.
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2.3 Identification of Research Gaps

This chapter introduced the state of the art of research on NGOs in European security as well
as politicisation. Reviewing this literature three major and three minor research gaps could be
identified. In the first place, insights are urgently necessary regarding the role of NGOs in
politicisation research (Gap 1), security policy in politicisation research (Gap 2), the role of
NGOs in EU security (Gap 3).

Gap 1: The role of NGOs in politicisation research

The subchapter on actors in politicisation literature made clear that NGOs are for the most part
disregarded in researchers’ contributions. It became apparent that scholars mainly shift their
attention to political parties and elites but do not scrutinise the role of NGOs in detail. There
are however contributions that mention (not analyse) these actors. These theoretically works
seem convinced that these organisations emerge as actors in politicisation. The link between
NGOs and international institutions in the literature made this visible. These organisations even
seem to appear in the dimensions of politicisation. At least, scholars pointed to them with
regard to awareness. The organisations’ presence in the dimensions of politicisation and the
question of strategies NGOs could potentially use to politicise are insufficiently studied.
Furthermore, scholars point to different subjects of politicisation (politiciser, addressee,
audience) but it is not clarified yet if these concepts can be identified empirically and if NGOs

fulfil either of these roles.

NGO and politicisation literature also emphasises that the organisations’ participation is linked
to politicisation. While many assumptions are in place that point to an increased involvement
of NGOs and a growing use of institutional channels by these actors, the notion that these
groups are unable to organise their interests to claim the process for themselves is also
noticeable. A residual doubt therefore remains. A similar situation is in place, reviewing the

opinion of scholars on the politicisation of (EU) security.
Gap 2: Security policy in politicisation research

A major gap in research is visible by taking the area of EU security into account. Only some
scholars linked this policy field to politicisation. The long-established perception of security and
the public sphere as two separate parts only seems to change gradually. Those who work in
the field are divided whether the security policies offer chances for the development of
politicisation processes. While some voices do see a trend of politicisation in the last ten years,
other rather connect it to lower or no occurrence of politicisation due to its opaque and

intergovernmental character. Those researchers, who identified certain politicisation of the
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field, connect the phenomenon to the ability to change exactly this character of (state-based

and intransparent) policy-making present in security.
Gap 3: The role of NGOs in EU security

The chapter on NGO research made one point unmistakeable clear: The number of
contributions focusing on EU security is few and far between. The area is still depicted as a
difficult field for NGO participation. Articles in politicisation research are mostly limited to the
area of EU foreign security. What is clearly missing are more and recent studies on the
involvement and work of these organisations. In addition to that, there are no contributions that
study the presence of NGOs in EU security over a longer period. The field of EU counter-

terrorism is especially underrepresented in this kind of research.

NGO-EU security research handles overwhelmingly the question of EU institutions as entry
points for these groups and gives insights on strategies of NGOs. Interest group literature
offers a range of theoretical knowledge on these strategies, which can be differentiated
between lobbying- (voice, access) and legal-strategies (litigation). Scholars highlighted
especially voice strategies as conducive for politicisation. Moreover, these scientists
emphasised the EU level as an important venue for NGOs if their claims are blocked at national
level. Research gives insights on possible institutional allies or potential addressees of NGOs.
The Commission is perceived to be especially open for negotiations with NGOs in the agenda-
setting phase, left parties in the EP are depicted as an important ally in ‘politicised
circumstances’ and the CJEU is regarded as an ideal venue to seek change of national policy
(with an EU dimension). In contrast to these three institutions, the Council is rather not
regarded as exchange partner of NGOs. This notion is common in interest group research as

well as in studies focusing on EU security.

Beyond that, three minor research gaps became visible: Little is known about the objects of
politicisation (1), the places or locations where politicisation processes occur (2) and unanimity

exists on what potential facilitation factors for the emergence of the phenomenon are (3).

(1) Ovbjects of politicisation: The scientific discussion on objects focuses mainly on polity, policy
and politics as objects of politicisation. They emphasise that studies on ‘issue-specific
processes’ are necessary. It is not examined what objects of NGO-driven politicisation might
be. What is more, some (possible) trends connected to objects were discussed by researchers
but none of them were analysed in detail. (2) Locations of politicisation: Researchers stress
that a multi-level analysis is clearly missing. The examination of politicisation is overwhelmingly
limited to a single level (national, EU or global). Hence, variations of politicisation across levels
are disregarded. This includes the parallel observation of the role and activities of actors on

distinct levels. The question of where politicisation takes place is increasingly connected to the
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conceptualisation of different arenas. These were so far not linked to NGOs and handled from
the organisations’ perspective (e.g. the EU institutional arena). According to NGO-EU
research, these actors seem to transfer issues from ‘private arenas to open public ones’.
(3) Conditions of politicisation: A number of potential conditions of politicisation are already
discussed. That political opportunity structure matters, is a view shared by distinct politicisation
researchers. Scholars assume that certain factors, among them ‘institutional opportunities’ or
‘critical thresholds’ are conductive for the politicisation of EU authority. A further condition of
politicisation, that at the same time favours the participation of NGOs (according to NGO-EU
security research), is the incentives an issue offers. Scholars expect that an issue fosters both
— politicisation and NGO participation — when it can be linked to broader, moral issues like
human rights. Furthermore, the occurrence of events is considered as a facilitator by
politicisation researchers. There is a list of ideas for facilitating factors of politicisation in the
context of EU security (‘authority and capacity of the politicizer, intrusiveness and relevance
for the audience, authority transfer and sovereignty concern, trigger events, cultural and
institutional context’). Albeit this list is based on the prominent literature, a closer examination

of these conditions does not exist.

The main research question as well as the subquestions presented in the introduction reflect
these identified major and minor gaps in politicisation and NGO literature. By responding to
these questions, this thesis will contribute new insights to the role of NGOs in politicisation and
EU security as well as security policy in politicisation. The subsequent chapter three illustrates
the theoretical and methodological framework that allows to analyse the role of Brussels-based
and national NGOs in politicising EU security. The previous research insights on politicisation
are related to the character and environment of NGOs in EU security and developed further.
By connecting the above-mentioned (interest group) strategies to the dimensions of
politicisation a new operationalisation is presented that is concentrating on NGOs as main
actors. This operationalisation allows to study NGOs strategies, their appearance in the
dimensions as well as distinct arenas. The conceptualisation of an ideal-typical process, that
links to this operationalisation, is a starting point for the interpretative case study research that
will be key in theorising the role of NGOs. Thereby, the study of the above-mentioned (security-

related) conditions of politicisation is integrated.
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3 Theoretical and Methodical Framework to Study NGO-Driven
Politicisation Processes in European Security

This chapter has two aims. First, it sets out to introduce in the analytical concept and notion of
politicisation that this thesis follows. Second, it gives an overview of the methodological
approach that is pursued and necessary to track a politicisation process as well as to study the
role of NGOs in such a setting. Both parts link to the previous review of research on NGOs in
European security as well as politicisation. This chapter concludes with a reflection of the
research process, that highlights obstacles and advantages of the analytical (theoretical) as

well as methodical framework.

3.1 Politicisation as an Analytical Concept

The analytical framework draws on some basic components of the before presented
conceptualisations of politicisation. Next, an operationalisation of NGO politicisation and the

conception of an ideal-typical NGO-driven politicisation process is presented.

3.1.1 Clarifying Conceptual Terms of Politicisation

The primary objective is to examine whether NGOs operate in the context of politicisation at
all. Since these actors were neglected by prominent researchers and the verdict is still open
on which role these actors take in politicisation processes, any information of the appearance
and activities of these organisations is needed. To answer the main research question, it is
important to analyse if NGOs appear in the dimensions of politicisation. The goal is not to
extract whether politicisation is particularly high. Nevertheless, the information on how intense
a dimension of politicisation is in place, will deliver more insights on how the occurrence of
NGOs and the presence of this very dimension are linked. Therefore, the aim is not to assess
politicisation quantitatively, but to be able to determine politicisation in a qualitative way. The
operationalisation of politicisation described in the next section — that is set up in the context

of NGOs — supports this undertaking.

An essential part of an NGO'’s daily work is to make information available that is disclosed to
the public, an inherent connection to this understanding of politicisation is noticeable. The
thesis follows the general notion that this defines the process of politicisation i.e. making an
issue part of public debate and deliberation. Thereby, it is in accordance with the interpretation
of Hegemann and Schneckener (2019, 2) (see table 2). The concentration of drawing a topic
into the public light and making it part of a controversy is especially important in the definition

of the two authors and also the reason why it is picked for this contribution.
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The thesis similarly follows the notion of politicisation as a non-linear process. In particular, it
adopts the notion that politicisation is a process, which is characterised by “spikes” or so-called
“boosts”. Thus, the understanding brought forward by De Wilde and Zirn (2012) as well as

Schneckener and Hegemann (2017)* is taken up.

To define the starting point of a politicisation process, Schneckener and Hegemann (2017, 1)
examine “concrete politicization moves”. Important in this regard is the scholars’ notion that
this move is only in place, when there are “immediate reactions” by other actors (Schneckener
and Hegemann 2017, 8-9). To make politicisation processes visible, to identify their starting
points and to follow up the discussion on the ‘black box’ of those processes, this thesis adopts
the idea of a politicisation move. This means at the same time, the thesis also works with the
model of agents of politicisation, since these perceptions are highly intertwined. Without

identifying the politiciser and addressee, it is not possible to recognise the politicisation move.

In addition, the idea of agents will also help to improve the understanding of the role of NGOs
in those processes. So far, it is unclear if these organisations fit into any of those depicted
roles. In addition to that, the idea of agents is rather helpful to structure the analysis of a
politicisation processes in a systematic way. It helps scrutinising and identifying their
interactions as well as their relation to other actors. If NGOs are not taking on the role as
politiciser, it is at least interesting to ascertain how they are connected to the actor, who fulfils
this position. The role of ‘audiences’ is only additionally regarded. In this context, it should be
mentioned that this actor type is still very abstract and additional conceptual work is needed.
This thesis reapproaches this abstract concept by analysing potential audiences of NGOs in

EU security, providing empirical insights to undergird the theoretical understanding of this actor

type.

As it has been pointed out, several operational definitions of politicisation are in place. This
thesis adopts the operationalisation of Hegemann and Schneckener (2019, 10) who focus on
three main dimensions: “awareness”, “mobilisation” and “public contestation”. Their operational
definition is derived from the prominent politicisation literature (Grande and Hutter 2016) and
their understanding of ‘public contestation’ goes back to Tilly and Tarrow (2007).3° The
operational definition by Hegemann and Schneckener is selected for three reasons: First, the
dimension awareness is a combination of issue salience and resonance. According to that, it

is not enough if citizens know about the presence of an issue or if media often reports on the

29 See also in this context Schneckener (2020).

30 According to Tilly and Tarrow (2007, 4): “Contentious politics involves interactions in which actors make claims
bearing on someone else's interests, leading to coordinated efforts on behalf of shared interests or programs, in
which governments are involved as targets, initiators of claims, or third parties. Contentious politics thus brings
together three familiar features of social life: contention, collective action, and politics.”
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issue, it is equally important, that actors react to the issue. For example, by giving their opinion,
bringing in opposing or favouring arguments and discussing it widely. Second, their
understanding of mobilisation already implies an expansion of actors and an expansion of
arenas: “mobilisation moves beyond established institutional fora and informal circles
representing the ‘usual suspects™. “Arena shifting” as it has been highlighted, is in recent
scientific contributions discussed as an separate dimension of politicisation (Hagmann,
Hegemann, and Neal 2018). This thesis examines the role of arena shifting by subsuming it
as an indicator for mobilisation. As Hurrelmann, Gora, and Wagner (2015) stress, the study of
arenas is highly interlinked with the analysis of actors. Hence, when it comes to arena shifting,
it seems that this is also in a way actor expansion, because different arenas are populated by
different actors. In consequence, to examine the shift to a further arena allows at the same
time to scrutinise the appearance of new actors. The third reason is the reference to Tilly and
Tarrow made in Hegemann and Schneckener’s notion of public contestation. It highlights the
conflictive character of politicisation and emphasises at the same time its “interactive” and
“responding” side (Schneckener and Hegemann 2017, 7).3' In addition to these three reasons,
there is a proximity between the vocabulary used by Hegemann and Schneckener (2019) and

terms present in NGO literature.®

As the discussion on dimensions above showed, there is no unanimity among scholars, when
to speak of politicisation. It is no clear agreement on whether it is sufficient, if only one
dimension is present or, if all three dimensions need to be in place. In this thesis, the threshold
for presuming processes of politicisation is low. Differences or shifts in dimensions are
considered sensitively, even if they occur only in one of the dimensions. This approach can be

met in other research contributions as well.3

3.1.2 Operationalisation of NGO Politicisation: Link to Voice, Access, Litigation

In this subchapter the operationalisation of politicisation of this thesis will be presented. The
operational definition of Hegemann and Schneckener (2019) illustrated in the last section will
be further developed and adapted to the environment of NGOs. To reapproach the NGOs’
setting, the dimensions of politicisation (awareness, mobilisation, contestation®®) are linked to

the groups’ strategies. This link was already demonstrated by some scholars with regard to

31 “Contentious interaction” emerges, when the addressees response to an actor, who raised a request or concern,
with additional or opposing demands (Tilly and Tarrow 2007, 81).

32 Joachim and Locher (2009a) and Ugarer (2014) refer for example to ‘NGO mobilisation’ or ‘mobilising resources’
of NGOs.

33 See Hackenesch et al. (2021).

34 In the following the term “public contestation” is replaced by contestation, since it could be misleading due to the
diversity of actors being regarded.
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outside lobbying (Dir and Mateo 2014; De Bruycker and Beyers 2019; Gheyle and Ville 2019;
Voltolini 2020). Combining or relating the dimensions of politicisation and the strategies of
NGOs makes sense due to two reasons: 1) It enables to gain knowledge on strategies of NGOs
to politicise. 2) In the long run, it will show with regard to which dimension NGO participation

is to be expected.

Figure 1. Connecting NGO Strategies with Dimensions of Politicisation

Strategies Dimensions
Voice Awareness
¥
Access ? Mobilisation
u v
Litigation e . Contestation

Source: Own illustration.

The work on an operationalisation that links NGO strategies to dimensions of politicisation
starts with a puzzling picture (see figure 1). It is unknown, how each strategy — be it a lobbying
or a legal one — is connected to the distinct dimensions. This is at the same time a great
opportunity, since room in research still exists regarding the question of means actors use to
politicise. The information provided by this chapter is now used to differentiate between these
means. This is a first step to a more precise and deeper operationalisation, that serves at the

same time to distinguish NGOs’ actions in empirical research.

Each of the NGO strategies speak to different types of actors as chapter 2.1.2 highlighted.
While voice is regarded as a strategy that aims to reach diverse publics, access is connected
to the realm of policy-makers. An important further feature of these strategies is the way
communication takes place. Access is defined by direct contact with policymakers, while voice
is perceived as an indirect form of contact. A further important characteristic is, that voice is
connected to “noisy” activities of groups that take place in the public. Mentioned in this context
were protests, demonstrations, petitions as well as speeches or statements to the public. Also,
NGOs’ acts of disseminating their position in the media — for example via statements to
journalists — are perceived as a part of voice. Litigation is a strategy that concentrates mainly

on the court as addressee and the initiation of a court proceeding. Transferred to the context
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of EU security this means that national courts (as a first instance) and the CJEU are the
designated contacts for NGOs. Table 3 summarises these main distinct attributes, which

serves as criteria for distinguishing between voice, access and litigation.

Table 3. Criteria for the Differentiation of Voice, Access, Litigation

Voice Access Litigation
e (Wider) public is e Politicians are addressed: e Proceeding before the
addressed EU institutions and CJEU initiated
e Noisy activity authorities e In search for direct contact
e In search for direct contact with national courts and

with EU institutions’ the CJEU
representatives and
members

Source: Own illustration based on chapter 2.1.2.

In a second step, the conceivable effects of those strategies are combined with knowledge
derived from politicisation research. In other words, this is where conceptual parts from
politicisation (the three dimensions) and the strategies depicted in NGO literature plus the

understanding that each strategy speaks to specific types of actors are combined.

The first dimension ‘(i) awareness among wider audiences’ is reflected by adding knowledge
on the question of who these specific “audiences” might be, taking the context of European
security into account. The importance of the media perception and public polls as indicator to
identify saliency or awareness was highlighted in politicisation research (see chapter 2.2.2).
For example, Zirn (2014) points to the importance of survey data as an indicator for
awareness. This knowledge is used to undergird the dimension. In concrete, EU news outlets
are regarded as the (public) audiences of NGOs. The presence of European public polls on a
policy issue is an indicator that decision makers believe that this might be an important topic
for the EU citizenry (this argument is further elaborated below with regard to the third
dimension). In the political setting, EU institutions as well as EU authorities are considered to
be potentially preferred audiences of NGOs. In the context of litigation, it is assumed that NGOs
foster awareness among EU news outlets and/or EU institutions or authorities. The situation
of having a case before the CJEU will offer them the possibility to show their position on an
issue and distribute information on the legal status of a certain law. EU institutions or authorities
might take recourse to a NGO case, to either distribute the news or react to it (give for example

an explanation of the situation).

The second dimension ‘(ii) mobilisation of various political and societal actors in and outside
political institutions’ (Hegemann and Schneckener 2019, 10) inherently points to the
involvement of diverse actors. This knowledge is combined with the assumption that voice

includes “noisy” activities. Hence, the occurrence of demonstrations and protests as well as
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campaigns (with a public side) including the involvement of civil society actors (those outside
of the political realm) is regarded as an indicator for mobilisation. The strategy of access is
defined by “political bargaining” (see chapter 2.1.2), which is why it is assumed that
mobilisation looks different in this scenario. The assumption is that access results in
mobilisation when alliances between institutional and/or political actors are formed.
Mobilisation in the legal context, is presumably expressed by the support of a NGO court
proceeding by civil society actors and/or actors inside EU institutions or EU authorities. For
example, via litigation mobilisation is present when NGOs submit a complaint with other
political actors. As well as in the context of NGOs voice strategy and the groups litigation
strategy the support given by civil society actors and/or political ones can be defined by

participation or financial aid.

The third dimension (iii) public contestation of policies and institutions through the utterance
of diverging opinions’ was also further elaborated and adapted to the NGOs’ context. For that,
especially the notion of politicisation as an interactive process was of importance. An indicator
for contestation is, when a NGO strategy (either voice, access or litigation) led to the utterance
of opposing positions that are controversial with regard to the (status quo of the) policy. The
contestation increases when the scope of claims and arguments against a policy (proposal)
widens. In consequence, the utterance of diverse points of criticism towards the policy is
present. In the context of access and litigation, this contestation transfers into opposing
positions in the EU institutional realm and respectively before the CJEU. Regarding voice, it is
assumed that opposing positions occur in the ‘wider public’. This ‘wider public’ cannot easily
be grasped. Here, again insights from politicisation research help to corroborate the indicators
for this dimension. In this thesis, surveys representing the opinion of the European citizenry
are examined by focussing on diverging opinions. The very decision of policymakers to consult
EU citizens demonstrate that they are hoping to get ‘something’ out of it: Either they want to
get a clear (positive) picture of an EU project, or they suspect that citizens’ attitude might be
rather sceptical. In any case, it is important for these actors to review the opinion of the broad
civil society. Moreover, NGO’s actions that triggered a debate in EU news outlets are also

considered in order to get a wider picture of the ‘public’.

Figure 2 reflects the above-described operationalisation of NGO politicisation at EU level,
including the indicators for awareness, mobilisation and contestation. As clarified above, the
aim is to study all shifts in dimensions of politicisation. The point is not to show whether a
dimension is in place, but to what extent it can be identified or it is present. The figure already
indicates that this specific operationalisation permits to study different arenas. These are now

regarded in detail.
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Figure 2. Operationalisation of NGO Politicisation at EU level

NGO Strategies

Voice

Access

Litigation

Source: Own illustration.

POLITICISATION

Awareness

Visibility of NGOs and their actions
in EU news outlets (media arena),
and policy issue is present in
European public polls (citizen arena)

Actors inside EU institutions or EU
authorities mention NGOs and/or
their actions in written or oral
statements (institutional arena)

Visibility of NGOs’ court case(s) in
EU news outlets (media arena)
and/or written or oral statements by
actors inside EU institutions or EU
authorities (institutional arena)

Mobilisation

Public campaigns, demonstrations and/or
protests organised by NGOs are supported
by civil society actors (either financially or
by participation) (protest arena)

Alliances between NGOs and actors inside
EU institutions and/or EU authorities
(institutional arena)

NGOs’ complaint is supported — either
financially or by participation — by civil
society actors (protest arena) and/or actors
inside EU institutions or EU authorities
(institutional arena)
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EU policy in EU news outlets (media
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polls (citizen arena)

Presence of opposing positions on an
EU policy inside EU institutions
(Council of the EU, Commission, EP,
EU authorities) (institutional arena)

Presence of opposing positions on an
EU policy before the CJEU (judicial
arena)



3.1.3 Potential Locations of Politicisation at EU Level

The operationalisation summarised in figure 2 allows to analyse five different arenas: A) The
protest arena, B) the citizen arena, C) the institutional arena, D) the judicial arena as well as
E) the media arena. There is a great difference in how much knowledge and conceptual work

exists on each arena.

A) Starting with the protest arena, a concrete proposal for a definition is in place. This arena
already appeared in research of Grande and Kriesi (2014, 203) and De Wilde (2011, 569). In
the context of this thesis and based on De Wilde’s notion (2011, 569), it is understood as the
venue, where NGOs organises themselves. It is assumed that they are accompanied in this
action by additional NGOs, CSOs or citizens. B) The citizen arena is the room where laypeople
discuss an EU policy proposal and utter their opinion. This interpretation is derived from
Hackenesch et al. (2021, 8) who use this expression to refer to “public opinion”. Here, it is
equated with the position of Europeans visible in public polls. C) There is also a very good idea
of the institutional arena present in politicisation research. Hurrelmann et al. (2015, 45) refer
to locations that “are populated by full-time politicians” and hame the European Parliament in
this context. Hackenesch et al. (2021, 8) also include the Council of the European Union and
the governments as well as parliaments of EU member states (Hackenesch et al. 2021, 8).
This thesis will also link the European Commission to this arena. D) Taking the judicial arena
into account, a first problem regarding the conceptualisation occurs. Albeit the term exists in
politicisation research (see Grande and Kriesi 2014), it is not further defined. In the context of
this thesis, the judicial arena is understood as the venue of European courts. To be more
explicit, it is connected to the CJEU as the central judicial organ of the EU. E) In prominent
politicisation research, the notion of a media arena is not present.®® The media is subsumed
under the term “intermediary arena” — a venue that is characterised by the appearance of
several other actors, including NGOs themselves. Based on the operationalisation of
politicisation provided by this thesis as well as the contribution’s aim — taking a NGO
perspective into account — it makes sense to understand the media as an arena in its own
right. In this regard, the term refers to Brussels news outlets. Table 4 summarises all the
considerations exemplified above. It underlines the relation between arenas as well as actors
characterising these arenas. Those actors it is assumed, are at the same time potential

addressees or with a view to the institutional representatives’ “entry points” for NGOs.

35 Although De Wilde, Leupold and Schmidtke (2016) argue to study media as a “setting”.
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Table 4. Arenas and Addressees linked to NGO Strategies at EU Level

Strategy Arena Potential Addresses of NGOs

Voice Media arena, protest arena, citizen Brussels news outlets, civil society actors
arena (EU citizenry, CSOs, NGOs)

Access Institutional arena EP, Council of the EU, Commission (COM)

Litigation Judicial arena CJEU

Source: Own illustration.

The focus of the analysis of arenas is mainly at EU level, since the area of interest is European
security. However, it cannot be denied that (discussing and extending) European security has
also member state implications. Therefore, these locations of politicisation are studied — where
possible — at the national and global level, too. Additional insights on these levels are taken
into account as chapter 3.2 will illustrate. The conceptualisation of a NGO-driven politicisation

process is the main issue of the next subchapter.

3.1.4 Conceptualising Politicisation as a NGO-Driven Process in EU Security

Based on the previous considerations, the task here is to conceptualise an ideal-type NGO-
driven politicisation process. This is the part, where the features of the presented
operationalisation and some additional ideas from politicisation research come together. The
sketch of a politicisation process provides an important orientation for the case analysis, which

is illustrated as a method in the next chapter.

Scholars already assume that outside lobbying is the starting point for politicisation. The thesis
respects this research insight but goes further by arguing that access and litigation have also
a ‘public side’ and can be a facilitator for politicisation. Thus, the strategy of voice is regarded
to be intertwined with the politicisation move, that actors use to initiate politicisation. Access
as well as litigation are rather perceived as means to foster or boost politicisation during an
already started process. This does not mean, however, that the choice of voice as a strategy
of NGOs is limited to the initial phase of politicisation. Figure 3 stresses this and reflects the

explanations below.

The theoretical framework developed to study a politicisation process characterised by NGO
involvement reads as follows: It is assumed that the politicisation process driven by NGOs is

non-linear. This non-linear politicisation unfolds in two steps: The first step, consisting of two

45



components, is crucial to speak of a successful initiation of such a process. Step two is simply

regarded as the continuation of this process.

1. Step: NGOs start the process with a politicisation move that is defined by a voice strategy.
This move is expressed in the public sphere. It is expected that the use of NGOs' voice actions
leads to a change of awareness in the media arena. The media arena might automatically be
involved since it might be the place, where NGOs want to put the issue out or position
themselves to the fact, that they draw an issue into the public. In context of European security,
it may result in the situation that the media becomes more aware of the existence of institutional
or governmental plans as well as of NGOs’ point of view. Not necessarily the scope of debate
widens, but media starts to publish (more) articles on the issue and share NGOs’ news. [first

component]

Connected to this, actors react to the NGOs’ move. Here, the importance of ‘immediate
reactions’ comes into play (Schneckener and Hegemann 2017). These actors can be the
addressee(s) of NGOs. Consideration is also given to the possibility that (political) supporters
or partners of NGOs may respond instead of the addressed actor(s). At this starting stage of
the politicisation process, it is expected that either reactions are present in the institutional
arena, and/or in the media arena. In the institutional arena, political actors might want to gain
more information on the issue — either by getting in contact with NGOs or by sending letters or
addressing questions to other involved (institutional) actors — thereby mentioning NGOs action.
Likewise, politicians could join the NGO position — doing this verbally in news outlets or on
their own platforms. If it is the addressee who reacts, this actor might defend its own view or
plans. It may also be the case that the addressee wants to initiate an exchange via the media.
Consequently, this actor avoids direct contact with NGOs but wants to position itself in a
newspaper vis-a-vis NGOs' attitude. Hence, the appearance of ‘immediate reactions’ is
connected to an increase of awareness and mobilisation. After this, the point where
politicisation decreases, stagnates, or elapses can already be reached. However, another

possibility is that it results in a second step. [second component]

The following indicators are potentially in place in this first step: Visibility of NGOs and their
actions in EU news outlets (media arena); Actors inside EU institutions or EU authorities
mention NGOs and/or their actions in written or oral statements (institutional arena); Alliances

between NGOs and actors inside EU institutions and/or EU authorities (institutional arena).

2. Step: A potential politicisation boost is triggered by a NGO action that can be categorised
as voice, access or litigation. It is assumed that NGOs choose a single strategy instead of
going forward with a combination of these strategies. Interest group research confirmed this

assumption by pointing out that these organisations rather do not combine strategies. In the
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ideal-type process the idea that the chosen strategy can have an effect on awareness and/or
mobilisation and/or contestation is integrated. It is also considered that the boost is present in
the political (institutional arena) and/or public (media arena, protest arena, citizen arena)
and/or legal context (judicial arena). Consequently, the boost might involve ‘new’ arenas
(citizen, protest and judicial). Based on research insights, it is plausible to say, that courts may
not be the first one to be addressed by NGOs. It might also take a while for citizens to feel
addressed and join the protest arena (of NGOs). From a NGO perspective as well as with
regard to EU security, it could be the case that these groups still fear the violation of one or
several civil rights and therefore see a need for continued activity. This second step might be
a reoccurring event if the concerns of NGOs are ignored, or their proposed level of civil rights
protection is not achieved. The possibility that several NGO-driven politicisation boosts occur
is not excluded. However, the expectation is that the more politicisation boosts occur, the more
opposing actors are inclined to strengthen their respective position. This in turn makes conflict
lines more visible. In the EU security case, this could mean that NGOs advocate strongly for a
certain right, maybe by linking it to the EU legal framework in place, and states insist on the
argument of security. Analysing the second step, it can be possible to identify the other
indicators presented in the operationalisation as well. Figure 4 explains the linkage between
the operationalisation of NGO-driven politicisation and the ideal-type process. Green-coloured
indicators might occur in the first step and second step. Orange-coloured indicators might be
identifiable in the second (reoccurring) step. The figure also captures the potential conditions

that might be conducive for NGO-politicisation in the context of EU security.

The next part will introduce the methodological approach of the thesis, including the case
studies. It is intended to study a total of three cases. The sketch of a politicisation process
introduced in this section provides a point of direction for the three single case studies. The
cases involved, the reason for their selection as well as methods for data collection and data

analysis to examine the role of NGOs in politicising EU security will now be demonstrated.
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Figure 3. Ideal-Type Process of NGO-driven Politicisation
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Figure 4. Operationalisation of NGO Politicisation at EU level

NGO Strategies

Voice

Access

Litigation

POLITICISATION

Awareness Mobilisation Contestation

II Visibility of NGOs and their actlons 1 Public campaigns, demonstrations and/or Presence of opposing positions on an
in EU news outlets (media arena) | protests organised by NGOs are supported EU policy in EU news outlets (media

|| and policy issue is present in by civil society actors (either financially or arena) and European public opinion

I European public polls (citizen arena) l_ bwarﬂpa&)n) ieroﬁst aLenqL —_— lIpoIIs (citizen arena)

I Actors inside EU institutions or EU Alliances between NGOs and actors inside ™ Presence of opposing positions on an
II authorities mention NGOs and/or | EU institutions and/or EU authorities | EU policy inside EU institutions

their actions in written or oral | (institutional arena)
| Lstatements (institutional arena)

(Council of the EU, Commission, EP,
| EU authorities) (institutional arena)

|

|

| Visibility of NGOs’ court case(s) in NGOs’ complaint is supported — either Presence of opposing positions on an
EU news outlets (media arena) financially or by participation — by civil EU policy before the CJEU (judicial

I and/or written or oral statements by society actors (protest arena) and/or actors arena)
actors inside EU institutions or EU inside EU institutions or EU authorities

I authorities (institutional arena) (institutional arena)

|

r
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
l
L

Source: Own illustration. Indicators that might be identifiable in step 1 and 2. Indicators that might be in place in step 2.

49



3.2 Methodological Approach

The selection of methodology and methods is driven by the issue of NGOs (empirical interest)
and the concept of politicisation (conceptual interest). The objective of this thesis is to make a
first step towards developing a theory on the role of NGOs in politicisation processes in the
policy field of EU security by means of interpretative case analyses. Thus, the procedure
follows the principle of hermeneutics and is “focused on meaning-making in context’
(Schwartz-Shea and Yanow 2012, 53). This contribution is not only interested in analysing if
NGOs play a role in politicisation, but it wants to go one step further and understand what kind
of role (“character”) these specific non-institutional actors overtake in these processes. It aims
to deepen the understanding of politicisation as a concept and the role of NGOs in this given
context. In general, the case analyses approach is useful “to generate a rich and detailed
understanding about how certain processes work” (Lamont 2015, 126). Qualitative analysis
techniques used within the case studies compromise components of Prozessanalyse
(Nullmeier 2021) and qualitative content analysis (Mayring 2015). This thesis deviates from
other research focusing on politicisation, in which purely or overwhelmingly quantitatively
approaches are pursued.®® The subsequent section will demonstrate that this thesis
concentrates on cases that allow for in-depth analysis. First, the interpretative case study
approach is introduced. Second, an overview of data collection and analysis techniques is

introduced; including a presentation of data sources.

3.2.1 Interpretative Case Study Research

In social sciences, there are different interpretations of the term ‘case study’. Of these, Lipson’s
(2005, 100) definition fits best to the undertaking of this thesis: “Case studies are detailed
investigations of individual events, actors and relationships”. The unit of analysis in this case,
are politicisation processes within EU counter-terrorism policy processes as a subfield of EU
security. Three individual cases are selected to study the role of NGOs in politicisation. These
cases are all part of EU counter-terrorism policies: 1) The EU data retention directive, 2) The
EU PNR directive, 3) The EU terrorist content online regulation. As chapter 2.3 indicated,
NGOs have been greatly neglected by researchers in this subfield of security. By scrutinising
specific legislative acts in EU counter-terrorism, this thesis follows the call for the examination
of “issue-specific politicisation processes” (De Wilde, Leupold, and Schmidtke 2016, 10) is

necessary. Two criteria, discussed by interpretative scholars (Schwartz-Shea and Yanow

36 See for example Hutter and Grande (2014) or Rauh and Ziirn (2019).
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2012) in particular, were crucial in this regard: The access to data and the issue of interest.’
Among scholars, case studies are (increasingly) regarded as an appropriate methodological
approach for “theory-led interpretation, understood as intensive reflection on the relationship

between empirical evidence and abstract concepts” (Blatter and Haverland 2012, 13).

Case Selection®

The EU data retention directive, the EU PNR directive and the EU terrorist content online
regulation were selected as cases for three reasons: 1) Their relevance for the EU counter-
terrorism field (empirical reason), 2) NGOs’ participation was already registered (conceptual

reason), 3) the ability to access data (research-pragmatic reason).

1) Empirical reason: The three policies are of value for this research since they represent
important issue areas of EU counter-terrorism. In fact, the policies represent issues that were
increasingly discussed since 9/11. The retention of meta data®, the storage of traveller’s flight
data and the “governing” of internet content were all brought up by discussions between the
EU (elites) and the United States (US) government. This is illustrated in each introductory part
of the case analyses (chapter 6.1, 7.1, 8). The EU data retention directive was one of the
projects that was implemented relatively fast. It was discussed already in 1999 but gained
more attention after the incidents in September 2001.4° With the adoption of the ePrivacy
directive in 2002, the foundation for storing EU citizens data was created. The data retention
directive was the result of negotiations between member states after terrorist attacks were
committed in Madrid (2004) and London (2005) and could use the ePrivacy directive as a
basis. The link to the EU counter-terrorism field, that developed at this time (as chapter five
shows), is immanent. The EU PNR directive’s emergence is also linked to the devastating
events in Madrid and London. The adoption of the directive, however, took much longer
compared to the data retention legislation. Attempts to create a record of passenger’s data
were already visible in 2004, but the directive itself only came into force after the 2015 Paris
terrorist attacks. Both issues were discussed for more than twenty years (in 2022). As chapter
six and seven will demonstrate, member states and the European Commission are still

perceiving these two policies as essential to counter terrorism. In its 2020 Anti-Terrorism

87 “For interpretive researchers, by contrast, choices of cases and access are often intertwined—reasonably so,
given the research purpose of understanding meaning-making in particular sites.” (Schwartz-Shea and Yanow
2012, 70).

38 The author is fully aware that there is a linguistical dispute whether to use a different, more appropriate word in
the context of interpretative research. Schwartz-Shea and Yanow (2012) as well as Nullmeier (2021) propose
distinct terms as an example. However, in the light of this thesis the more well-known term “selection” is used, which
is still not that uncommon in the context of (describing) interpretative study approaches (see Lamont 2015, 132).
39 A term explained at the beginning of chapter six.

40 |Interview with NGO staff (6).
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Agenda, the retention of communication data and the creation of passenger records were both
stressed as essential by the European Commission.*' The terrorist content online regulation
that was not yet adopted at that time, was framed as “a matter of urgency” (European
Commission 2020d, 6). Stopping the dissemination of terrorist content is an issue that was
handled in different ways by EU institutions and agencies. Before the regulation was planned,
member states and the Commission concentrated on voluntary measures to involve internet
companies — e.g. Google, Facebook, YouTube — in the fight against this specific content. This
was expressed through the creation of an EU Internet Forum and the Commission’s publication
of several communications. The regulation is the product of these negotiations. It is an issue
that is strongly connected to the EU counter-radicalisation area. The three policies all have a

common nominator since they are introduced as preventive measures.

2) Conceptual reason: Another reason for the selection of these three legislative acts is, that
some research contributions already mentioned the involvement of NGOs in the respective
policy processes (De Goede 2008; EURACTIV 2004; Guild and Carrera 2014; Wahl 2021).
Since this contribution aims to theorise the role of NGOs in politicisation, it makes sense to
look at those policies where activities of these non-institutional actors have already been

registered.

3) Research-pragmatic reason: Access to data and sources also was an important reason for
the selection of these cases. The policy processes around data retention, PNR and terrorist
content online are all very well documented — not least, because NGOs have set up databases
on these measures. Those databases cover (EU) institutional documents but also sources of

non-institutional actors.

With regard to access, the policy process around the directive on combating terrorism adopted
in 2017 is also very well documented, for example by European Digital Rights (EDRI).
However, this directive does not focus on a specific topic, but encompasses a call for various
policy measures - including EU PNR and the handling of internet content. The inherent
definition of terrorist content serves for example as a basis for the regulation. Since several
counter-terrorism issues are mixed up in this directive, it was decided against selecting this
directive for an in-depth case analysis. This procedure is closer to the call of politicisation
researchers to focus on a specific issue. The next part focuses on the period of analysis and

the level of analysis.

41 See European Commission (2020d).
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Analysis Period and Level of Analysis

In distinct research contributions, the occurrence of politicisation is linked to specific events.
The emergence, development and adoption of measures in the counter-terrorism policy field
is intertwined with the presence of certain events, too. In the context of EU counter-terrorism
the term ‘event’ refers to a greater extent to acts of terrorism: “The EU’s counter-terrorism
agenda has been to a large extent ‘crisis-driven’, and was heavily influenced by various major
shocks: 9/11; the Madrid and London bombings; and the rise of the Islamic State in Iraq and
Syria (ISIS) and; the terrorist attacks in France of 2015 and 2016; and the attacks in Brussels
and Berlin in 2016” (Wensink et al. 2017, 30).

In this thesis, the start of a case analysis is linked to such an event. The starting point for the
scrutinisation of the EU data retention directive and the EU PNR is 9/11. The analysis of the
EU terrorist content online regulation starts with the time after the attacks in Paris (January
2015). The end of the analysis period was determined regarding strategies of NGOs. Thus, it
differs from case to case and is therefore context specific.*? In the EU data retention case, the
act of bringing a case before the CJEU by three different NGOs was observed as crucial and
the results of these acts were taken into account. Hence, the case study closes with the ruling
of the CJEU on these NGO case proceedings. In the EU PNR case, an act of litigation by
NGOs was also observable but reactions of the CJEU are still not in place. The analysis period
therefore ends with the transfer of the case from national courts to the CJEU. Regarding the
EU terrorist content online regulation, the analysis period ends with the adoption of the
legislation of the European Parliament. After this time, no major NGO activities were visible.
Taken together, these legislative acts cover the time of 2001 until 2021. These legislations
were debated successively, but also in parallel at EU level. This is a clear advantage of the
case selection since possible effects from one policy can be considered in the light of another.

The mentioned analysis period is summarised by table 5.

Table 5. Overview of the Analysis Period of the Cases

Analysis period Case

2001 — 2020 EU data retention directive

2001 - 2020 EU passenger name record directive
2015 - 2021 EU terrorist content online regulation

Source: Own illustration based on the selection of the cases and analysis period.

42 While the EU data retention directive and the EU PNR directive evaluation phase is for example included or long
since finished, the EU terrorist content online is currently (in 2022) in the implementation phase.
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For the case analyses, the EU level is most relevant. This is especially due to the fact, that the
role of NGOs in EU security should be scrutinised. Consequently, discussions and negotiations
between NGOs and Brussels-based institutions are of main interest. Nevertheless, since not
only Brussels-based NGOs are considered but also national ones, certain debates in the
NGOs’ member states will be covered as well. If this coverage supports to reflect the multilevel
interplay of politicisation (Zirn 2019), this information is consulted in the case analysis. A
comparison between those levels is not the overall aim of the thesis, but since the thesis faces
the question of locations of politicisation, such additional information might be valuable to learn

more about where these processes occur.

3.2.2 Data Sources, Data Collection and Strategy of Data Analysis

In this part, an overview of main data sources and their application is given. The thesis relies
on a triangulation of the following material: A) primary sources, B) secondary literature and C)
expert interviews. Additionally, it is explained how expert interviews were conducted to extend
the richness of data. Furthermore, it is illustrated how certain components of process analysis

as well as qualitative (media-)content analysis are deployed and combined.

In this thesis a triangulation of data sources at the level of a single case (Flick 2018, 196-97)
is pursued for cross-checking and assessing a better quality of information by gaining
knowledge on NGOs (inter-)actions from different perspectives.*® The distinct data is especially
necessary to trace the different dimensions and “spikes” of politicisation. Primary documents
will be the main source of information for the thesis. Secondary literature, especially research
articles on the central issues of the case studies, will be considered as supplementary sources.
Data gathered from expert interviews serves as additionally insights, too. This is a list of main
data sources, that entails a description on their relation to the analysis of politicisation

(dimensions and move):
A) Primary sources:

EU documents and speeches

NGO articles

Governmental documents (e.g. national parliamentary inquires)
Court cases and decisions

Media articles

Social media posts

Survey data

43 |t is important to include data from different kinds of actors, to see how a certain statement or action is interpreted
by others and how it relates to other sources.
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Official EU documents and NGO contributions form the basis of the research. To gain
information about mobilisation articles and reports on NGO campaigns, resource spending,
statements are considered. Parliamentary sources — like inquires — are especially important to
reconstruct possible alliances between politicians (or political parties) and NGOs. They can
nevertheless also be a basis for the awareness of NGOs’ positions. Court protocols, rulings or
complaints will work as a helpful source to track down the range of actors but also the

contentious character of their views (contestation).

The databases of NGOs were key to get access to primary documents: The NGO Statewatch
has an own so-called “observatory” for EU data retention and one focusing on EU PNR. The
data collection starts in the beginning of the 2000s and covers mainly EU official documents
but also NGO letters from the very beginning of the issues’ emergences. Worth mentioning in
this context is also the database of Electronic Privacy Information Center (EPIC) on data
retention, that has a rich collection of documents (NGO campaigns, EU member state
positions, legal statements as well as data protection practitioners’ views) focusing on the time
between 2001 and 2005 (Center, Electronic Privacy Information 2022). The terrorist content
online regulation is, in contrast, a very recent issue (in 2022). Moreover, the NGO EDRI
dedicated a very extensive “document pool” to this policy. This database includes their own
statements and campaign activities but also key documents of EU institutions, scholars and

data protection authorities. (European Digital Rights 2019b)

Articles — published by Brussels-based and European newspapers (e.g. The Guardian,
Siuddeutsche Zeitung (SZ), Die Zeit) as well as global networks (e.g. BBC) — serve as a source
to identify the visibility of NGOs, their positions and actions within the public (awareness). As
it turned out, the articles of online IT-related news portals have also proved to be important
(e.g. Netzpolitik.org, Heise online, ZDNet). The analysis of the Brussels-based outlets (The
Parliament Magazine, EUobserver, Euractiv, Politico Europe) is pursued in a more profound
way (more information is available below). In the context of the thesis these will be subsumed
under the term “EU media outlets”. These media articles will also serve to receive more
information on contestation. In a few instances, twitter data is scrutinised to see who is

following NGOs’ claims and participating in their campaigns (mobilisation).**

Insights on citizens opinions, provided by Eurobarometer (special) reports and further relevant
national public polls, will be considered as well. Change in citizens’ opinion is registered and

— only where possible and in a cautious way — put into the context of NGOs’ work. In sum

44 The author knows that it is still difficult to work with the hashtag search on Twitter, which is why data is not
summarised quantitatively and links between NGOs and individuals or groups were checked twice via other
sources. Information gathered from tweets was only used additionally.
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eleven Eurobarometer survey reports were examined in detail, which were published between
2007 and 2021.4°

B) Secondary literature: Scientific articles and contributions of think-tanks are checked for
further information on the three case studies. This includes for example articles on court
rulings, that present information on the legal status of a legislative act or discusses how the
statement can be understood. This kind of sources support especially the analysis of conflicting

positions of actors (contestation) or participating actors (mobilisation).

C) Expert interviews: Data gathered from expert interviews will work to reconstruct the
chronology of the politicisation process, including the politicisation move. The interviews also
deliver more (background) information about how involved actors perceive the awareness of
an issue and who the allies on NGOs are (mobilisation). In particular, the interview data allows
to further comprehend and reconstruct the positions of and conflicts between actors

(contestation).

Information on Expert Interviews

The conduction of expert interviews is a key data gathering method in the context of this thesis.
According to Meuser and Nagel (1991, 443), are those experts, “die selbst Teil des
Handlungsfeldes sind, das den Forschungsgegenstand ausmacht.“ In consequence,
interviews were conducted with persons who participated actively in the policy processes of
the EU data retention directive, EU PNR directive and EU terrorist content online regulation. A
crucial criterion for the sampling was that experts were either involved on the NGO side or
could overtake a complimentary perspective, which served to be very fruitful to check
statements that were made from within the NGO community. In initial selection of possible
interviewees was made based on insights given by primary and secondary sources (NGO
articles, expert reports, media coverage, scientific articles), that highlighted main participants.
Expert interviews were conducted in two phases: In the first phase, eleven interviews were
carried out. Whereas in the second phase fourteen interviews were conducted. In sum, twenty-
five guided conversations with employees of NGOs (fifteen) and EU representatives, officials,
and personnel (ten) took place.*® An anonymised list of interviewees is part of the appendix
(no. 1).4” At the beginning of the research project interviews served to learn more about actors
(especially NGOs) in EU counter-terrorism and the research field itself. Bogner, Littig and Menz

(2014, 23) call it “orientation in the field” (own transposition). This first interview phase took

45 A pre-selection and study of Eurobarometer surveys showed that these seven reports could possibly address the
issues of data retention, PNR and/or terrorist content online.

46 In sum, 23 experts were interviewed. Two of these experts were interviewed twice.

47 During four of the conducted expert interviews, the supervisor of this dissertation project was present.
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mainly place in Brussels and Berlin in 2019. One interview was conducted via phone and one
via videocall. In the second round, the purpose of conducting expert interviews changed. The
use of expert interviews now served to gather further information and fill into specific gaps in
research (or material). It was, however, never about trying to uncover causal mechanisms.
Thus, the “systematic” use of interviews for the purpose of “information gathering” (own
transposition) became central (see Bogner, Littig, and Menz 2014, 24). The purpose was to
get a deeper understanding of the role of NGOs in the three distinct policy processes and their
interaction with other actors. Furthermore, the interviews were useful to validate the
researcher’s “sense-making“ (Schwartz-Shea and Yanow 2012, 73) in the later stage of the
research process. In the second phase, in 2022, interviews were also conducted in person in
Brussels, but mainly via video teleconference or telephone.*® All interviewees (in the first and
second phase) were contacted via an email that entailed a detailed description of the research
project, its objective as well as a short illustration of the author’s workplace.*® Now and then,
an interviewee was contacted on recommendation or by passing on the research request to a
colleague with a different kind of expert knowledge. In both field phases, the character of
interviews was qualitative open-ended and semi-structured. Since the purpose of conducting
interviews was distinct in the two field phases, a guideline was produced for each period. The
2019 guide was rather broader in scope and structured by these four topics: 1) Agents of
politicisation, 2) objects of politicisation, 3) awareness, mobilisation and contestation, 4)
instruments and contributing factors. Even though the work was still at an early stage at this
point, some similarities with the introduced research project (chapter 1) are already visible. For
each interviewee the same guide served as a basis for the meeting. This changed in the
second field phase. In 2022, two different guides were used, in which the central research
questions of this thesis as well as the posed sub-questions (see chapter one) were transformed
into interview questions. One was for interviews with NGO staff, the other was for
conversations with EU officials and personnel. In 2022, the questions asked concentrated
mainly on four issue areas: 1) Information about the policy process (either EU data retention
directive, EU PNR directive, EU terrorist content online regulation), 2) information about NGOs’
role and their actions, 3) information about the perception of NGOs and their actions (mainly
in the institutional, citizen and media arena), 4) information about essential conflicts and points
of contention. Two examples of an interview protocol (2019 and 2022) that entail an order of
more specific questions is part of the appendix (no. 2 and no. 3). The guideline for the
interviews gave the researcher some assurance during the meetings, made it possible to have

a structure for each conversation and offered the possibility to check, if every sub-topic was

48 The overwhelmingly digital conduction of interviews can be regarded as an effect of the Covid-19 crisis. However,
the video calls had the advantage that interviewees based in different EU member states could be “met” virtually in
a short time window.

49 |t was for example mentioned that this dissertation is part of a broader project context.
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addressed. In some interviews, however, a rather flexible approach and a certain openness
on the part of the researcher paid off to gain new insights on the phenomenon of interest.
Where permission was given, interviews were audio recorded.%° Otherwise, notes were taken
(this was possible in all interviews). Then a note protocol was made for each interview (also
for those that were audio recorded) and in some cases certain passages were transcribed.?’
More details about the handling of this data follows in the next part, which focuses on the

explanation of process analysis as a strategy for data analysis.>?

Information on Process Analysis

To study each single case, technical elements of Prozessanalyse (Nullmeier 2021) were used
and added by data generated from a qualitative (media-)content analysis, following Mayring’s
(2015) procedure. In general, the research process can be summarised as follows: For each
case a chronology of events and interactions was prepared and then mapped with the help of
inductive created codes (covering actors, actions and strategies). In a next step, NGO activities
were subsumed under the respective strategy (voice, access, litigation) and scrutinised in more
detail. To get a better picture on the awareness of NGOs and their actions in the respective
policy process and to track further points of contestation in the public, a qualitative analysis of
four EU media outlets was pursued. After studying each single case, a comparative
assessment was conducted, which is structured by the subquestions of this thesis. Each single
case study already closes with a summary (chapter 6.3, 7.3, 8.3) that responds to these
research questions as a first preparing step for the subsequent comparative analysis (chapter
nine). Hence, the focus is shifted to that kind of information that is essential regarding the main
research question(s) and provides the basis for a comparison of similarities as well as
differences of (potential) politicisation processes. First and foremost, the comparison of the
three policies serves to determine a degree of politicisation, which becomes only graspable in
the relative scale of the cases to each other. Generalisability of the results is existent, but to a
limited extend. The focus is on theory development and understanding what role NGOs play
in politicisation of EU security. How the method of process analysis as well as the qualitative

content analysis were perused, is now illustrated in more detail.

50 Nineteen audio recordings of interviews exist.

5T Meuser and Nagel (2009, 35-37) emphasise this rather practical procedure of transcribing only relevant passages
of expert interviews. Consequently, a protocol in note form for each interview exists, that sometimes entails some
notes that were made during the interviews. The expert interviews lasted between 30 to 90 minutes. The data
collected from interviews were first anonymised and then directly integrated in the research without using a specific
data analysis method (for example content analysis). Transcriptions were in certain cases supported by f4transkript.
52 prozessanalyse (Nullmeier 2021) is now presented as one essential tool for data analysis. However, it is important
to mention, that it also has characteristics of data collection.
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Inspired by Nullmeier’'s outlet of a process analysis, the following procedure was adopted to
study the single cases: Frank Nullmeier (2021, 24) proposes a procedure that focuses on “dem
politischen Geschehen jenseits eines Denkens in Variablen”. With the concept of process
analysis, the scholar introduces a rather interpretative way of tracking events and actors that
puts “temporality” (own transposition) in the center of attention (Nullmeier 2021, 28). Lastly,
however, his approach follows the tradition of erkldren®, a characteristic that can simply not
be reconciled with the objective of this thesis nor the reality of NGOs’ work.>* Consequently, to
analyse the data in the context of each single case, only certain steps of Prozessanalyse
(creating a chronology, chronozentristische Analyse, Narrationstest) are combined with the

own proceeding.

First, a chronology has been created for each policy process. The chronology’s time period is
based on the analysis period of each case (EU data retention: 2001-2020, EU PNR directive:
2001-2020, EU terrorist content online regulation: 2015-2021). The material is arranged
according to the date of publication or event. Each analysis starts with a (major) act of terrorism
as point of reference. Nullmeier (2021, 220) also stresses the importance of an “initial event”
as starting point of the analysis. The “initial state” (Nullmeier 2021, 227) is always defined by
the situation that the respective legislative act is in progress and not yet adopted. The
chronological overview covers NGO actions as well as actions of participating actors.
Regarding the latter group of actors, statements and actions of national politicians, interest
groups, EU officials and representatives, experts and scholars were integrated in the

chronology.

To get a first impression on the awareness of the (inter-)actions of NGOs, media articles and
other sources that cited or referred to the specific act were added. This was done in two ways:
1) Media articles that covered NGO actions and positions were collected®, 2) reactions by
actors on a NGO action — be it a statement in a newspaper, a tweet, a speech, the publication
of a document or a report — were incorporated. This can for example be the distribution of a
before-published article of a NGO on the website of a Member of Parliament (MEP) or an EU
official sharing the link to a NGO letter. The invitation of a NGO to a roundtable after a letter
was addressed to the very organisers of this event or the participation in a conference after
several exchanges between NGOs and the person in charge took place are examples how

reactions were covered to potentially assess if a politicisation move or boost is in place.

53 A central aim of Nullmeier (2021, 209) is “the explanation of a single event” (own transposition).

54 In several interviews — NGO staff (8), NGO staff (11) and NGO staff (14) — experts from the NGO community
stressed that they do not have the “power” to influence policy making at EU level in the sense that for example one
action leads to the rejection of a Commission’s proposal or the MEP’s voting in a certain way. See this statement
for example: “We bolstered perceptions that people already have” (NGO staff (8)).

%5 This were not only articles published by Brussels media outlets, but news and blogs articles in more general (see
section on data sources).
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Protests or demonstrations of NGOs that were joined by citizens and national politicians were
integrated as well. In most of the cases, the dimension of mobilisation could be identified in
this kind of material. For each individual case an additional shorter version of a timeline with
key dates was created to get a better overview, next to the mentioned long collection of

material.5®

The second step of analysis consisted of a mapping of actors, strategies and arguments.
Mapping is a key tool in interpretative research (Schwartz-Shea and Yanow 2012, 84—89). The

material was coded based on the following scheme:

Figure 5. Codes and Colour-Legend of the Mapping (Case 1-3)

Green: Politicization move & politicization boost
Yellow: Claims, arguments and positions
Actors
(Inter-)action
Turquoise: Alliance or Cooperation

Purple: Addressee

Red (& Verdana): Events (external)

Awareness
Contestation
Mobilization

Source: Own illustration.

These codes originate from conceptual pre-considerations (and terms) introduced in chapter
3.1 and were adapted (in an inductive way) again and again during the mapping process. As
one can see in figure 5, the codes cover the three dimensions of politicisation as well as other
basic conceptual terms (politicisation move and politicisation boost, politiciser, addressee,
audience) but also vocabulary that aims to learn more about the situation at hand and actor
constellation. Each code is linked to a distinct colour. An inspiration for this second step of
analysis was given by Nullmeier’s (2021, 298) approach of chronozentristische Textanalyse
(emphasis in the original), which is based on the method of Koopman’s and Statham’s (2010)
“political claims analysis”.%” Above that, recurring and persistent arguments of NGOs, their
alliances, as well as their opponents were elaborated in a structured way from the text. An
example of how this mapping looks like is given by the subsequent image (figure 6 below).
Here, an article was integrated in the mapping, colour-coded and marginal notes were used to

highlight information on politicization, actors and the recurring arguments. The ideal-typical

% In the first case, the chronology was over 250 pages long. The second case comprised around 200 pages. The
timeline for the third case covered more than 180 pages of text material.

57 Nullmeier (2021, 297) stresses: “Bei einer speziell auf die Prozessanalyse ausgerichteten Textauswertung
werden bestimmte Voriberlegungen und Kategorien vorab festgelegt".
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sketch (subchapter 3.1.4) served as a first point of orientation to identify the start of this process

“politicisation move”.

Figure 6. Example of Mapping Actors, (Inter-)Actions and Arguments

+ 04.05.: EDRi: Industry and civil society agree against data retention =
ALLIAMCE
https://edri.orgfour-work/edrigramnumber3-9retention)

-The rapporteur for the European Parliament on telecommunication data
retention, HIERGRUSRIANERE, has organised on 3 May o [ENNGNSBISIISEUSSION

with the title ‘How does the internet work and how does data retention effect

r industry and society’. & broad cross section of civil society and industry

representatives criticised the current Council framework proposal on data

Cooperation retention for its content and procedure. The meeting was held under the flag

MEPs (ALDE), of in the European Parliament.

NGOs and attended the meeting, including

industry

representatives

[ “We need a genuine debate, one which has been sorely missing”, said

Alexander Alvaro. “The current proposal lacks a proper legal base, is
disproportionate and ineffective. It needs a thorough rethink™, he added.

Costs, Almost all speakers attacked the European Council’s proposal regarding

Proportionality, —— : - L -

Unnecessary proportionality, necessity and costs. Both industry and civil society

RO RIS EINIEAEUORBIN -~ rssed his disbelief that a data

Data retention

as P“HCZ':' retention proposal is still being discussed. Hosein pointed out that both in the

laundering U5 and Europe the misconception exists that the US has passed the most

invasive legislation on the interception and retention of telecommunications.

Hosein however reminded the audience that a data retention proposal would

not even be considered for one minute by any US government. Hosein also

criticised the policy laundering by national governments in the EU concerning

data retention. Both the UK and Ireland have initiated the Council’s proposal

because national proposals on mandatory data retention could not be pushed

trough. According to Hosein the Irish minister of justice recently admitted that

Data ] he is waiting to implement data retention until “the EU cavalry is coming in”.
:\:lii?;tsli:::: - called the Council proposal invasive, illusory, illegal, and illegitimate.

illusiunaf}', Privacy International and EDRI submitted such criticism to the European

illegal, and Commission in September 2004.

illegitimate™ _called data retention “the civil society's worst

____________ nightmare”.

—— - - - - —

Reoccurring arguments of NGOs

Source: Own illustration. Example of the data analysis from the first case (EU data retention directive).

This procedure was intended to highlight and filter incisive actions initiated by NGOs in order
to subject them to further analysis. The actions of NGOs were then assigned to one of the main
strategies voice, access or litigation. For this step, the criteria for differentiating NGO strategies
presented in chapter 3.1.2 were essential.*® The actions of NGOs were pooled, summarised

%8 |n the following, three short examples (from case 1) on how the author of this thesis differentiated between voice,
access, litigation in difficult scenarios are given. Example for voice: A petition that was handed over to MEPs was
classified as voice, since citizens needed to sign it first. Example for access: The “stopdataretention.eu” campaign
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and restructured. It was then scrutinised in-depth, if each action (and the strategy as a sum)
led to awareness, mobilisation and/or contestation. The operationalisation of politicisation
presented in subchapter 3.1.2 served as a basis for identifying the three dimensions. An
example of this third step of material analysis is provided by figure 7 (below). In the first column
the NGO and its action is listed (in this case one categorised as voice). The second column
lists reactions to this action as well as sources, in which it was mentioned. Mobilisation (third
column) shows potential cooperation partners (in this case no actor outside the NGO realm
supported the action). The fourth column refers to a dispute (opposing positions) that arouse

due to the action.

Figure 7. Categorisation of NGO Actions as Voice, Access, Litigation

NGO Action Awareness Mobilisation Contestation
Statewatch Recognized by MEPs (political venue) | Distribution of the link: Legal basis vs. COM funding
Leak “funding e Parlimantary question by e EDRi: EU PNR directive gets e Statewatch:
by Martin Ehrenhauser funding before being adopted “Despite its controversial nature, some
Commission” (15.01.2013): “ How does the (16.01.2013) interested parties are pushing ahead with the
(11.01.2013) Commission respond to the development of the PNR system - despite the
charge of going over the fact there is not yet a legal basis for it.”; “
Politicisation heads of the European The behind-the-scenes development of
move Parliament and the Council by ambitious technological projects whilst
creating a fait accompli even legislative negotiations are ongoing is
though no decision not unknown in the EU”
concerning EU PNR has yet e COM: “The call for proposals and the Commission
been taken?” proposal for an EU PNR system share the same

dual objective, namely to foster the processing of
PNR data as an effective tool to fight serious crime

and terrorism in the EU”; “If the co-legislators
adopt a Directive on an EU PNR system as
proposed by the Commission. the national
PNR systems might become part of an EU

PNR system. provided the conditions of a

legislation and not to present future EU PNR Directive are met by the

the legislative bodies with a national components.”
fait accompli?”

e Leaked letter drafted by
Commissioner Malmstrém
shows that LIBE chairman

e Parliamentary question by
Alexander Alvaro
(16.01.2013): “Is the
Commission aware of the fact

that its role under the
Treaties is to propose

Source: Own illustration. Example of the data analysis from the second case (EU PNR directive).

The data was then added by the information generated from the scrutinisation of
Eurobarometer surveys and the qualitative analysis of EU media articles. The excerpt covered
by figure 8 (see next page) gives an example how knowledge generated from the media
content analysis was combined with the study of NGOs actions. The links where NGOs action
were cited are listed under awareness and signs for opposing positions are included under

contestation.

With regard to the selected media data, it is important to mention that the NGO or the NGO'’s
action must occur in the material in order to be implemented in the tables. Since access is

defined by direct contact initiated by NGOs, for each case an (additional and more

by NGOs was categorised as access because these organisations clearly wanted to reach out to the Commission.
Example for litigation: A crowdfunding campaign of NGOs was listed under this strategy as the main aim was to
bring a case before the CJEU.
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summarised) overview was created (appendixes no. 9-11) that shows who the contacts

(addressees) of the organisations were.

After it was analysed how voice, access and/or litigation triggered awareness, mobilisation
and/or contestation, a first narration of the policy process was written down. This narration was
then reviewed first by conducting a new round of research. Later, it was checked in expert
interviews, too. Gaps in material were also addressed through the conduction of these expert
interviews. Of course, it was possible that a “narration” was overruled during this procedure
and the more accurate version of the story of a politicisation process needed to be told. This
could also happen during later stages of the research. Nullmeier's (2021, 250) descriptions of

the “Narrationstest” are comparable to this step of data analysis.

Figure 8. Example for Media Data Added to Analysis of NGO’s Voice Strateqgy

Awareness Mobilisation Contestation

NGO Action

13.02.: EDRIi leak
https://edri.org/files/illegal
content_ec_draft_recomme
ndation_201802.pdf

14.02. Euractiv:
https://www.euractiv.com/section/digital/news/eu-adds-

pressure-on-online-platforms-with-plan-for-fast-
removal-of-terrorist-content/

EDiMA, a Brussels-based association
EDiMA one of the signers that represents big platforms like
of EDRi letter (see access

13.02.)!

Amazon, said it was “dismayed” by

15.02. Euractiv.de: the

EDRi article: https:/lwww.euractiv.de/section/eu- announcement because companies
https://edri.org/our- innenpolitik/news/leak-online-plattformen-sollen- have been meeting the Commission’s

work/leak-european-

illegale-inhalte-innerhalb-einer-stunde-loeschen/ demands over the last two years to

commissions-reckless-draft-

recommendation-illegal-
content/

16.02.: Euractiv:
https://www.euractiv.com/section/digital/news/france-
eyes-eu-law-to-crack-down-on-terrorists-use-of-social-

remove more illegal posts.

“Our sector accepts the urgency but
needs to balance the responsibility to
protect users while upholding

ore - media/ fundamental rights — a one-hour turn-
[Politicization aroung T E
01.03.: Euractiv: time in such cases could harm the
move"""] https://lwww.euractiv.com/section/digital/news/commiss

effectiveness of service providers’
take-down

systems rather than help,” EDIMA said
in a statement. (Commission faces
backlash for plan to fast-track tech
platforms, S. 2: 1190)

ion-faces-backlash-for-plan-to-fast-track-tech-
platforms-removal-of-illegal-posts/

13.02. Netzpolitik.org:
https://netzpolitik.org/2018/eu-kommission-will-
plattformen-die-loeschung-von-illegalen-inhalten-
ohne-netz-und-doppeltem-boden-empfehlen/

Erich Mdchel:
https://fm4.orf.at/stories/2896057/

Source: Own illustration. Example of the data analysis from the third case (EU terrorist content online
regulation).

In the ultimate step of analysis, the peaks of politicisation (move and boosts) were identified.
In the subsequent case comparison (chapter 9), these crucial time frames are contrasted. In
the conclusions of the respective case analyses (chapter 6.3., 7.3, 8.3), a graphical
representation of the politicisation processes and these "peaks" is omitted in order to avoid a
picture of spurious causality. Again, it is important to note, that it is impossible to state that a
specific NGO’s action alone is responsible for the politicisation of an issue. Finally, cross-case
statements on the role of NGOs in politicisation were made, which are once again cited in
bundled form in the conclusion of this thesis (chapter ten). Next, it is illustrated how the data

from four EU media outlets was collected and examined.
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Information on EU Media Outlet Analysis

To identify the dimension of awareness of NGOs and their actions at EU level in the three
cases, a qualitative content analysis is conducted which is following Mayring’s (2015)
structuring technique. Mayring’s procedure is defined by the characteristics “systematisch”,
“regelgeleitet” and “theoriegeleitet” (2015, 13). The scope of analysis relates to news coverage
from four Brussels media outlets (Euobserver, Euractiv, The Parliament Magazine, Politico
Europe). The sampling focuses on four of the most circulated and read media outlets in the
EU/Brussels “bubble”. A Politico article published in 2019 lists these magazines under “the top
20 most influential media outlets” in the European Parliament (O'Malley and Randerson 2019).
Looking at only those that are concentrating on EU news, these are the highest listed. A study
published by ComRes and Burson-Marsteller (2018) ranks Politico, EUobserver as well as
Euractiv as most read sources for Brussels news, too. These are all English-language
publications®® that were written by journalists during the three policy processes or in some rare
cases by partaking politicians (MEPs or a Commissioner), NGOs or interest groups
representatives. The term policy process refers in this regard to the agenda setting or proposal,

formulation, adoption, implementation and evaluation phase of the respective legislative act.®®

The timeframe of the article selection is oriented to the case analysis time period (EU data
retention directive: 2001-2020; EU PNR directive: 2001-2020; EU terrorist content online
regulation: 2015-2021). The main criterion for the inclusion of an article in the analysis was
that a clear reference to one of the three topics — data retention, PNR or terrorist content online
— is at hand. This means that articles with the mentioning of one of the keywords from table 6
(below) were included in research.®' This procedure also gave a response to the following two
questions: How often is the topic discussed in general? How many articles are published on

the issue?

In total 601 EU media articles were analysed. This overview contains the number of articles,

sorted by the individual cases and media outlets:

e EU data retention directive: 289 news articles in total; 75 Euractiv, 110 Politico, 4 The
Parliament Magazine, 100 EUobserver

e EU PNR directive: 208 news articles in total; 55 Euractiv, 57 Politico, 12 The Parliament
Magazine, 84 EUobserver

e EU terrorist content online regulation: 104 news articles in total; 63 Euractiv, 24 Politico, 3
The Parliament Magazine, 14 EUobserver

59 Occasionally, German articles from Euractiv appear in the case analyses; these come from the material collection
of the process analysis and provide complementary insights.

60 As can be seen in the first and second case (data retention and PNR), it is possible that some of these stages
are reoccurring.

67 This list of keywords was created inductively and grew with the search for articles.
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Table 6. Pre-Selection of Relevant Articles for Analysis of EU Media Outlets

EU data retention directive EU PNR directive EU terrorist content online
regulation
e “EU data retention e “EU PNR directive” o “EU Terrorist Content
directive” o “(EU)pnr’ Regulation”
o “data retention” o “Passenger name o ‘“online terrorist
o “telecommunications record” content*
data” o “passenger name record o “Terreg“/“TERREG"
o “storage of data” directive” o “terrorist content”
o “retention of data” o “pnr directive”, o “terrorism content”
o “communications o “passenger data o “terrorist content
data” retention” regulation®
o ‘“traffic and location o “air passenger data”, o “online terror
data” o “european air passenger content*
o “dataretained” data scheme” o “TCO*
o ‘“retained data” o ‘“eu-wide pnr’
o ‘“european air passenger
directive*
“(eu) pnr flight data”
“eu pnr law”

“flight passenger data”

“eu (airline) passenger

data"

Source: Own illustration. See appendix no. 5, which gives examples for the identification of the keywords
in articles with respect to the first case (EU data retention directive).

O O O O

The appendix entails a list of all included articles (see no. 6, no. 7 and no. 8). The qualitative
content analysis for each single case is driven by the following question: Are NGOs and their
strategies (voice, access, litigation) covered by Brussels media outlets? In consequence, the
scope of the question that drives this kind of data analysis is narrower (in contrast to the main
research question of the thesis) and fits only the purpose of assessing the awareness of NGOs’
actions. The name of a NGO (like “Statewatch”) is the coding unit. The contextual unit is a
news article. All 601 news articles were analysed entirely. The qualitative content analysis was
supported by the software MAXQDA. The articles from the four EU media outlets were
integrated in the softeware’s documents database with the use of the function “Web Collector”.
First, a basic keyword search was conducted with MAXQDA. The identified passages were
then searched for new keywords. Second, articles were analysed in more depth (manually) to
expand the list for the keyword search. Third, a new round of basis keyword search was
conducted. (The last two steps could occur again, when new terms came up during the
analysis.) During these steps codes were created from within the material and with reference
to the theoretical framework (chapter 3.1). Figure 9 shows how the codebook of the first case
analysis created by MAXQDA looks like:
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Figure 9. Code-System in the First Case Analysis (EU Data Retention Directive)

@i Codesystem 509
o' NGO(s)
©e'Name of NGO
(c¢'Voice
o' Leak
(¢! Protest
(c¢'Campaign
¢'Report
(¢! Petition
(¢! Document added as source - voice
(o' Access
g Letter
g/ Document added as a source - access
(! Litigation
@.'Reference to NGO court case
e'Name of the NGO in context of the court case
o' Reference to NGO act of litigation
¢/ Contestation

—
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Source: Own illustration. Created with MAXQDA. A longer list of codes is part of the appendix (no. 4).

To give the reader more details on this coding process, the appendix (no. 5) entails an overview
of a coding scheme (including coding categories, coding examples and the numbers of coded

articles) of the EU data retention directive case.

After the awareness of NGOs was examined, the news articles were once again searched for
indicators of contestation.®? The identified text passages were tagged with the corresponding
code and inserted into the table, which focuses on the link of NGO strategies and politicisation
dimensions (step three of the research process). The material was then interpreted in relation
with the other collected data. This was made for cross-checking the results of the mapping
(step two of the research process) and filtering main positions of these non-institutional
organisations. Figure 10 gives one example for coding contestation (presence of opposing

positions on an EU policy in EU news outlets):

62 The basis was the operationalisation presented in subchapter 3.1.2.
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Figure 10. Coding of Contestation in the Third Case (EU Terrorist Content Online
Regulation)

The Counter Extremism Project, a London-based NGO, has highlighted
concerns about the fact that the rule is only applicable after the time in which a
removal order is issued and not from the time that the offending content is
uploaded.

“Reliable enforcement and antomated technology so that content can be taken
down within one hour of upload needs to be included in the proposed draft,”
Contestation o said David [bsen, executive director of the organisation.

Meanwhile Maryant Fernindez Pérez, a senior policy advisor at European
Digital Rights (EDRi), highlighted the issues that could arise in respect of
freedom of expression and privacy.

“Eight months away from the EU elections, it is regrettable that the
Commission proposes new legislation with minimal regard for effectiveness or

for fundamental rights, the pillars of our demoeracy,” she said.

Source: Stolton 2018a. Document text extracted and coded with MAXQDA.

The evidence on NGOs’ awareness was integrated in this material as well, but also presented
in the form of a frequency table (mentioning of NGOs by name) and a timeline comparing the
number of articles relating to the respective policy issue (data retention, PNR, terrorist content
online) with the mention of NGOs by name® in these articles. Finally, the overall results of the

qualitative content analysis were interpreted with reference to the main research question.

Selection of Articles: Decisions Explained

Now, additional information should be given on the selection of media articles for the qualitative
content analysis. The undertaking of selecting those articles that addressed the issue of data
retention, PNR and terrorist content online was sometimes rather difficult. This was mainly
because there was some overlap with similar topics. Next to the EU PNR directive, the issue
of traveller’s flight data was also discussed under different agreements between the EU and
external states (e.g. EU-US PNR agreement, EU-Canada PNR agreement). Therefore, when
selecting the articles, it was necessary to make sure that these texts really deal with the
directive and not with an agreement. A similar problem was at hand regarding the EU terrorist
content online regulation. During the period under review, not only the regulation at EU level
was negotiated. The handling of illegal content (in general) was discussed as well. The
selection of the articles therefore had to ensure a clear, “correct” thematic reference. In the

following an example of an excerpt of an article is shown, that was not included in the media

63 Only the number of NGOs mentioned by name was included in this analysis and the diagram, as general terms
such as activists or civil rights groups could cover other actors, too, and lead to a false interpretation.

67



analysis of the EU terrorist content online regulation. The article “MEPs urge Commission to

tackle illegal online sports broadcasts” was published by Euractiv (Pollet 2021):

Among the critics of the report is German MEP Patrick Breyer (Greens/EFA), who considers it ‘a
threat to our fundamental digital rights’ and that it ‘could just as easily have been written by
industry lobbyists’. Breyer believes the guarantees provided in the resolution are not sufficient,
and fears that the lack of ‘assessment by an independent judicial authority would lead to over-
blocking of legal content.” This is especially a danger given the tight 30-minute deadline for
removal of illegal streams, Breyer said, pointing out that this was even less than the hour given
to platforms to remove online terrorist content as adopted by the Parliament at the end of April.
‘The best way to reduce illegal streaming is to ensure legal, universal and affordable access to
sports broadcasts, both by subscription and pay-per-view,” Breyer said.

As one can see, the regulation is indeed addressed in the context of the article, but the article’s
main objective is not to report on this legislative act. Instead, the coverage focuses on the
Commission’s activities with regard to illegal streaming of live sport events (the title already
points to this). No other person cited in the article refers to the terrorist content online
regulation. Since a clear overlap of the topics is visible here, it was ultimately decided not to

include the article in the analysis.

The author is aware that the interpretative approach comes with some pitfalls regarding the
intercoder reliability. Especially since the material for all the three cases was coded by the
same researcher (a problem that a lot of dissertation projects are facing). To make the
selection process more transparent, an excerpt of an article that was coded and an excerpt of
an article that was not coded in the EU PNR case analysis are presented below. This

transparent reflection of the coding procedure should help to reduce the addressed problem.

Figure 11. Article Coded for Analysis of Case 2 (EU PNR Directive)

hundreds of millions of euros to set up, Albrecht argues the money would be

Instead of paying for an EU-wide system for sharing flight data that could cost of
JAlliance %
better spent on joint investigation teams between EU countries.

"Otherwise we'll have 28 huge silos of data that are not used by policemen but
analysed by computers,” Albrecht said.

Kirkhope's European Conservatives and Reformers Party has argued that PNR data
would be used to track patterns of behavior and find criminal activity-but not to
profile flight passengers.

privacy groups/activist Q But privacy activists counter that collection of personal information from flights
gives authorities the power to analyse passengers' data automatically.

himself, who argues that PNR is not about profiling, it is about ‘looking for patterns
in data’, which is pretty much the dictionary definition of profiling,” said Joe
McNamee, executive director of NGO European Digital Rights.

“The incoherence of the supporters of PNR is best illustrated by Mr Kirkhope
.fear of profiling

NGO(s)
Source: Stupp 2016. Document text extracted and coded with MAXQDA.

Figure 11 gives a further idea, how the coding was done. The title of the article already

suggests a connection to the EU PNR directive, since it is about “flight data”. In the article the
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legislative act is referred to as “an EU-wide system for sharing flight data” (Stupp 2016). The

image above shows the identification of five inductive created codes.

The article “EU passport-free travel at risk, Tusk warns”, published by EUobserver (Nielsen
2022), was included in the selection because the majority clearly addresses the topic of PNR.
See this excerpt:
Donald Tusk on Tuesday (13 January) told MEPs in Strasbourg that an incoherent EU-wide
security policy would ‘put at risk the freedom that we have built at the European level, including
Schengen’. [...] At stake is an EU-wide passenger name records (EU PNR) bill that would require
airlines to hand over the personal data of its customers to the police. Tusk said the bill is needed
to prevent a patchwork of individual national systems from emerging. ‘One European system is

clearly better for security and freedom, that was true in December, and unfortunately, it is even
more true today,” he said.

The article progresses with this focus on the EU PNR issue. In the last part of the text, however,
other schemes of EU interior ministers are addressed. In this context, the following statement
of a NGO appears (Nielsen 2022):
‘Proposals to outlaw encrypted communications not only threaten the very rights they're said to
be designed to protect, but begin from a fundamentally flawed premise - that such measures are

even possible,’ said Mike Rispoli, spokesman for Privacy International, in response to Cameron’s
scheme.

This NGO name and position was not coded for the analysis of the case since it can be
regarded out of context. The citation of Privacy International is directed to another topic and
cannot be linked to PNR. The selection and coding of the articles was quite laborious and can
also be described as very time intensive. It was, however, an undertaking that paid off since it
provided additional (and visual) information on the identification of the politicisation move as
well as the politicisation boots in the three cases. The subchapters focusing on NGOs’ voice
strategy (6.2.2.1, 7.2.2.1, 8.2.2.1) exemplify this. An attentive reader may notice that in the list
of selected articles concerning the EU data retention case (appendix 6), some article titles refer
to the PNR topic. The close connection between these topics will also become visible in the
case analyses (chapter six and seven). It was necessary to include these articles to learn more
about the awareness of NGOs’ act of litigation (related to data retention), as this issue was
often mixed by journalists with the coverage of the PNR policy processes (directive and

agreements).

As demonstrated in this subchapter, to understand the role of NGOs in politicising European
security a flexible and creative interpretative methodological approach needed to be
developed. This is due to the relatively recent stage of research on politicisation, which has so
far provided few points of contact for qualitative work. The next chapter gives more insights on

the research process. Advantages as well as limits of the introduced procedure are described.
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3.3 Summary and Reflection of the Research Process

This chapter presents a serious reflection of the methodological approach. Before the limits
and advantages of this work are presented, an overview of the whole process will be given.
This figure 12 should contribute to the transparency and comprehensiveness of the conducted
research process (presented in chapter 3.2). Since an interpretive case study approach was

conducted, the research process was defined by the “hermeneutic—phenomenological circle-

spiral” (Schwartz-Shea and Yanow 2012, 78). Hence, it was not straight forward.

Figure 12. Overview of the Research Process (Case 1-3)

Creation of a chronology

Mapping of actors, (inter-)actions
and arguments

Categorisation & detailed
scrutinisation of NGO actions

Adding of data from Eurobarometer
surveys, national polls and media analysis

Integration of insights from expert interviews &
test of narration

Comparison of politicisation processes (moves &
peaks) structured by the subquestions of this thesis

Steps of analysis
for each single
case

Source: Own illustration.
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Again, it needs to be emphasised that the research process, although presented as a step-by-
step approach for simplification and comprehensibility (figure 12), was by no means forthright.
Schwartz-Shea and Yanow (2012, 57) describe interpretative work as the “rhythm of an
iterative, recursive interpretive research process”. In the authors opinion this quote fits very
well to describe the scientific process of writing this thesis. The interpretative approach of going
“back and forth” influenced especially the development of chapter 3.1. The building of the
theoretical framework was constantly in progress. That is, the concepts presented in this part
— the operationalisation and the design of the arenas in particular — were repeatedly adapted
and partially realigned during the research process. It was an ongoing learning for the
researcher and a deep exchange between empirical insights and conceptual knowledge. This
course of action had however also the consequence that chapters focusing on the three cases

needed to be rewritten several times.

During the data collection phase, a very present problem was the one addressed by Checkel
(2008, 121) as “answering ’how much data is enough?’”. This issue particularly affected step
one and step two of the research process. Process analysis can be described as a very
resource intensive research technique (similar as process tracing). The problem was rarely
about “too little data” — in this context the extensive databases of NGOs were helpful — but
more about “too much data” that was difficult to process and filter. The step of mapping was
for each case a very time-consuming undertaking, that should not be estimated. The third step
of categorising and examining NGO actions in table format was essential in order not to lose

track.

To contribute to the validity of data and maintain an objective stance, it was an important move
to conduct expert interviews not only with NGOs but also with EU officials and others who
partook in the three distinct policy processes. The author was aware that the deep study of
NGO sources (and opinions) could have consequences for the interpretation of data and the
research results. To get a “balanced” view, it was helpful to not only study the argumentation
of other actors than NGOs, but also to “listen” to it. In addition, the expert interviews with EU
officials as “the complementary side” sometimes provided information about the NGO
constellation (alliances and collaborations) that helped to evaluate the reconstruction made —
through a detailed analysis of the texts — by the researcher herself. At the same time, it was
very important to get into contact and discuss actions with NGOs to not “overinterpret” their
positions or actions. As will become apparent later in the thesis (chapter 9), the cultural context
of an NGO i.e., in which member state an organisation is based, plays an important role. Many
of the NGOs studied are active in Germany, a state in which the researcher herself lives and

works. In order to avoid the distort of results, it was important to re-check in conversations with
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participating actors whether those German NGOs were really that active or whether this could

be a personal misjudgement of the researcher.

One noteworthy piece of information should be given about the activity of coding in the
mapping (step two of the illustrated research process). Here, it was particularly difficult to code
the audience of NGOs. Sometimes it was even not possible to label an actor or a group with
this code at that stage of research process. A problem was that the audience as such was
mostly not mentioned in the material itself, but rather emerged through a more in-depth
scrutinisation of the case and the conduction of the expert interviews. This example again

illustrates quite well the interpretative (“iterative”) work that was done.

Before the case analyses mirror this approach, there are two more substantive chapters. First,
the NGOs that appear in the case chapters are presented. Second, the political opportunity
structures to which NGOs are exposed at the EU level are outlined. These chapters thus

provide the context for the reader of this work to be able to dive into the three cases afterwards.
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4 Brussels-based and National NGOs in the Field of EU Counter-
Terrorism

This chapter is dedicated to the Brussels-based and national NGOs that are engaging in the
EU counter-terrorism field. It starts, however, with a broader perspective, presenting not only
the prominent NGOs but also the network, they are embedded in, and their alliances (chapter
4.1). These partnering organisations must not necessarily be located in an EU member state
but could be of global character as well. After mapping this NGO scenery that is active at the
EU level, the profiles of the prominent Brussels-based and national NGOs are illustrated
(chapter 4.2). This is a chance for you as a reader to get a better idea of who these main actors
that appear in the case studies are.®* A particular interesting insight that deserves some
attention is, that these are mainly NGOs who work with a focus on privacy and digital rights.
There is little literature that pays attention to these privacy organisations. An exception is
Bennett (2008). The subsequent presentation of these actors is therefore mainly based on
information provided by these NGOs themselves. In this thesis, the understanding of what an
NGO is, refers to the European Commission’s own definition (see chapter 2.1). The profiles
demonstrate that those organisations who will now be introduced meet this definition. The
chapter concludes with highlighting common characteristics of these organisations (chapter
4.3).

4.1 Mapping of Key NGOs Engaging in Counter-Terrorism at the EU
Level

The mapping of main Brussels-based and national NGOs in the subfield of EU security shows
that besides of a few exceptions, digital rights organisations or those groups who explicitly
focus on surveillance are active. Some of them prefer the label “civil rights” or “basic rights”
organisation. Table 7 provides an overview of the organisations that greatly drive the NGO
scenery in the policy processes around data retention, PNR and terrorist internet content. The
table lists those Brussels-based and national NGOs that are prominent in one (or more) of the
case studies and overtook a crucial role in pursuing voice, access and/or litigation at the EU
level.®° Besides that, the reader will also encounter information on the objective of these NGOs

and in which EU member state they have their main office.

64 Subchapter 6.2.1, 7.2.1 and 8.2.1 who all focus on the participating NGOs in the respective cases point this out.
65 This criterion includes NGOs based in the UK. As for example chapter six will demonstrate, the former member
state has played a major role in the examined case and period under review. The NGO WITNESS is an example
for an organisation that is not scrutinised in this section since it is based in the United States of America (USA).
Quintessenz, an Austrian group that could only be linked once to a voice action and that was only partly active in
the first case study, does not appear in subchapter 4.2. Amnesty International and Reporters Without Borders also
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Table 7. Brussels-Based and National NGOs Engaging in EU Counter-Terrorism

Name of NGO Focus Presence Prominent Case1- Case2- Case3-
role in DRD PNR Terreg

Access Now digital Belgium access (x) (x) X
rights

AK Vorrat AT/ basic Austria litigation X X

epicenter.works  rights

Article 19 human International access X X
rights (UK)ee

Center for human Belgium (and access (x) X

Democracy and  rights USA)

Technology

(CDT)

Civil Liberties civil Germany access X X

Union (Liberties) rights

Digitalcourage digital Germany voice, access X X (x)
rights

Digitale digital Germany voice, access X X X

Gesellschaft rights

(Digital society)

Digital Rights digital Ireland litigation X

Ireland (DRi) rights

European Digital digital International voice, access X X X

Rights (EDRI) rights (Belgium)

Gesellschaft fur  civil Germany litigation X

Freiheitsrechte rights

(GFF)

Liga voor human Belgium litigation X X

Mensenrechten  rights (Flemish)

Ligue des droits  human Belgium litigation (x) X

humains (LDH)  rights (Francophone)

La Quadrature digital France access, X X

Du Net (LQDN)  rights litigation

Privacy human International voice, access, X

International (P1) rights (UK) litigation

Statewatch civil UK voice X X X
rights

Source: Own illustration.

Before the next subchapter introduces these listed NGOs that actively engaged in the

European security subfield, the earlier addressed broader perspective is pursued, that involves

a description of the NGO network as well its non-governmental alliances in EU counter-

are not listed with their profiles, because they have not dealt specifically with the issue, only in the role of supporting

organisations.

66 United Kingdom (UK).
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terrorism. The information — who appears in which position — is drawn from the case analyses

presented in chapter six, seven and eight.

Table 7 contains the name of fifteen NGOs. With the exception of CDT Europe, Ligue des
droits humains and Liberties, all of them are part of the EDRIi network. One EDRi member, the
Berlin-based GFF, is part of the Liberties network together with the Belgian LDH. EDRi and
Liberties are partnering organisations, both focusing on EU policy analysis. The NGO profiles
will demonstrate that Bits of Freedom and the Electronic Frontier Foundation (EFF) are two
supporting organisations. They are both part of the EDRi network, the former group even was
involved in its founding, and provide financial help as well as support in public relations
activities (i.e. distributing the work and position of EDRI). Next to this Dutch and US-based
organisation, the Open Rights Group, the Panoptykon Foundation as well as the Austrian
association VIBE!AT®” appear as supporters. The UK-based NGO Open Rights Group is
involved as partner of Pl. The Polish Panoptykon Foundation collaborates with EDRi and
Access Now Europe on a regular basis. VIBE!AT supported epicenter.works in a legal action.
Just as epicenter.works, VIBE!AT is a member of EDRI, too. Adding to that, engagement was
visible from another Austrian EDRi member. The registered association Quintessenz, who is
one of the co-founders of EDRIi and involved in the organisation of the Big Brother Awards in
Austria, appeared as partner of Statewatch. Two EDRi members that also occur are luridicum
Remedium (luRe) and the IT-Political Association of Denmark (IT-Pol). The Czech and Danish
digital rights organisations are overwhelmingly active in their respective member states. The
latter mentioned NGO has a special standing due to Denmark’s opt-out from Justice and Home
Affairs (JHA) issues. Because of that, the implementation of legislation might look different at
their member state level compared to other EU countries. The Liga voor Mensenrechten
cooperated with two Belgian data protectionists. A campaign, in which also the Belgian LDH
was involved, was backed up by the platform datapanik.org as well as the Net Users’ Rights

Protection Association (NURPA). For a certain period, NURPA had an EDRi-observer status.

International organisations that can be called supporters are Amnesty International, Human
Rights Watch (HRW), Reporters Without Borders (RSF), Ligue des droits de 'Homme,
WITNESS and the Committee to Protect Journalists (CPJ). The common denominator for
these organisations is the fight for human rights. Even if this engagement for human rights
takes different forms and has different focal points. RSF and the CPJ both concentrate on
freedom of expression. RSF is like Ligue des droits de 'THomme headquartered in Paris. The
CPJ has experts around the world and its main presence in New York. The global NGO

WITNESS is also headquartered in New York. It shares, however, another similarity with CPJ,

67 Verein fir Internet-Benutzer Osterreichs.
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since it advocates for journalists and others who work with online streams and video
technology to protect human rights (WITNESS n.d.). The London-based organisation Amnesty
International and HRW, which has its head office in the US, are both active in the field of human
rights for over fifty years. They probably might be the best-known NGOs that are named in this

contribution.

The introduction of actors however does not stop here. One other NGO needs to be introduced:
The Counter Extremism Project (CEP). The CEP has offices in different cities like London and
New York. The NGO describes its objective as follows: “CEP builds a more moderate and
secure society by educating the public, policymakers, the private sector, and civil society actors
about the threat of extremism. CEP also formulates programs to sever the financial,
recruitment, and material support networks of extremist groups and their leaders” (Counter
Extremism Project n.d.). The organisation will emerge in a hitherto unusual context: As a
counterpart of the digital rights NGO scene. A summary of the active NGO network and its
alliances is given by figure 13. The background of those organisations whose names have

been colour-coded are illustrated in chapter 4.2.
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Figure 13. Overview of NGO Network and Supporting Organisations in EU Counter-Terrorism
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Source: Own illustration based on information provided by chapter six, seven and eight.
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4.2 Profiles of Brussels-based and national NGOs

This section presents the prominent human rights and privacy NGOs in detail. For each
organisation a profile is created that sheds light on the groups’ self-understanding,
development, funding and (strategic) objectives. The NGO European Digital Rights (EDRI) is
the first to be introduced. It is the umbrella organisation of several other civil rights defenders
whose profiles appear as well in this subchapter. Then NGOs are introduced in alphabetical

order.

European Digital Rights (EDRI)

Founded: 2002

Type: International NGO

Membership status: Umbrella-organisation

Headquartered in: Brussels

Mission: “to challenge private and state actors who abuse their power to control or
manipulate the public” (European Digital Rights n.d.c, 2).

e Campaigns®®: SaveThelnternet.eu, #ReclaimYourFace, #BanBS®®

The organisation EDRIi can be seen as a project of several NGOs and civil rights defenders.
The founding organisations were among others Bits of Freedom (European Digital Rights
2009) and Privacy International (PI), which will be introduced later. In total, ten organisations
participated in its founding (European Digital Rights 2010c). In 2022, more than forty NGOs
have an EDRi membership (European Digital Rights n.d.d). In 2010, the number was far lower
with almost thirty NGOs joining the network (European Digital Rights 2010c). Almost all EDRI
members are based in the EU. The organisation has however a specific notion of the region in
mind: “We always think Europe in terms of the Council of Europe territory — so not just
European Union member states” (European Digital Rights 2010c). The EFF and EPIC make
two exceptions as both are are based in the USA. EDRi member Pl is registered as
international — albeit its main office is in London — and Access Now is labelled European.
Organisations, who want to become active within the EDRi network do not automatically have
to become a member, they can also take part as an observer. EDRI itself is member of several
bodies. For example, the Organisation for Economic Co-operation and Development (OECD)
or the European Association for the Defense of Human Rights (AEDH). This information comes
from the EU transparency register, in which the NGO enlisted itself (europa.eu 2021). EDRI
participates in the Commission’s “Group of Experts on EU Trade Agreement” in which it is
listed as NGO (European Commission n.d.b). To fulfil its mission, the digital rights defender

uses the means of advocacy work and campaigning. The NGO receives its funding from

68 This is only a selection and does not cover all campaigns of NGOs. It just should give an impression in which
scenarios these organisations listed under 4.2 cooperated.
69 BS stands for Biometric Surveillance.
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foundations and companies. Those enterprises are Duckduckgo, Microsoft, Twitter or Mozilla
— all internet service providers (European Digital Rights 2022). The US based research center
and EDRi member EPIC is listed as a “non-corporate donor” (European Digital Rights 2022).
The list of funders also covers the European Data Protection Supervisor (EDPS).” In its annual
report of 2020, the digital rights NGO declared that it received around 70 percent foundation
grants (European Digital Rights n.d.a, 42). EDRI takes part in several events. For example as
participant in the digital rights conference re:publica, which is among others organised by the
German blog Netzpolitik.org, or as (co-)organiser of the Belgian Big Brother Awards. The latter
“is an event which seeks to highlight violations of our privacy, especially with regard to new
methods of surveillance, associated with the development of technology” (luridicum Remedium
2018). A true characteristic of the NGOs’ work is, however, the dissemination of news from the
EU bubble as Bennett (2008, 53) describes: “Its activities now concentrate on the publication
of the very successful bi-weekly newsletter, the Edrigram.” As umbrella organisation it
overtakes a main coordinating function in all three policy processes as the subsequent studies
(chapter six, seven, eight) will show. Next, the focus is on Access Now Europe. The

organisation is not only member of EDRI, but also shares the same building in Brussels.

Access Now Europe

Founded: 2009

Type: International NGO with a branch in Europe

Membership status: EDRi member

Headquartered in: Brussels

Mission: “Access Now defends and extends the digital rights of users at risk around the
world” (Access Now n.d.b).

e Campaigns: SaveThelnternet.eu, #KeepltOn, #ReclaimYourFace, #BanBS

The NGO was responsible for “disseminating the video footage that came out of the Iran
despite government efforts to thwart outgoing communication” (Access Now n.d.a). It has
several offices around the world. Staff members work in Latin America (e.g. Argentina), North
America (e.g. Canada), in Africa (e.g. Ghana) or Asia (e.g. the Philippines) (Access Now n.d.b).
In 2022, the Brussels staff team has been active twelve years at the EU level. The issues the
European presence is concentrating on are “privacy and data protection, freedom of
expression, artificial intelligence, surveillance and national security, Net Neutrality, and more”
(Access Now 2019b). The Brussels team consists of four staff members. It is represented in
one Commission expert group as a NGO (europa.eu). The team describes its cooperation with
EU institutions as follows: “The Brussels team liaises on a regular basis with members of the

European Parliament from all political families, European Commission officials, including high-

70 See also the annual report of 2020 published by EDRI (n.d.a., 43).
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ranking directors and commissioners, and representatives from member states to the Council
of the EU” (Access Now 2019b). In addition, the NGO’s work is characterised by the
preparation of analysis reports for MEPs and EU data protection authorities. In total, the work

”, W LI T

of the NGO concentrates on “five issue areas”: “privacy”, “freedom of expression”, “digital

LT ” o«

security”, “business and human rights”, “net discrimination” (Access Now n.d.b). Together with
EDRI it presented an evaluation of the Commission’s work on online disinformation (Access
Now 2018). Access Now Europe describes its relationship with EDRI as follows: “Our work in
the EU is reinforced by cooperating with national and international digital rights groups from
across Europe. We are a proud member of European Digital Rights (EDRi), working now for
many years in collaboration with established and emerging organisations and individuals”
(Access Now 2019b). Access Now receives its funding from foundations and companies, but
also individual donors. Such as EDRI, it receives financial support from companies like
DuckDuckGo, Mozilla, Microsoft or Apple. In 2021, it was also funded by different foreign
offices of states. For example, the German Federal Foreign Office, the UK Foreign,
Commonwealth and Development Office or the Dutch Ministry of Foreign Affairs (Access Now
n.d.c). In its 2020 delivered “European Human Rights agenda for the digital age”, the NGO
named the protection of freedom of expression as a key aim (Access Now 2020). This objective
will become visible in the subsequent case analysis, too. Epicenter.works, a group that is now
introduced, was one of the cooperating partners of EDRi and Access Now in the

“SaveThelnternet.eu” campaign.

AK Vorrat AT/epicenter.works

Founded: 2010

Type: Austrian NGO

Membership status: EDRi member

Headquartered in: Vienna

Mission: “committed to the preservation of fundamental rights in the digital age and a
pluralistic society” (European Digital Rights 2017b).

e Campaigns: SaveThelnternet.eu, Pledge2019.eu, #ReclaimYourFace

The NGO epicenter.works focuses on distinct issues concerning digital rights: Net neutrality,
PNR, surveillance measures and data retention. The latter is closely intertwined with the
creation of the NGO. epicenter.works was founded shortly before Austria adopted the national
implementation law on data retention (epicenter.works n.d.d). Back then the group was called
“Arbeitskreis Vorratsdaten Osterreich” (AK Vorrat AT). The NGO has its current name only
since 2016: “The new brand is an expression of the broader spectrum of content that the
organization works on” (epicenter.works n.d.d). The NGO emphasises its independence on its

website and links this value to its funding organisations. The organisation states that it does
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not accept funding of corporations like Google or Facebook (epicenter.works 2019d).
According to the group’s transparency report of 2019, its sources of funds are overwhelmingly
donations; then releases of capital reserves, then grants and then sponsoring incomes
(epicenter.works n.d.a). One of the supporting members of epicenter.works is the German
Chaos Computer Club (CCC). In 2019, it announced to have financial problems and called for
public funding in Austrian news magazines (DER STANDARD 2019). The NGO became well-
known in Austria not only for its work against data retention but also for the publication of its
“Handbook for the Evaluation of Anti-Terrorism Legislation”, which “aims to support state and
civil society organizations with identifying surveillance measures that potentially infringe
fundamental rights before they come into effect” (epicenter.works n.d.c). In 2021, the NGO
declared the EU terrorist content online regulation as a top priority of its efforts. Above that, it
calls their activities with regard to EU PNR as a milestone of its work (epicenter.works 2020).
So far, three digital rights NGOs have been introduced. Now, the profile of the first human
rights NGO follows.

Article 19

Founded: 1987

Type: International NGO

Membership status: EDRi member

Headquartered in: London

Mission: “ARTICLE 19 works for a world where all people everywhere can freely express
themselves and actively engage in public life without fear of discrimination” (ARTICLE 19
n.d.a)

o Campaigns: #KeepltReal, #ChallengeHate, #ReclaimYourFace

Just like the organisations presented above, the human rights NGO Article 19 is also part of
the EDRi network. It was however already established before EDRI started its work in Brussels.
The inspiration for its name came from the Universal Declaration of Human Rights, in which
the said Article 19 deals with the rights to freedom of expression. The NGO is registered as
global, since the staff members operate not only in Europe but also in North America or the
Middle East (ARTICLE 19 n.d.e). At EU level, the NGO is included as expert in the
Commission’s group that concentrates on Strategic Lawsuits against Public Participation
(SLAPP) (ARTICLE 19 2020c). This is also a key issue on which the NGO is focusing on
(ARTICLE 19 Netherlands n.d.). At UN level, it is involved in the Human Rights Council
(ARTICLE 19 n.d.d). The NGO publishes the “The Global Expression Report”, which can be
understood as a “global, data-informed, annual look at freedom of expression worldwide”
(ARTICLE 19 2021a, 8). In its Annual Report of 2020, the NGO stressed the production of
more than thirty legal analyses and highlights the EU Terreg as one of the examined policies
(ARTICLE 19 n.d.c, 18). In 2022, EDRI and Article 19 are working together on the EU Digital
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Service Act (ARTICLE 19 2021b). The funding of Article 19 comes from different bodies. The
NGO highlights “institutional donors” (ARTICLE 19 n.d.a), but also “long-term donors”
(ARTICLE 19 n.d.b). The latter term includes the European Commission and the Open Society
Foundations. The Annual Report of 2020 also highlights foreign ministries (e.g. Germany, UK,
Netherlands) and corporations like Facebook or Google as donors (ARTICLE 19 n.d.c, 66—
67). The Center for Democracy and Technology that will now be introduced, is the first

organisation that is not a member of EDRI.

Center for Democracy and Technology (CDT) Europe

Founded: 1994

Type: International NGO with a branch in Europe

Headquartered in: Brussels

Mission: “CDT Europe advocates for the promotion and protection of democracy and
human rights in European tech law and policy” (Center for Democracy and Technology
n.d.c).

The CDT is an US-based “public interest group” (Center for Democracy and Technology n.d.a).
Like Access Now it has a branch in Europe but does not understand itself as a “membership
organisation”. The Center labels itself as a not-for profit organisation (europa.eu 2022d). The
European presence is listed in the EU transparency register since 2012 (europa.eu 2022d).
The US office was founded by the executive director of the EFF (C. J. Bennett 2008, 50). Peter
Hustinx, former EDPS (2004-2014), is member of the organisations Europe Board (Center for
Democracy and Technology n.d.b). Three staff members work full-time in the organisation’s
European office. The director of CDT Europe has a human rights background since she worked
as advocacy director at Amnesty International. During this position she was covered as one of
the “women who shape Brussels” by Politico in 2017 (Heath and Mischke n.d.). The focus of
CDT Europe is clearly on the EU and not the national member state level. The group’s
programmatic issue areas are “Free Expression & Intermediary Liability”, “Artificial
Intelligence”, “Government Surveillance and Access to Personal Data”, “Data Protection and
Privacy”, “Net Neutrality” in the EU (Center for Democracy and Technology n.d.a). According
to the Commission’s transparency register, the EU Terreg was also a key topic for CDT Europe
(europa.eu 2022d). The Brussels’ team for example was in exchange with representatives of
the EP, which exemplifies the main strategy of the group. It operates “by bringing expertise as
well as stakeholders together” (Center for Democracy and Technology n.d.e). CDT Europe is
funded by the Washington-based headquarter but wants to become an independent entity in
the future (Center for Democracy and Technology n.d.d). Companies and foundations that
support CDT financially are for example Google, Amazon, Open Society Foundations or

Twitter (Center for Democracy and Technology n.d.d). In this context, CDT states that “financial
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supporters have no influence or control over CDT’s projects or priorities, including the content
of educational programs, research, written reports, or other work product” (Center for
Democracy and Technology n.d.d). In a next step, the work of a Berlin-based organisation is

illustrated.

Civil Liberties Union for Europe (Liberties)

Founded: 2017

Type: European NGO

Membership status: Umbrella-organisation

Headquartered in: Berlin

Mission: “to support the EU in applying its powers to respect (refrain from actively
violating), protect (prevent third parties such as national governments and companies
from violating), and promote (take measures to create an environment where rights are
more likely to be realised) fundamental rights, the rule of law and democracy” (Civil
Liberties Union for Europe n.d.c, 5).

o Campaign: #StopSLAPPs, #ReclaimYourFace, #BanBS

Comparing Liberties with the above-presented organisations two characteristics stand out. The
NGO is not a member of EDRi and quite newly established. Next to its head office in Germany’s
capital city it has also a full-time presence in Brussels. Its entry in the EU transparency register
indicates that the NGO’s work is also characterised by lobbying activities in Brussels. The NGO
declares that it “is built on a network of national civil liberties NGOs from across the EU” (Civil
Liberties Union n.d.a). From the 2020 Annual Report, one can extract that the NGO has 18
member organisations (Civil Liberties Union for Europe n.d.c). Some of the names will come
up in the course of this thesis. This includes for example the GFF or the Ligue des droits
humains (Belgian League of Human Rights) (Civil Liberties Union n.d.b). The aim of Liberties
is, however, to grow. The NGO wants to increase its scope of members until it has a
representative in each EU member state (Civil Liberties Union n.d.a). The NGO stands up for
the freedom of EU citizens as well as the principles of a democratic society. Such as Article
19, it is also participating in the expert group SLAPP (europa.eu 2022b). Together with EDR,
Amnesty International and Access Now, it works on EU policies such as the Digital Service Act
or the EU’s disinformation strategy. Regarding the latter it drafted an own report to confront
the matter of false sources, reporting and facts (Access Now, Civil Liberties Union for Europe,
and European Digital Rights 2018). Liberties emphasises this partnership with EDRi as an
initial goal: “Liberties’ aim was also to build a supporting network of other civil liberties NGOs
therefore Liberties contacted potential partner NGOs and shared its policy papers and other
analyses with them” (Civil Liberties Union for Europe n.d.b). The NGO is funded by a number
of foundations. One of them, whose name has already been mentioned several times, is the

Open Society Foundations (Civil Liberties Union n.d.a). According to the NGOs Annual Report
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of 2020, the Open Society Initiative for Europe and the Ford Foundation are also major funders
(Civil Liberties Union for Europe n.d.c). The link to the field of EU counter-terrorism becomes
evident in the first Annual Report (2017) of the group. The NGO highlights itself as opposer of

surveillance (Civil Liberties Union for Europe n.d.b):

In the name of counter-terrorism, governments and companies routinely intercept, record and
store communications and other personal data that passes over the internet. Mass surveillance
has not helped to combat terrorism, and is probably endangering public safety by distracting
security services from genuine threats and pulling resources away from more traditional forms of
intelligence gathering.

The next NGO that will be regarded is such as Liberties based in Germany. The founding of

this German data protection group however dates to the 1980s.

Digitalcourage (and German Working Group on Data Retention)

Founded: 1987

Type: German NGO

Membership status: EDRi member

Headquartered in: Bielefeld

Mission: “Digitalcourage advocates for fundamental rights, privacy and protecting
personal data. We want to shape technology and politics with a focus on human dignity”
(Digitalcourage 2021).

e Campaign: #ReclaimYourFace, #BanBS, SaveThelnternet.eu

Unlike the NGO Liberties, the organisation Digitalcourage e.V. has been in business for quite
some time. It works on digital rights issues for more than thirty years already. Until 2012, it was
named FoeBuD (Verein zur Foérderung des Offentlichen bewegten und unbewegten
Datenverkehrs). The organisation mainly campaigns against mass surveillance and the
general suspicion of citizens. The NGOs’ actions are related to this goal. Digitalcourage is for
example the organiser of the Germen Big Brother Awards since 2000. Its 2021 annual report,
shows that the NGO works with a set of different means (pandeluun and Tangens 2020). These
are for example the organisation of demonstrations and complaints, lobbying and advocacy
work as well as the preparation of presentations and publications. Organising demonstrations
is a part of their work that Digitalcourage is very proud of: “We have been a central part of
broad coalitions behind large-scale rallies such as Freiheit statt Angst (“Freedom not Fear”,
which brought some 50,000 people out at its peak in 2008) and unteilbar (“indivisible”, where
almost 250,000 stood up against the far right in 2018)” (Digitalcourage 2021). In 2021, the
NGO reports to have around 3000 supporters (Digitalcourage 2021). According to the EU
transparency register, Digitalcourage is focusing on different EU policies such as the ePrivacy
directive, EU data retention and EU PNR (europa.eu 2022¢). Digitalcourage is mainly financed

by membership fees and donations (Sieber 2021).
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However, the NGO is not only collecting funds for itself, but also for the German working group
on data retention (AK Vorrat DE) (Digitalcourage n.d.). The group describes itself as “an
association of civil rights campaigners, data protection activists and Internet users.” (German
Working Group on Data Retention n.d.b) Digitalcourage is member of AK Vorrat DE and
responsible for its website. It describes its relation to the working groups as follows: “Ganz viel
unserer Arbeit zum Thema Vorratsdatenspeicherung passiert im und mit dem AK-Vorrat*
(Simon 2015). The German AK Vorrat does not have any organisational basis’!, which is why
it is not listed in this chapter as a NGO. It is rather regarded as a data protection group. Due

to the closeness to Digitalcourage, it will further be scrutinised in the case analyses.

Digitale Gesellschaft (Digital Society)

Founded: 2010

Type: German NGO

Membership status: EDRi member

Headquartered in: Berlin

Mission: “Wir wollen eine offene und freie digitale Gesellschaft erhalten und mitgestalten®
(Digitale Gesellschaft n.d.b).

o Campaign: #ReclaimYourFace, SaveThelnternet.eu, #BanBS

The Digitale Gesellschaft, also called digiges, celebrated its tenth anniversary in 2020. In the
EU transparency register, the organisation states that it has no financial purpose and is
independent. The latter aspect is also emphasised on the NGOs’ website: “Die Digitale
Gesellschaft e.V. versteht sich als parteiunabhangige Organisation® (Digitale Gesellschaft
n.d.a). It also appears in the German transparency register as “Privatrechtliche Organisation
mit Gemeinwohlaufgaben“ (Deutscher Bundestag 2022a). Here, the charity aspect of digiges
becomes visible. The NGO has two staff members and the board of Digital Society works on
a voluntary basis (Digitale Gesellschaft n.d.d). Digiges (n.d.b) was founded among others by
members of the German digital rights blog Netzpolitik.org. The groups financing is based on a
mix of contributions of members, individual donors, project funds and grants of institutions
(Digitale Gesellschaft 2019). One of the NGO’s funders is the Open Society Foundations
(Digitale Gesellschaft n.d.d). To fulfil their mission, it works as campaigner, with lobbying as
well as advocacy strategies. It produces for example statements and provides information on
ongoing legislative projects. Digital Society for example explained upload filters to the wider
public in a small booklet (Busch-Heizmann 2020). Once per month, the NGO organises an
event, called “Netzpolitischer Abend”. As one success of the year 2020, digiges describes its
involvement in the policy process on the EU terrorist content online regulation (Digitale

Gesellschaft n.d.c). Why it is listed as success will become clear in chapter eight. The

7! See Simon (2015): “Der AK Vorrat hat keine feste Struktur.”
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organisation was also greatly involved in the process around PNR as chapter seven highlights.

In the next paragraph, EDRi member Digital Rights Ireland is presented.

Digital Rights Ireland (DRi)

Founded: 2005

Type: Irish NGO

Membership status: EDRi member

Mission: "Digital Rights Ireland is dedicated to defending Civil, Human and Legal rights in
a digital age.”

o Campaign: #no2psc (Public Service Card)

The EFF lists DRi as “a digital rights lobbying and advocacy NGO” (Electronic Frontier
Foundation 2014). It is in fact a very small NGO. The staff and the three directors work
completely voluntary. The group has no headquarter or other kind of presence (Digital Rights
Ireland n.d.a). DR is dependent on donations. However, it refrains from labelling itself “charity”
and gives a straightforward explanation for that: “In Ireland, charities aren’t allowed to take part
in political activity. We are a non-profit company limited by guarantee — which means that we
cannot distribute any funds to our members” (Digital Rights Ireland n.d.b). Consequently, no
personal profit is in place. On the contrary, DRi explains that donations automatically are linked
to their work and not to the financing of other things: “We have no staff or office, so all our
funds go directly towards our work* (Digital Rights Ireland n.d.a). DRi cooperates with Privacy
International as well as Access Now. Together with Pl it drafted the report “The Right to Privacy
in Ireland” (Privacy International 2016a). Some reader of this contribution might already know,
in which context of EU counter-terrorism the NGO gained prominence. As chapter five and six
will demonstrate, a CJEU ruling is named after this organisation. That litigation as a means
seems to be important to the NGO can be inferred to some extent from the professions of their
team. Another NGO, that specialised on litigation, is the German Gesellschaft fir

Freiheitsrechte.

Gesellschatft fiir Freiheitsrechte (GFF)

Founded: 2015

Type: German NGO

Membership status: EDRi member, Liberties member

Headquartered in: Berlin

Mission: “to establish a sustainable structure for successful strategic litigation in the area
of human and civil rights in Germany and Europe” (European Digital Rights 2016a).

o Campaign: #noPAG (Bavarian Police Task Act)

In 2020, the NGO declared to have fifteen staff members (Gesellschaft fir Freiheitsrechte
2020a). Former MEP Felix Reda is part of the GFF team. GFF focuses on different
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programmatic issues like digital rights, equality and antidiscrimination, social participation,
fundamental rights and democracy promotion (Gesellschaft fir Freiheitsrechte n.d.b). The GFF
is active in a digital rights as well as a civil rights NGO network. Among others, its partners are
Amnesty International, the already presented NGO digiges and EDRi-founder Bits of Freedom
(Gesellschaft fur Freiheitsrechte n.d.c). It also cooperates with LQDN and PI, two NGOs that
will be introduced later. The GFF receives its funding like many others from the Open Society
Foundations and DuckDuckGo (Deutscher Bundestag 2022b). The CCC and Netzpolitik.org
are also listed as donors (Gesellschaft flr Freiheitsrechte n.d.a). The 2020 annual report of
the NGO shows that the largest sums of funding were granted by (ongoing) memberships and
individual donations as well as institutions (Gesellschaft fir Freiheitsrechte n.d.b, 26).
However, this money does not fund the board of GFF, since the directors work entirely on a
voluntary basis. The GFF declares to be a charity and highlights its will to be independent
(Gesellschaft fur Freiheitsrechte n.d.a). The actions of GFF concentrate on Germany’s national
level, but also on the EU level. The above-mentioned mission illustrates this. For several years
now, it examines and assesses the (public) room for NGOs to manoeuvre in Germany and
Europe (Gesellschaft fiir Freiheitsrechte 2019b). The focus now turns to a Belgian-based

human rights NGO and away from the German level.

Liga voor Mensenrechten

Founded: 1979

Type: Belgian NGO

Membership status: EDRi member

Headquartered in: Gent

Mission: "We raise support for human rights and prevent human rights violations in
Belgium” (Liga voor Mensenrechten 2020).

e Campaign: Police Watch

The Liga voor Mensenrechten is a Dutch-speaking organisation. The NGO describes itself as
“a Belgian human rights NGO, focusing on Flanders and Brussels” (Liga voor Mensenrechten
2020). The regional aspect of this self-presentation will become later again of importance. The
EDRi membership becomes also visible in the organisation’s activities. Together with EDRIi it
organises the Belgian Big Brother Awards. Next to this, the NGO awards a human rights prize
every year (Liga voor Mensenrechten n.d.). Other activities of the NGO are litigation,
educational training and the drafting of policy analyses. The organisation focuses in particular
on the following topics in its daily (human rights) work: “the balance between freedom and
security; the rights of prisoners; privacy; and non-discrimination“ (Liga voor Mensenrechten
2020). On the state of privacy’ rights in Belgium, the NGO published in cooperation with Pl a

report (Privacy International, Liga voor Mensenrechten, and Ligue des droits de 'Homme
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2015). The Liga voor Mensenrechte is financed by donations. In 2020, it started a crowdfunding
project together with the Belgian NGO Ligue des droit humains to finance a “Human Rights
House” in Brussels. (van Durme 2020). The stronger cooperation with the Francophone NGO
is a key objective of Liga voor Mensenrechten (Liga voor Mensenrechten 2020). Before the
introduction of Belgian’s federal political system, there was only one Belgian Liga instead of
the two NGOs Liga and la Ligue. The next section reflects the activities of the Francophone

pendant of Liga voor Mensenrechten.

Ligue des droits humains (LDH)

Founded: 1979

Type: Belgian NGO

Membership status: Liberties member

Headquartered in: Brussels

Mission: “promeut les principes d’égalité, de liberté et de solidarité” (Ligue des droits
humains n.d.b., emphasis in the original).

o Campaign: Police Watch, #ReclaimYourFace

The LDH is like Liga voor Mensenrechten involved in the organisation of the Belgian Big
Brother Award. However, it has no membership (or observer) status of EDRI like its sister
organisation. Like GFF, Ligue des droit humains is a member of the Liberties network. The
defender of human rights was founded under the name Ligue des droits de 'lHomme. Since
2018, the league bears its new name (Ligue des droits humains n.d.a). This is indeed less
confusing, since in France another (Paris-based) Liga with the same name is in place. All three
organisations — the French Ligue des droits de ’'Homme, the Belgian Liga voor Mensenrechten
and the Belgian LDH — are all part of the International Federation for Human Rights.
The AEDH, in which EDRI is a member, is also part of this international human rights NGO
with more than 190 leagues (International Federation for Human Rights n.d.). The LDH is
financed by membership donations as well as public and private grants (Ligue des droits
humains n.d.c, 39). It focuses like Liga voor Mensenrechten on prisoner’s rights, privacy rights
and anti-discrimination (Civil Liberties Union for Europe n.d.a). Similar to the Dutch-speaking
organisation, it uses the means of education, litigation and policy analyses to purse its aims.
On the former mentioned activity is a great focus of the NGO (Civil Liberties Union for Europe
n.d.a):

LDH educates the public to respect basic human rights (including institutional violence, access to

justice, respect for minorities, women's rights), challenges the political power on issues

concerning human rights, trains adults (under its continuing education activities) on awareness of

human rights issues and the law, and brings issues regarding the development of educational
tools and training to the attention of education stakeholders.
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It went before the Belgian court to litigate against the retention of passenger data as chapter
seven will illustrate. Not once, but twice: LDH was against the creation of an European PNR

system as well as against the EU’s exchange of traveller's data with the US.

La Quadrature du Net (LQDN)

Founded: 2008

Type: French NGO

Membership status: EDRi member

Headquartered in: Paris

Mission: “La Quadrature du Net is a non-profit association that defends the rights and
freedom of citizens on the Internet. More specifically, it advocates for the adaptation of
French and European legislation to the founding principles of the Internet, most notably
the free circulation of knowledge” (La Quadrature du Net n.d.d).

¢ Campaign: #ReclaimYourFace, SaveThelnternet.eu, #BanBS

LQDN became a part of the EDRI network in 2021 (La Quadrature du Net 2021a). The NGO'’s
work is provided with grants by Open Society Foundations and La Fondation Charles Léopold
Mayer pour le Progrés de 'Homme (La Quadrature du Net n.d.a). Furthermore, the
organisation stresses its dependency on individual sponsors. In 2021, almost 80 percent of
their revenues were based on donations (La Quadrature du Net n.d.c). According to the EU
transparency register, the NGO has seven staff members and seven board members
(europa.eu 2022c). One of the founding members of LQDN is from the French Data Network.
As the case study on data retention will show, do these organisations also appear as partners.
Moreover, the NGO stresses to have a relation to Pl as a partner organisation. Connections to
Amnesty International as well as the Ligue des Droits de ’'Homme (based in Paris as well) are
also existent (La Quadrature du Net n.d.a). LQDN concentrates on topics like net neutrality,
censorship and the protection of personal data (europa.eu 2022c). Like many of the other
NGOs illustrated before, LQDN focuses on educational means, advocacy and legal tactics to
pursue its work. Before the section on the NGO'’s supporter Pl starts, one further characteristic
of this organisation needs to be highlighted. It perceives itself to be “at a key position, at the
interface of a Free Software movement, inspired by the emancipating ethic of hackers and
other pioneers of the Free Internet, and human rights organizations, whether they are French
or not” (La Quadrature du Net 2018c).
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Privacy International (Pl)

Founded: 1990

Type: International NGO

Membership status: EDRi member

Headquartered in: London

Mission: “That’s why Pl is here: to protect democracy, defend people's dignity, and
demand accountability from institutions who breach public trust” (Privacy International
n.d.a).

o Campaign: #ReclaimYourFace, #BanBS

The global operating NGO is already an old-timer in the field and describes the time period
after the attacks in the US in 2001 as “challenging”: “people were more shocked at the
abrogation of rights at that moment than they were even just a few years later. Normalisation
takes root quickly” (Privacy International 2018). The organisation is not only responsible for
the founding of EDRI but also for the creation of the Big Brother Awards. In 1998, the event
was first launched by PI (Cullen 2003). Together with Access Now Europe, it is part of a
Commission’s expert group that focuses on the General Data Protection Regulation (GDPR)
(europa.eu 2022a). With its more than twenty’? staff members, the UK-based NGO works on
topics that are related to surveillance, borders and security as well as data protection. Next to
the monitoring of privacy rights and the publication of reports, litigation is also an essential
activity of the organisation. The NGO took for example legal action against SWIFT”® due to
data protection issues (Privacy International 2018). Pl is funded by different sources. On the
one side, the financial contributions of several institutional bodies such as Open Society
Foundations, Ford Foundation or Digital Freedom Fund are highlighted in the annual report of
2020 (Privacy International n.d.b, 13). The NGO also states that it received earlier grants by
the Mozilla Foundation or EPIC (Privacy International n.d.c). On the other side, it describes
individual donations as essential (Privacy International n.d.c). The organisation is listed in the
charity register of the UK (Charity Commission for England and Wales n.d.). A partnering
organisation of Pl is Statewatch. Such as PI, the organisation is based in the UK and its

creation goes back to the very early 90s. The profile of Statewatch is now presented.

2 This information is derived from Charity Commission for England and Wales (n.d.).
73 SWIFT stands for Society for Worldwide Interbank Financial Telecommunication. Subchapter 5.1 will take
recourse on the issue.
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Statewatch

Founded: 1991

Type: UK-based NGO

Membership status: EDRi member

Headquartered in: London

Mission: “To monitor, analyse and expose state activity that threatens civil liberties,
human rights and democratic standards in order to inform and enable a culture of
diversity, debate and dissent.” (Statewatch n.d.a, emphasised in the original).

o Campaign: #ReclaimYourFace, #BanBS

Issue areas that the staff members of Statewatch are focusing on are privacy rights, data
protection, migration and asylum policies as well as surveillance (Statewatch 2020a). The
background of the persons working on these issues is diverse, including for example
journalists, researchers or activists. A main aim of the NGO is the promotion of democracy. To
achieve this self-set goal, the NGO pursues a specific approach — one that distinguishes it from
other illustrated organisations. Statewatch makes secret documents of EU institutions
accessible on its website: “As time went on this became one of the organisation’s key roles —
to expose and challenge new laws and policies being discussed by governments within the
Council that were being kept hidden from public view” (Statewatch 2020a). Thus, it stresses
“the publication of critical research and investigative journalism” (Statewatch 2020a) as key
tasks. In this context, the NGO’s largest database “Statewatch European Monitoring and
Documentation Centre (SEMDOC)” can be named. It entails documents reflecting the EU’s
work and decisions in JHA (Statewatch n.d.c). The NGO has also other “observatories” on its
website in place. For example, one document pooling on EU data retention (see chapter 3.2).
In its research activities, the organisation works together with the Transnational Institute
(Statewatch n.d.b). The link between the NGO and the field of EU counter-terrorism is apparent
in the project “Securing Europe through Counter-terrorism: Impact, Legitimacy, and
Effectiveness (SECILE)”. The project pursues an impact assessment of EU measures in this
security subfield. Statewatch has a charity status in the UK. The funding comes from
institutional sources — e.g. Open Society Initiative for Europe — as well as donations from the
public (Statewatch n.d.a). For its 30" anniversary, the NGO started a crowdfunding campaign
to fortify its work (Statewatch 2020b).

This was the last organisation that was covered in detail. The next subchapter will summarise

the main insights given by these profiles and the presentation of the NGO network (4.1).
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4.3 Interim Conclusion

The overview of Brussels-based and national NGOs highlighted some common characteristics
of the organisations. One observation has already been made in advance. In the field of EU
counter-terrorism mainly those NGOs with a digital rights focus are engaged. Global human
rights organisations rather tend to act as supporters. Figure 13 showed the interconnectedness
of these actors. This illustration also shows the great commitment of EDRi members in the
field. Another observation is the relation between the founding of certain NGOs and the issues
of surveillance and data retention. This will play a role in chapter six. Probably the most
relevant example is epicenter.works. The profiles (subchapter 4.2) also revealed how poorly
equipped some of these organisations are in terms of resources. Not only is there a lack of
financial resources, but also of personnel. Some of the offices are staffed with a maximum of
three full-time employees. With regard to the financing of NGO’s work, it can be stated that this
is mostly based on donations from individuals, members and institutions. The Open Society
Foundations were named most frequently as a donor. Interestingly, some NGOs accept
donations from companies like Google, Twitter and Apple. This raised some discussion in the
past. Bennett (2008, 51) for example highlights a dispute with regard to the funding of the
American CDT, where the organisation made the following statement: “CDT counters by
arguing that you cannot develop public policy without understanding technology, and that
requires close cooperation with hardware and software vendors, Internet Service Providers,
and telecommunication companies.” The case studies will show (especially chapter eight) that
there is at least no alliance between these former mentioned “Big Techs” and NGOs. In the
next chapters, it will become observable, that those actors who were listed as founders of
organisations, appear as cooperating partners. Netzpolitik.org (connected to digiges) and
French Data Network (founder of LQDN) can be named in this context.

This section ends on a critical note. Sometimes it was rather difficult to gain a swift insight into
the financial state of an organisation and its sponsors. Although many of the mentioned NGOs
upload easily accessible transparency reports, this is not always the case. However,
transparency is a value that has already become apparent in several profiles and is also raised
as an argument by NGOs in the context of the EU data retention directive, the EU PNR directive
and the EU Terreg.

The next subchapter gives an illustration of the political opportunity structure in which NGOs
are embedded in and interact with other actors (for example EU institutions). Thus, after
chapter four illustrated the main actors of this dissertation, the framework in which these are
working is now considered. The aim is to filter information on those points where NGOs enter
the EU counter-terrorism policy field. The surveillance issue as highlighted in the profile of

Liberties Europe is one of these proclaimed entry points.
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5 The Political Opportunity Structure of EU Counter-Terrorism

Since chapter two demonstrated the importance of the political opportunity structure for
politicisation and NGO involvement, the institutional and thematic entry points of these
organisations in the policy subfield EU counter-terrorism™ will now be illustrated. Two
questions drive this chapter: To what extent does the EU policy field provide points of reference
(or interest) for the work and objectives of NGOs? How does the (inter-)institutional framework

in which these organisations operate look like?

First and foremost, this chapter concentrates on the depiction of EU counter-terrorism as a
field of interest for NGOs (chapter 5.1). It thereby identifies main measures and trends which
drove the emergence of this area, but also highlights scholars’ observations and queries in this
regard. In doing so, it gives some background information on the policies that form the basis
of chapter six, seven and eight. This serves as a preparation for the comprehensibility of
political discussions and actor constellations prevalent in the subsequent case analyses. In a
further step, the role of the European Commission, Council of the EU, the EP and the CJEU in
the field is explained (chapter 5.2). According to NGO EU security research, these European
institutions are the potential points of exchange for these non-state actors. Their significant
role is likewise emphasised in EU CT research (e.g. Trauner and Ripoll Servent 2016; Wensink
et al. 2017).” Chapter 5.3 summarises why NGOs could be ‘attracted’ to this specific policy

subfield and in which environment they are working.”

5.1 EU Counter-Terrorism as a Field of Interest for NGOs

This subchapter focuses on the emergence and the understanding of EU counter-terrorism as
a subfield”” of EU security as well as on the points of interest it offers NGOs to work in this
context. It is therefore divided in three parts: First, the main characteristics of EU counter-
terrorism as a policy field are illustrated. Second, those issues, strategies and policies that

drove the emergence of EU counter-terrorism are scrutinised, including the topics of data

74 For a better readability, the abbreviation “CT” for “counter-terrorism” is used occasionally in this chapter.

5 The relevance of the European Council as the strategic guide, who “sits at the top of the counter-terror structure”
(Argomaniz 2011, 37) is undisputable. Since the state of NGO research, however, showed that no prominent
connection between these groups and this institution exits, it will not be analysed in a separate subchapter. The
role of the European Council in the inter-institutional setting will be explained while scrutinising the other EU
institutions.

76 This chapter does not seek completeness in the exemplification of the EU counter-terrorism area and the listing
of measures, strategies, and actors. It is intended to give a brief overview of the most important steps, the EU has
taken and of the main players in the field, which are at the same time relevant for NGOs to exchange views. Yet,
numerous contributions exists shedding light on the historical account, emergence and development of EU counter-
terrorism (e.g. Den Boer 2003a, 2003b; Monar 2007; Bures 2011; 2018a; Bossong 2013b; Doody 2015).

7 This thesis follows the understanding of a field stressed by Bigo et al. (2007, 9): “The notion of field can then be
said to refer to a specific social space structured by struggles over a specific capital determining part of what is at
stake in these struggles.”
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retention, PNR and terrorist content online. Third, based on the analysis of main characteristics
and recurring observations of scholars connected to the subfield, it is reflected why NGOs

could be interested in focusing on EU counter-terrorism issues.

Characteristics of EU Counter-Terrorism

First, EU counter-terrorism is conceived as an ‘overlapping’ EU security area. This is

113

particularly emphasised by Keohane (2005, 8): “counterterrorism’ is not in itself a defined
policy area. In its broadest and fullest sense ‘counter-terrorism’ spans a number of policy
areas. It requires action from every government department, not only from those charged with
law enforcement, border control, and foreign and defense policy.” This understanding is
supported by numerous authors (Bures 2011; Kaunert 2010b; Schneckener 2016). Argomaniz
et al. (2015) fall into line with this understanding, adding that counter-terrorism cannot be
reduced to one of the pillars existent in the EU’s pre-Lisbon era.” It rather “spans across a
number of other policy areas across all of the EU’s former three pillars” (Argomaniz, Bures,
and Kaunert 2015, 192). Kaunert (2010b, 9) equally pointing to this characterisation of ‘cross-
pillarization’, stresses that it is “one of the most complicated areas in institutional terms”, but
“clearly one of the most crucial security policy fields within the EU”. Nonetheless, Argomaniz
(2011, 861) and Coolsaet (2010, 861) both stress that it is possible to identify three key tasks
in this area, ranging from police and judicial cooperation to intelligence exchange. Rhinard et
al. (2007, 94) add two further tasks, namely “border control and immigration” and “the access

of terrorists to financial resources”.

The second characteristic of EU counter-terrorism is, that it is a policy field highly driven by
events (e.g. Bendiek 2006; Coolsaet 2010; Hassan 2010; Bossong 2013b; Bakker 2015;
Schneckener 2016; Cross 2017; Wensink et al. 2017). Coolsaet (2010, 858) states that “[t]he
dynamics behind EU counterterrorism can be compared to successive shock waves, propelled
by major attacks, but gradually winding down once the sense of urgency had faded away.” The
“event-driven” character of EU counter-terrorism becomes especially visible in connection to
the 9/11 terrorist attacks. Scholars note that these determine the starting point of a European
response against terrorism (D. Zimmermann 2006; Argomaniz 2011; Bures 2011; Murphy
2015) and can clearly be regarded as a “window of opportunity” (Den Boer 2003a, 2003b)."®

“The 11th of September terrorist acts in the USA seemed to unleash an unprecedented wave

78 This structure consistent of three pillars was introduced by the Treaty of Maastricht (1992) and vanished with the
entry into force of the Lisbon Treaty (2009). The three-pillar structure included one focusing on matters concerning
the internal market (first pillar), one dedicated to Common Foreign and Security Policy (CFSP) (second pillar) and
one covering JHA matters (third pillar).

9 See also: Kaunert (2010b) and Hegemann, Heller and Kahl (2011).
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of policy interventions within the European Union” (Den Boer 2003a, 1). Although, EU counter-
terrorism emergence can be traced back to this event, acts of terrorism were not a new
experience for a few EU member states. The responses to these attacks were however
characterised through particularity and isolation: “For years, several European countries,
Spain, Italy, the United Kingdom and (West) Germany included, tackled terrorism largely on
their own. [...] Cooperation amongst European states remained extremely limited” (Kaunert
and Léonard 2019, 262). An exception was the TREVI group, set up in the 1970s and known
as a “laboratory” (Monar 2001, 750) for cross-border cooperation. The event-driven character
of EU counter-terrorism is also highlighted with regard to the devastating attacks in Madrid (11
March 2004) and London (07 July 2005). Bendiek (2006, 7) even points out, that these two
events along with the incidents in the US, “triggered the EU to define counter-terrorism as a

decisive, cross cutting task of security policy”.

Third, the field of EU counter-terrorism is increasingly characterised by an inclusion of EU
border control and migration policies, an observation made by various scholars over a longer
period of time (Tsoukala 2004; Léonard 2010; Murphy 2015). Busch and Monroy (2017, 2)
stress for example: “What can be seen is that when it comes to counter-terrorism many topics
discussed have been introduced previously as instruments of migration and border
management.” Bossong (2019, 17) points out, that this trend even intensified after the Paris

2015 terrorist attacks.

Along with the “event-driven” character highlighted before, goes this fourth characterisation of
EU counter-terrorism as a policy field that is often driven by “the garbage-can policy-making”
(Bossong 2008, 36). In this way, measures that have not been adopted, ignored or failed are
attributed to a new problem and put back on the political agenda. Often this procedure is

connected to the before mentioned ‘window of opportunity’ (Bossong 2008, 35).

The fifth characterisation of EU counter-terrorism acts jointly with the overall observation that
the line between internal and external security has become increasingly blurred (Lutterbeck
2005; Ekengren 2006; Balzacq 2008a; W. Rees 2008; van Buuren and Bakker 2016). For the
EU counter-terrorism area this recognition implies several challenges, like the often critical
judged linkage between development policies and security (Rhinard, Boin, and Ekengren
2007; Daniel Keohane 2008) or institutional, legal queries between EU internal security and
EU foreign security policy (van Buuren and Bakker 2016, 298). Moreover, it shifts their relation
to third states, i.e. “the EU has found itself drawn into a close relationship with the USA”
(W. Rees 2008, 109).

A further characterisation of EU counter-terrorism field is, that it is driven by a Europeanisation
of the threat (Bigo et al. 2007; Monar 2007; Hassan 2010; van Buuren and Bakker 2016).
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According to Hassan (2010, 454), the starting point of this Europeanisation is also attributable
to the EU’s response to the Madrid and London attacks. Former measures were rather
reluctant in treating terrorism as a security threat (Monar 2007, 294). However, linked to this
Europeanisation of the threat are also new questions and doubts. Bigo et al. (2007, 65)
emphasise that “the progressive Europeanization of this field shows some serious limits since
counterterrorism remains a state prerogative.” Van Buuren and Bakker (2016, 292) are unsure
whether the EU level is adequate to tackle the threat: “Quite often, calls upon ‘Brussels’ to do
more are based on the idea that the EU would be in a better position to deal with terrorism
than individual Member States [...]. In fact, it seems highly unlikely that a ‘Europeanization’ of
counterterrorism will make Europeans more safe from terrorism.” In the next step, an overview
of EU measures is given. Embedded in this overview is background information on the

emergence of the three policies discussed in chapter 6-8.

EU Counter-Terrorism: Issues, Strategies and Policies

According to Hayes and Jones (2013, 25), the EU adopted far more than 200 measures in the
area of counter-terrorism, of which a great amount have a direct impact on the legal situation
in EU member states.?® A lot of these measures and strategies became the centre of attention
in scholars’ contributions. Often discussed among scholars are for example the EU Plan of
Action on Combating Terrorism (D. Zimmermann 2006; Bossong 2008) and the European
Arrest Warrant (EAW). The latter was published only two weeks after 9/11 (Hayes and Jones
2015, 15). Bossong (2008, 42) stresses these two measures as emblematic for the “hectic
garbage-can process of agenda-setting and policymaking.” The 2004 European Council
Declaration on Combating Terrorism — adopted after the Madrid terrorist attacks — is
considered as a further important step in the subfield’s history. It marks a starting point for the
EU’s understanding of terrorism as a “homegrown” problem and the examination of root causes
for radicalisation (Bures 2011; Bakker 2015; Coolsaet 2016). The declaration “address[es] the
factors which contribute to support for, and recruitment into, terrorism” (Council of the
European Union 2004b, 4). The declaration also supported the idea of creating the position of
a Counter-Terrorism Coordinator (CTC) (Council of the European Union 2004b, 2). Moreover,
it fostered the EU’s external action of counter-terrorism, like the cooperation with
Mediterranean governments (Wolff 2009). According to Léonard (2010, 34), it was also the

origin for the mixing of counter-terrorism and border control measures.

80 See also Hayes and Jones (2015, 20): “Between September 2001 and the summer of 2013, the European Union
adopted at least 238 separate counter-terrorism measures.”
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Likewise discussed is the 2005 EU Counter-Terrorism Strategy (e.g. David Keohane 2005;
Bendiek 2006). It was adopted in the aftermath of the terrorist attacks in London, pushed
forward by the UK government during its Council presidency, which pursued a similar strategy
at national level (Coolsaet 2010, 860). The strategy was closely connected to the perception
that “[bly the end of 2005, radicalisation had become the holy grail of European
counterterrorism” (Coolsaet 2016, 20). Beyond that, it identified the internet as a crucial source
for terrorists and a platform for the distribution of their propaganda (Martins and Ziegler 2018,
328).8' Monar (2007, 293) assessed that the strategy, together with the EU’s Action Plan,
“constitute an interesting attempt at Europeanizing and responding to a threat that is usually

presented only either as a national or global one.”

Scholars not only focused on main EU counter-terrorism strategies, but also pointed to legal
measures and policies in their analyses. Their interest ranged from the EU data retention
directive (De Goede 2008; Carrera, Guild, and Mitsilegas 2017) to the EU money laundering
directive (Dittrich 2005; Mitsilegas and Vavoula 2016), covering the EU firearms directive
(Wensink et al. 2017), the EU directive on combating terrorism (Bures 2018b; De Londras
2018) as well as the matter of PNR, which can be encountered in form of an EU directive and
several agreements with third states (Léonard 2010; Funk and Trauner 2016; Baker-Beall
2019). Regarding the latter issue, the EU-US PNR agreement is probably discussed most
frequently in EU counter-terrorism literature (Monar 2008; Argomaniz 2009; Kaunert, Léonard,
and MacKenzie 2012). When it comes to EU-US relations in fighting terrorism, scientific
interest concerns also the SWIFT agreement (De Goede 2012; Kaunert, Léonard, and
MacKenzie 2012).

Scholars perceive the EU data retention directive as emblematic for the EU’s notion “that
privacy was creating a comfortable environment where terrorist groups would thrive away from
prying eyes” (Martin-Mazé, Burgess, and J. Peter 2015, 102). The EU directive on combating
terrorism and the EU PNR directive are stressed as responses to the foreign fighter®?
phenomenon (Bures 2018b; De Londras 2018; Baker-Beall 2019) as well as in the context of
rapid policy-making (Bgkowski and Puccio 2015; Bigo et al. 2015b; Martins and Ziegler 2018).
Baker-Beall (2019, 437) argues that the flight data legislation is representative for a “move to
(re)frame migration and border control as essential aspects of EU counter-terrorism policy.”
Studies on the EU-US PNR case reflect doubts regarding data protection and the processing
of personal data (Argomaniz 2009; Kaunert, Léonard, and MacKenzie 2012; Lavenex 2015;
Funk and Trauner 2016; Carrera, Guild, and Mitsilegas 2017). Argomaniz (2009, 120)

81 Argomaniz (2015, 253) illustrates that “a common argument is that the Internet has become an ‘online terrorism
university’ for self-taught terrorists”.

82 |ndividuals who travel to from Europe to conflict areas in Syria and Iraq “to engage in these conflicts” (Bures
2018b, 1).
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conceives the agreement as an example for “a European internalization of US-advocated

security norms”.

In general, authors claimed that the EU-US relationship is especially characterised by a
pressure exercised by the US government (e.g. Den Boer 2003a; Hayes and Jones 2013;
Bures 2018a). This pressure was especially visible in the period after the 9/11 attacks.
Bossong (2013b, 66) argues that the Bush presidency (2001-2009) had no great impact on the
internal side of EU counter-terrorism policy, but rather urged the EU to take action with regard
to border security such as the exchange and transfer of PNR data. Balzacq (2008b, 91) states
that “the PNR is the by-product of US internal developments that followed the events of 9/11”.
The origin of the data retention directive goes back to the same time period. Actually both

issues were tabled in a letter drafted by US President George W. Bush (Statewatch 2001).

In fact, a lot of the highlighted characteristics of EU counter-terrorism policy as well as identified
issues occur again in the EU’s latest response in the field. In 2020, the EU Commission
published a new Counter-Terrorism Agenda (European Commission 2020d). The agenda,
such as former formats, is based on four pillars. The part on border security, falling under the
“protect” pillar, refers to the exchange of PNR data as “an essential tool to fight terrorism”
(European Commission 2020d, 14). Issues like data retention, terrorist financing and a
strengthened law enforcement operation appear under the “respond” pillar (European
Commission 2020d, 16—-22). For a greater part, the “prevent” pillar points to EU measures to
counter radicalisation online. This includes the “Regulation on addressing the dissemination of

terrorist content online” (European Commission 2020d, 6).

Since 2003, the EU overtook several (voluntary) measures to tackle specific content on the
internet and made numerous calls to initiate action among tech companies who run certain
websites. While not all of these measures focused on terrorist content some had an impact on
the debate on how to handle this type of internet content. In general, it can be stated that “EU
law makes illegal four types of content: (i) child sexual abuse material; (ii) racist and
xenophobic hate speech; (iii) terrorist content; and (iv) content infringing Intellectual Property
Rights (IPR)” (De Streel et al. 2020, 16). One of the first public debated attempts was the EU
Commission’s financially supported project “CleanIT”. In 2013, a year after the financing of this
project, Rob Wainwright, director of Europol, declared: “The threat from terrorism, therefore,
remains strong in Europe. It also continues to evolve from structured groups and networks to
smaller EU-based groups and solo terrorists or lone actors, while the Internet remains a key
facilitator for terrorism-related activities” (Europol 2013, 5). In 2015, EU authorities and
institutions adopted several measures to take action on the internet. The EU internet forum —

an exchange platform for net businesses, government representatives and EU staff — was
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launched by the Commission. Moreover, the EU Internet Referral Unit (EU IRU) was set up in
Europol. The terrorist content online regulation is a product of these very different attempts
and claims. Actions were however not only introduced by the EU institutions, but also by
specific member states’ governments. The EU IRU is not a forerunner, but a replica of the
Counter Terrorism Internet Referral Unit (CTIRU) introduced at UK’s national level in 2010.
The Terreg is by some scholars and actors of the net community regarded as a successor of
the German Network Enforcement Act (Netzwerkdurchsetzungsgesetz; NetzDG) (Counter
Extremism Project 2020). The law was adopted in mid-2017 and inspired other member states

—among them France — to introduce similar legislations at national level.

An exhaustive review of EU CT studies illustrates recurring or ongoing problems and
challenges that keep scholars busy: 1) The lack of member states cooperation when it comes
to EU counter-terrorism policies is thematised. Den Boer and Monar (2002, 20) note “it would
be naive to assume that anti-terrorism is an easy and self-evident topic which lends itself for
rallying the Member States.” Dittrich (2005, 5) believes that “the so called ‘old boys networks’
are likely to continue to be the preferred means for exchange information”. This seems to be
true, since more recent studies highlight that member states have not overcome a lack of
cross-border police cooperation and were not able to establish an EU-wide intelligence
sharing, including a close collaboration with Europol (Bures 2011; 2016, 2018a; van Buuren
and Bakker 2016). Therefore, calls of EU institutions and individual member states for more
information exchange and fortified cooperation are often present after terrorist attacks
(Carrera, Guild, and Mitsilegas 2017; Bossong 2019).

2) The effectiveness and efficiency of policies is a further theme in EU studies (Coolsaet 2010;
Hayes and Jones 2013; Kaunert and Léonard 2019). Concerns in this regard are raised due
to a “lack of transparency” (Den Boer and Monar 2002, 19), but quite often “implementation
deficits” (Bures 2011, 80) are addressed. These implementation problems can be traced back
to the fact that not all member states conduct a swift transposition of laws adopted at EU level;
sometimes they even fail to transpose a law at all. Argomaniz (2010) labels implementation of
policies the “Achilles heel’ in EU counterterrorism”. He illustrates that with regard to the legal
transposition of EU CT laws, “[t]he picture [...] is patchy and involves important cross-national
differences” (Argomaniz 2011, 298).34 This implementation problems exists across issue areas
of EU counter-terrorism. While Bakker (2015) stresses poor implementation with regard to
counter-radicalisation policies, Den Boers (2014, 49) notes an “implementation gap” in EU

policing. Argomaniz et al. (2015) assess that the EU lacks a strategy in counter-terrorism at

83 See also Rhinard, Boin and Ekengren (2007) and Monar (2007, 2008).
84 See also Lavenex (2015).
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all. Moreover, Bures (2006, 57) notion that “the EU’s counterterrorism policy is more of a paper

tiger than it is an effective counterterrorism device” is an image for the EU hard to shake off.

3) These concerns of effectiveness are often accompanied by questions on the legitimacy and
proportionality of actions within the field (Londras and Doody 2015). The potential negative
consequences of EU counter-terrorism policies on human rights is often highlighted in this
context (Monar 2007; Den Boer, Hillebrand, and Noélke 2008; Chistyakova 2015). Scholars
stress that “many CT measures were found to lack effective safeguards to ensure equality of
treatment and protection of the freedoms and rights of citizens” (Chistyakova 2015, 134).

Especially this latter issue, serves as an entry point for NGOs as it is now demonstrated.

Points of Reference for NGOs in EU Counter-Terrorism

The link between NGOs and governments’ anti-terrorism action can probably best be
exemplified in the context of the US war on terror. Roth (2007, 49) analyses the challenges
NGOs are facing in the light of the war on terror and stresses that organisations like Amnesty
International have contributed greatly to the clarification of human rights violations. That this
watchdog role of NGOs increased with regard to the involvement of governments in the war
on terror can also be shown by taking the publications of organisations themselves into account
(e.g. Hoffman 2004; Heinz and Arend 2005). Hodwitz (2019, 587) differentiates between two
kinds of obstacles for NGOs: “those that (1) originate from terrorist organizations and (2)
originate from counterterrorism measures”. In this thesis, one is rather able to identify the
second mentioned obstacle. EU CT measures call NGOs on the agenda because their daily
work and their means to conduct their job are threatened. Some answers, why the EU’s
subfield motivates NGOs to participate can also be found in EU studies. EU counter-terrorism

researchers seem to unintentionally give a response to this question.®®

The recurring themes that drive EU CT studies mentioned above, are also likely to provide
reasons for NGOs to participate in the field: 1) The deficits regarding the implementation of EU
legislation might encourage NGOs to follow up monitoring activities at the national level,
including reporting the state of transposition of these very laws. In this vein, Monar’s (2007,
311) identification of a problem of authentication of EU decisions especially in the light of
Council actions can be noted. His statement refers to the pre-Lisbon period and the adoption
of Council's “framework legislation, which can then afterwards lead to more controversial
restrictive measures at the national level” (Monar 2007, 311). Edwards and Meyer (2008, 20)

also support the assessment that the relationship between democracy, civil liberties and

85 The discussion in how far counter-terrorism policies restricted NGOs’ work and their financing is not part of this
chapter. For further information please see Hayes (2017).
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security was particularly difficult before the entry into force of the Lisbon Treaty: “Counter-
terrorism policies as far as they rely on second and third pillar instruments are outside judicial
review through the ECJ and parliamentary scrutiny through the European Parliament. Scrutiny
through national parliaments and Courts falls short of filling the accountability gap.”

Consequently, this is likely to be an entry point for NGOs’ role as observers at the EU level.

2) The political processes accompanying counter-terrorism policies are often linked to a lack
of visibility and traceability. Further elaborations on the Council’s role in the field will highlight
this. More generally, it can be summarised that the division of tasks and competences is still
(even after the adoption of the Lisbon Treaty) not easy to comprehend, which in turn does not
necessarily make the understanding of new developments easier, especially for EU citizens
(Hayes and Jones 2013, 2015; Doody 2015; Wensink et al. 2017). Hence, EU counter-
terrorism calls especially those actors onto the agenda who have made it their business to
make political processes more transparent and are able to translate the “EU language” to non-

experts.

3) The main challenge in the field is “fighting terrorism while preserving civil liberties” (Dittrich
2005, 50). That this balance cannot always be held is presented in various contexts by
scholars. The factors that cause a fluctuation in the equilibrium of freedom and security are
however diverse. Den Boer (2003a, 17) identifies the increasing securitisation in the aftermath
of 9/11 as decisive for the changed position of civil liberties at EU level and asks the following
question: “Does the emergence of this security continuum turn Europe into a surveillance
society, or worse: have EU Member States become police states?” De Goede (2008) highlights
that the preventive approach of EU counter-terrorism puts citizens under suspicion and
extends the surveillance dimension of these policies. Argomaniz (2015) makes the argument
that EU policies to tackle online terrorist content threaten the freedom of expression and the
right to privacy. In the same vein, Léonard (2010, 47) illustrates that the adoption of migration
policies under the heading of counter-terrorism has severe consequences for civil liberties in
Europe: “whilst it is unclear to which extent reinforced migration controls contribute to
combating terrorism, it has become increasingly evident that they have negative externalities,

notably as far as the right to privacy and data protection are concerned.”

According to Nilsson (2007, 71) the above-mentioned conflict between ‘security’ and ‘freedom’
seems not dissolve in the future: “Nevertheless there is, and probably always will be, a
discussion among governments, parliaments and civil society on the border line of tolerance
for the infringement of individual liberties if the aim is to protect the lives of innocent persons
that are targets of terrorist attacks.” This prediction seems to be confirmed as ten years later,

Carrera et al. (2017, 2) state that EU counter-terrorism is trapped in a “liberal paradox”.
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According to the scholars, this situation originated from the EU’s lack of reflective attitude
towards their own counter-terrorism actions and the misinterpretation of the role of civil liberties
in this security context (Carrera, Guild, and Mitsilegas 2017, 2). In their analysis of the EU’s
response to the Barcelona terrorist attacks (2017), they stress that the EU restricts its own
rights, which seems to be contradictory, since the attacks stand for the restriction of these very
rights (Carrera, Guild, and Mitsilegas 2017, 2).

The subchapter below is dedicated to the depiction of the role of the EU Commission, the
Council of EU, the EP and the CJEU for NGOs. In this context, also the relationship between
member states, represented in the Council of the EU, and supranational institutions will be

examined.

5.2 The Role of EU Institutions in EU Counter-Terrorism

This subchapter reflects the role of EU institutions in counter-terrorism. The thesis looks at the
role of the Council of the EU, the EU Commission, the CJEU and the EP in a separate manner.
It will give insights of EU security research handling the development and scope of activities
of these institutions in the field and reflects — where possible — their relation to NGOs. So far,
only a small number of contributions focus on the institutional setting of EU counter-terrorism
in a holistic way (Argomaniz 2011; Doody 2015; Wensink et al. 2017).8% This section is
structured according to the openness of these institutions for NGOs. Hence, it starts with the
least “accessible” institution according to NGO literature and closes with an analysis of the
EP’s role in EU counter-terrorism as an institution considered as the most ‘open’ for NGO

participation.

5.2.1 Council of the EU

With the adoption of an anti-terrorism roadmap (2001) and the definition of terrorism (2002)%’,
the Council contributed to the foundation of the EU counter-terrorism field’s emergence. In EU
counter-terrorism studies there is no doubt that the Council — better known as the ‘Council of
Ministers’ — is the most important actor in the field and the field’s development. This is a fact
that has not changed with the Lisbon Treaty and the subsequent inclusion of the EP in the

legislation process: “One should, however, never lose sight of the fact that its member states

86 An encompassing overview of institutional changes in Pre-Lisbon JHA is also given by Emek M. Ugarer (2009).

87 The JHA Council prepared this definition and the European Council approved it in the Framework Decision on
Combating Terrorism (2002/475/JHA). Murphy (2015, 52) stresses that there is no “de facto single definition of
terrorism across the EU but rather a range of definitions which have the framework decision as their inspiration.”
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remain, even after the reform of the EU through the Lisbon Treaty, the primary actors in this
field” (Coolsaet 2010, 861).88

The Council, which consists of member states’ governments conducts this role as decision-
maker together with the European Council and the EP (Doody 2015, 47). The European
Council, an institution comprised of heads of state, leads the way of the Council’'s goals and
priorities in the area of EU counter-terrorism. It does so by publishing ‘joint statements’ and so-
called ‘European Council conclusions’. The latter “form a very substantial part of the EU’s body
of counter-terrorism measures” (Doody 2015, 47). In the past, it also became active in
monitoring the progress of policies’ implementation (e.g. European Council 2015). Since the
entry into force of the Lisbon Treaty, the EP acts as a co-legislator next to the Council. Doody
(2015, 47) stresses that “[bJased in Brussels and Luxembourg, the role of the Council is to
decide on proposals from the Commission and, in collaboration with the Parliament, to adopt
decisions.” To find an agreement with the Commission and the EP on specific legislative acts,

the Council interacts in so called trilogues — an interinstitutional ‘negotiation format'.

For EU counter-terrorism, the most important body within the Council is the JHA Council. The
entity is composed of the member states’ justice and interior ministers. In some cases, the
position of justice and home minister is fulfilled by one person. However, there are also
member states that have appointed one minister for ‘justice’ and another being responsible for
‘home’ issues. For example, Germany is a case in point. The 2004 Hague Programme officially
confirmed the JHA Council’s “leading role” in countering terrorism (Official Journal of the
European Union 2005, 9). Doody (2015, 49) calls it “the principal decision-making institution”
in the field. The JHA Council meets in a three-month cycle (Busch and Monroy 2017, 3). The
work in the JHA Council is supported by a number of sub-entities: “Within the JHA Council
configuration, there are five working groups of interest from a counterterrorist perspective: the
Article 36 Committee (CATS), the Terrorism Working Group, the Working Party on Civil
Protection, the Strategic Committee on Immigration, Frontiers and Asylum (SCIFA) and the
Standing Committee on Internal Security (COSI)” (Doody 2015, 50). Since one of the top
priorities of the Council is to improve data collection and exchange between member states,
the Working Party on Information Exchange and Data Protection (DAPIX) should be mentioned
in this context as well. Moreover, legal provision and policy backup for the JHA Council’s tasks
is given by the Directorate-General for Justice and Home Affairs. This body is also subdivided
between one service focusing on questions of fjustice’ and another handling issues related to

‘home affairs’. Argomaniz (2011, 37) opinions that it played next to the Directorate-General

8 Argomaniz (2011, 53) argues in the same direction: “it is easy to detect the importance of the Council as a locus
of decision-making in this [counter-terrorism] area.”
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(DG) in charge for foreign affairs “an important role in the negotiation of key counter-terror

legislation by assisting in building consensus.”

Assistance and oversight are also given by the CTC. The ‘Declaration on combating terrorism’
(Council of the European Union 2004a, 14) confirmed: “The Co-ordinator, who will work within
the Council Secretariat, will co-ordinate the work of the Council in combating terrorism and,
with due regard to the responsibilities of the Commission, maintain an overview of all the
instruments at the Union’s disposal with a view to regular reporting to the Council and effective
follow-up of Council decisions.” He also became very active in overseeing member states
(non)-implementation of policies (Doody 2015, 44). As highlighted before, the transposition of
EU laws at national level, is still a hurdle for the effectiveness of EU counter-terrorism.
Argomaniz (2010, 306) shows that considerable differences between member states exists:
While he points to Finland, Denmark, Austria, Poland and Hungary as ‘exemplary students’ of
policy implementation, he subsumes Greece, Luxembourg, Ireland, Cyprus and Italy under the

label “laggards”.

In the past, EU counter-terrorism was heavily driven by certain member states, one of them
being the UK. It gave the impetus for the EU Counter-Terrorism Strategy, providing its own
internal strategy for combating terrorism as a strategic template. With the Brexit, this state as
a driver of counter-terrorism policies will now vanish at EU level. This could create new
obstacles: “Moreover, albeit the details of Brexit are yet to be negotiated, the departure of a
large Member State with a long history of (counter-)terrorism is likely to further limit the EU’s
ability to respond to FF-related security threats” (Bures 2018b, 13).2° To establish its position
in EU counter-terrorism, the UK used its Presidency of the Council of the EU (01.07.-
31.12.2005). The Council’s Presidency follows a rotating system, appointing for this position
every six months a new member state that eventually is leading the course of the JHA Council
(Roos 2018, 421). Wensink et al. (2017, 80) argue that this procedure does not necessarily
contain advantages for the development of the EU counter-terrorism field:

due to the dynamic of the six months rotation of the EU Presidency, the European Council’s or

the Council’s capabilities to design and follow-up on a long-term vision shaped and driven by the

ambitions of one particular Presidency, will remain limited, unless this system is changed for the
benefit of thematic Member State Presidencies that can last a longer term.

By taking a closer look at EU counter-terrorism studies, three dominant (interrelated)
discussions on the Council come into account: The member states reluctance to give up
sovereignty, their lack of willingness to drive integration and supranationalism and a missing

transparency of decision-making in this institution (Den Boer 2003b; Bures 2006, 2018a;

89 “FF” stands for the term ‘foreign fighters’.
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D. Zimmermann 2006; Monar 2007; Rhinard, Boin, and Ekengren 2007; Bossong 2013b; Den
Boer 2014; Roos 2018).

The member states’ concerns to give up sovereignty accompanied the creation and design of
the EU counter-terrorism field. Following Monica den Boer (Den Boer 2003b, 185), EU
governments’ actions are defined by the following ‘inner conflict: “member states of the
European Union are under pressure to achieve a balance between preservation of their own
national policies and laws and progress towards a harmonization of laws, politics and policies.”
In the pre-Lisbon era, cooperation between member states and the Council’s decision-making
was characterised by an intergovernmental mode. In addition, “the prevailing lack of genuine
pro-integration thinking in the JHA pillar” (Bures 2006, 72) was clearly visible. To circumvent
any supranational coordination, EU governments used the ‘tactic’ of adopting internal security
measures under the framework of external policy (Lavenex 2006, 329). A case in point, that
demonstrates member states favouring mode of intergovernmental policy-making, is the
Council’'s decision to enhance the competences of Europol, which was rapidly adopted a few
months before the entry into force of the Lisbon Treaty and led to the exclusion of the EP in
the legislation process (Den Boer 2014). Still, the question pending is, if the emergence of the
Lisbon Treaty changed the member states’ preferred intergovernmental mode of policy-making
and drove supranationalisation forward (Ripoll Servent and Trauner 2014; Maricut 2016; Roos
2018). At this point, debates on the “new intergovernmentalism” (Bickerton, Hodson, and
Puetter 2015) or the question whether “a hybrid area of European ‘integration [both] with and
without supranationalisation” (Maricut 2016, 552) is in place or not, cannot be resolved.
Nonetheless, recent research demonstrates the unchangeable position of the Council in EU
counter-terrorism — the term ‘position’ covering both its location in the interinstitutional setting

and its immutable opinion.

As EU counter-terrorism studies show, member states’ persistence towards their emphasis on
national sovereignty was not dissolved by the cancellation of the third pillar structure (e.g.
Bossong 2013b; Den Boer 2014). Quite the contrary is true as Bures (2018b, 2) highlights in
his analysis of EU measures to handle the foreign fighter phenomenon: “A closer analysis of
the EU’s response [...] reveals that it is one thing for Europe’s policymakers to make public
promises to improve the fight against FF and quite another thing for them to persuade the
Member States and their relevant security agencies to comply.” Hence, it highly depends on
the member states’ interest whether an issue is pursued at EU level or not. This is also
supported by Trauner and Ripoll’'s (2016, 1429) opinion regarding the Paris 2015 attacks:
"Member States have remained key in determining the depth and scope of policy change in
the Area of Freedom, Security and Justice.” Although, communitarisation progresses slower

as expected and ‘promises’ connected to the Lisbon Treaty were not fully redeemed, one thing
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still has to be kept in mind: “From one perspective, cooperation on terrorism issues is
remarkable: EU governments are building common capacity in areas that were once the sole

preserve of national governments” (Rhinard, Boin, and Ekengren 2007, 87).

The Council is generally perceived as an opaque institution. Documents are quite difficult to
access, which makes member states’ search for consensus hard to track. An insight
sometimes requires additional sources as Roos (2018, 422) highlights: “The documentation of
decision-making in this EU institution is less transparent and accessible than that of the
Commission, the European Parliament (EP) or the European Court of Justice (EUCJ).
Research on the Council, in particular research on the process dimension of negotiations, calls
for the triangulation of data.” Just as it proves difficult for scientists to get into exchange with
this institution, NGOs face the same challenge. In general, it can be noted: “There exists no
regular and formalised dialogue structure and when dialogue takes place, it is mostly on an ad
hoc basis and at the initiative of NGOs” (Fazi and Smith 2006, 31). Nonetheless, in some
cases, NGOs were able to build up a relation to the Council’'s Presidency (Fazi and Smith
2006, 31). One Council official highlighted that newsletter of Brussels-based NGOs are
regularly checked to use it as a basis to develop the Council’s position or response to the

claims of these organisations.®

5.2.2 European Commission

The emergence and expansion of the EU counter-terrorism field was accompanied by the
supervision of different EU Commissioners and Presidents of the European Commission.
In addition, there have been some intra-institutional restructurings since 2001, transforming for
example the Directorate-General for Justice, Liberty and Security (DG JLS) into two separate
entities, one handling home affairs (DG Home) and the other justice matters (DG Just)
(Argomaniz 2011, 36; Ucarer 2014, 133; Lavenex 2015, 374). The role of the Commission in
JHA increased over time. While at the beginning of the field’s emergence the Commission was
obtaining a rather modest role, the institution is now increasingly pointing the way ahead in EU
counter-terrorism. Two examples in this case are the proclamation of a “Security Union” (2016)
and the publication of a “Counter-Terrorism Agenda for the EU” (2020). The number of staff
dedicated to counter-terrorism issues within the institution should also not be ignored, which
has increased significantly, especially since the Brussels terrorist attacks (2016). Over time,
means to conduct and transpose counter-terrorism turned to an overwhelmingly technocratic

response. These developments are now illustrated in more detail.

90 |nterview with Council official (1).
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Since 2001, the Commission President’s position was filled by three male and the first female
president. Romano Prodi’s (1999-2004) office period was characterised by the 9/11 terrorist
attacks and the Madrid train bombings. He was in close contact with the US, being addressee
for President Bush’s list of “Proposals for US-EU Counter-terrorism Cooperation” (Statewatch
2001). Furthermore, his term of office was defined by divergences with the US over the Iraq
war as he pointed to it as a cause of the terrorist threat in Europe. Under the oversight of José
Manuel Barroso (2004-2014), who stayed in office for 9 years, the Commission underwent the
abovementioned splitting of DG JLS. It was also during this period, that the EU experienced a
bout of ‘CT fatigue’ and Council and EP engaged in inter-institutional turf battles on the EU-US
PNR agreement as well as the SWIFT agreement. Under Jean-Claude Juncker (2014-2019)
the EU’s self-perception of a “Security Union” was fostered. In the aftermath of the Brussels
terror attacks (2016) he proclaimed: “[W]e need a Capital Market Union, Energy Union,
Economic and Monetary Union, but we also think we need a security union” (Fernandez
Alvarez 2016). Under Juncker, factsheets and progress reports on the Security Union were
delivered on a regularly basis, making developments in the counter-terrorism field more visible
and graspable. The “Twentieth Progress Report towards an effective and genuine Security
Union” include a direct and unequivocal call on member states to implement several directives
such as the EU PNR directive or the directive on combating terrorism (European Commission
2019a). With the promotion of the “Security Union” the Commission directly reacted to a trend
articulated in Eurobarometer surveys (European Commission 2017, 2):
Security has arguably been a greater issue for Europeans in the last years than at any time since
a generation ago. Armed conflict on the EU’s doorstep, foreign terrorist fighters returning to the

EU from conflict zones, and in the last three years a series of terrorist attacks within the EU,
contribute to making security and in particular terrorism at the top of Europeans' concerns.

The “von der Leyen Commission”— in office since the end of 2019 — first and foremost aims to
implement the European Green Deal program, responding to the threat of climate change.
Thus, collective security was pushed further down the EU agenda by environmental issues,
but it was by no means replaced. The concept of a “Security Union” persists in the term of
Ursula von der Leyen. The Commission even announced to pursue a new “Security Union

Strategy”, covering the years 2020-2025 (European Commission 2020c).

In the field of EU counter-terrorism, the tackling of internet terrorist content is on top of the
agenda in 2020. In a letter to newly elected EU Commissioner for Internal Security, Ylva
Johansson, von der Leyen (European Commission 2019b), stressed: “Our approach to
security and protection must be as uncompromising online as it is offline. | want you to continue
efforts to prevent and remove terrorist content online.” (emphasis in the original) With this
approach, she is following the approach of Juncker and Johansson’s predecessor

Commissioner for Migration, Home Affairs and Citizenship Dimitris Avramopoulos (2014-
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2019). After the acts of terrorism in Brussels the Commissioner underlined the Commission’s
role or rather its inter-relational position in the EU counter-terrorism setting: “Our response to
fighting radicalisation and recruitment to terrorism needs to be holistic. And the EU level can
support Member States in these efforts” (European Commission 2016a). This supporting role
for member states is addressed several times in his statement (European Commission 2016a)

and can be understand as emblematic for the Commission’s self-perception in the policy area.

During his term of office, Commissioner Avramopoulos was accompanied by Sir Julian King,
Commissioner for the Security Union. Jean-Claude Juncker created this position with a clear
task, to implement the European Agenda of Security. In his mission letter to King, Juncker
describes that this role includes particularly the strengthening of EU counter-terrorism:
“Identifying where the EU can make a real difference in fighting terrorism, including measures

that can address the threat posed by returning foreign terrorist fighters” (Juncker 2016).

By creating the position of a Commissioner for the Security Union, Jean-Claude Juncker
restructured the College of Commissioners. This college serves to support the President’s
work and comprises 27 Commissioners in total, including the President and Vice-Presidents:
“Each Commissioner has a six-member advisory staff, the cabinet, and is responsible for one
or more departments or Directorates-Generals (DG) that are related to his or her portfolio
(Argomaniz 2011, 36; emphasis in the original). A prior (bigger) restructuring took place as
Barroso split the DG JLS and Cecilia Malmstrom (2010-2014) fulfilled the newly created
portfolio of an EU Commissioner for Home Affairs. Under Malmstrom’s responsibility the
Radicalisation Awareness Network (RAN) was launched, “an ‘umbrella network’ to pool
expertise, knowledge and good practices, with the collaboration of civil society members
(including victims), local authorities, academics and field experts” (Davila Gordillo and Ragazzi
2017, 55). Commissioner Malmstrom’s interest in including the local level is also mirrored in
her handling of the issue terrorist online content: “Civil society has a lot of knowledge on how
to counter radicalisation. National authorities need to work closer with civil society to better
counteract extremists' online propaganda” (Malmstrom 2014). A high number of counter-
terrorism tasks is headed under the DG Home portfolio, however since the area involves cross-
cutting issues, other DGs and their respective Commissioners are involved as well. As an
example, Malmstrém often worked closely with Viviane Reding, Justice and Fundamental
Rights Commissioner®’ (e.g. European Commission). Doody (2015, 45) points out that data
retention is an example for a legislation that was worked on by different DGs and which can

be considered as representative for “the complex nature of counter-terrorism”.

91 Reding held office from 2010 to 2014.
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The RAN is often perceived as a ‘flagship project’ of the EU Commission in the area of counter-
terrorism (concretely counter-radicalisation), it is however just one of the Commission’s
programmes to reinforce the work in networks and bring together actors at EU level. Similar
undertakings are for example the European Network of Experts on Radicalisation (ENER) or
its ‘successor’ the High-Level Commission Expert Group on Radicalisation (HLCEG-R). The
EU Internet Forum which brings Big Techs®? like Google, Facebook and Microsoft together, is
mentionable in this context as well. In general, it can be emphasised, that "the European
Commission worked on demonstrating the EU’s potential contribution via research policies and
knowledge exchange mechanisms” (Bossong 2013a, 5).% Again, the supporting role of the

Commission becomes visible.

As highlighted before, the Commission’s role as “the executive arm of the EU” (Doody 2015,
45) expanded over time. Since the Commission gained an almost exclusive power considering
the right of initiative after the Lisbon Treaty’s adoption, its ability to push issues forward was
enhanced enormously. However, the EU Commission also benefited from further institutional
changes. Through the increased competences of the CJEU and the legal acknowledgment of
the Charter of Fundamental Rights, the scope of argumentation of the institution widened.
In the above-mentioned disputes between EP and Council, the Commission was solely the
audience, “[n]either did it face the constraints that the EP was confronted with resulting from
becoming a co-legislator and suddenly being in the spotlight” (Zaun 2018, 416). Nonetheless,
the Commission does act amidst a different challenge, which could not be resolved by the
Lisbon Treaty: “[a]ny efforts to organize counter-terrorism at the supranational level thus meet
with a primary constraint: despite ownership of the mechanisms, the Commission’s crisis
management capacity depends on member states resources. [...] The development of a
supranational counter-terrorism role in Europe is thus heavily constrained by this member
state-centred reality” (Rhinard, Boin, and Ekengren 2007, 100).

In the pre-Lisbon period, the role of the Commission was stronger in the first than in the third
pillar (Monar 2006, 507). However, this does not neglect the power of the European
Commission during this time. Kaunert (2010b, 11) demonstrates that the institution occupied
the “role of a supranational policy entrepreneur” in EU counter-terrorism. In analysing the
Commission’s position after the 9/11 terrorist attacks, he concludes: “It played the role of a
strategic ‘first mover’ in order to shape the debate in a way that placed the EU at the centre of

Europe’s ‘war on terror” (Kaunert 2010b, 16). One of the reasons for this opinion is, that the

92 Online service provider.

93 See in this context also Bakker (2015, 293) on the institution’s role in counter-radicalisation: “The Commission
only has a stimulating and co-ordinating role and wants to channel policies effectively, including through investment
of funds for research, the organization of conferences, support for education and inter-cultural engagement, and
monitoring at the pan-EU level.”
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Commission was able to convince member states in adopting the EAW (Kaunert 2010b, 10).
The Commission efforts to assure an EAW are generally perceived as integration friendly
(Kaunert 2010b). Analysing the Commission’s role in JHA, Zaun (2018, 414) highlights “the
Commission has generally proposed policies that would ensure more competences for the
EU.”

Such as Kaunert (2010b), Argomaniz (2011, 36) concludes that the Commission overtook the
role “as a very active engine of counter-terror proposals in the field of Justice and Home Affairs,
making full use of its shared right of initiative.” That the Commission increasingly uses the
initiative right contains possibilities for NGOs, since the proposal phase is a very important
anchor for these groups (Fazi and Smith 2006, 27; emphasis in the original):

NGOs have the opportunity to take part in the development of policy proposals through both

formal and informal channels, allowing them to draw the Commission’s attention to any specific

or emerging issue, but also to discuss its mid-term strategy, in the agenda-setting phase. Yet

their involvement is mainly focused on the decision-making, and more specifically the
proposal phase.

In his analysis of the Commission’s role in constructing an AFSJ, Kaunert (2010a, 179)
highlights that “the Commission also worked very hard over the years to build up good relations
with the plethora of NGOs in the field”. He adds that these groups work as “an important ally
for the Commission” (Kaunert 2010a, 179) and depicts these alliances as helpful “to
incrementally contribute to a shift in political norms enabling decision-makers to consider the
communitarisation of the AFSJ” (Kaunert 2010a, 185).°* As Fazi and Smith (2006, 30) stress,
“NGOs play a key role as whistle-blowers in monitoring the implementation of EU legislation.”
Therefore, it can be assumed that NGOs benefit from the fact that the Lisbon Treaty
strengthened the Commission’s capability to dun member states for the non-implementation
of laws. In contrast, what might rather hinder the NGOs to get into exchange with the
Commission, is the institution’s weak role in the evaluation of CT policies (Bossong 2013a)
and that the number of public consultations initiated by the Commission on JHA issues is rather
low (Hayes and Jones 2015, 36). Nevertheless, the Commission offers NGOs a further way to
drive policy-making at EU level: “There are instances where important actors of NGOs had

even become important members of the service in the Commission” (Kaunert 2010a, 179).

Subchapter 5.1 showed that EU counter-terrorism is often driven by a conflict between security
and freedom. According to Zaun (2018, 415), who explores the question if the Commission is
rather balancing in favour of freedom or upholds security, the institution “is an ‘opportunistic

actor’ when it comes to the normative underpinnings of its proposal and corresponds well with

94 General aspirations of the Commission to bind with civil society are for example visible in the Commission
discussion paper “The Commission and non-governmental organisations: Building a stronger partnership”
(Commission of the European Communities 2000).
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the concept of the Commission as an unideological, technocratic actor.” Moreover, the scholar
elucidates that there are situations in which the Commission “sacrifice[d] individual freedoms”,
for example in the context of the EAW (Zaun 2018, 415). It seems, NGOs have to decide on a
case-by-case basis, whether the Commission is an appropriate contact for their claims of “more

freedom”.

5.2.3 Court of Justice of the European Union (CJEU)

Following Mitsilegas (2016, 113), “counterterrorism measures pose perhaps the most acute
challenges to the rule of law”. This calls for both — action of the CJEU and NGO participation
—in the EU’s security subfield. NGO research pointed out that the CJEU serves as an important
anchor for the group’s strategy of ‘litigation’, when a case made its way to the EU level. It is to
be assumed that the expansion of the institution’s role at EU level and the binding character
of the EU Charter of Fundamental Rights — both changes introduced by the Lisbon Treaty
(2009) — increased the attractiveness of the CJEU as an entry point for NGOs. This subchapter
sheds some light on this assumption. Moreover, it will review research on the CJEU’s role in
the EU’s fight against terrorism and give insights into the courts previous judgments on cases

with a CT-dimension.

The CJEU is a supranational institution located in Luxembourg, that is composed of two
separate courts: The European Court of Justice (ECJ) — often referred to as the Court of Justice
(CJ) — and the General Court. As emphasised before, the Lisbon Treaty entailed profound
changes on the scope of the court’s jurisdiction in the AFSJ. As part of the treaty reform, the
court was renamed from ECJ to CJEU and its internal institutional structures underwent some
changes, too. Including further renaming, as the ‘Court of First Instance’ (CFl) became the
‘General Court’ (Hatzopoulos 2008, 3). Moreover, the number of Advocates General in the
ECJ were raised to 11 (Manko 2019, 3). The Advocates General support the judges in the
ECJ. The number of judges varies according to the number of member states in place (de
Witte 2008, 44). To assist the judges in their decision on an issue, the Advocates General
provide an opinion: “The CJ is not bound by the opinions of the Advocates General, although
they are commonly regarded as influential” (Mahko 2019, 2). The number of judges and

Advocates General differ in the two courts of the CJEU.

In the pre-Lisbon period, Hatzopoulos (2008, 2) states that “[tjhe ECJ is the body whose
institutional role is to benefit most from this upcoming ‘depilarisation’.” While the CJEU’s
jurisdiction was extremely limited in the third pillar, it became an institution with full-fledged
oversight on EU counter-terrorism law in the post-Lisbon period. Through the treaty reform,

the CJEU was granted the possibility to give preliminary rulings on EU law and to make
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decisions on infringement proceedings (Hatzopoulos 2008; Mitsilegas 2016). Via the type of
case ‘preliminary rulings’, the Court is able to decide if national laws apply to EU law. The
question of clarifying whether or not a national legislation contradicts EU law is transferred
from a national court to the CJEU. This means, complaints first address a court in a member
state, before the CJEU is getting involved. Preliminary rulings can also handle questions on
the reading of EU law. It is also possible to bring an “urgent preliminary procedure” before the

CJEU in order to receive a much quicker response of the court (Lenaerts 2010, 261).

In contrast to ‘preliminary rulings’, ‘infringement proceedings’ — as a further type of case —
handle the (non-)implementation of EU law at national level. Infringement proceedings can be
referred by the Commission to the CJEU as the following Article 258 TFEU (Official Journal of
the European Union 2012, 160) defines:
If the Commission considers that a Member State has failed to fulfil an obligation under the
Treaties, it shall deliver a reasoned opinion on the matter after giving the State concerned the
opportunity to submit its observations.

If the State concerned does not comply with the opinion within the period laid down by the
Commission, the latter may bring the matter before the Court of Justice of the European Union.

The CJEU for example proves if a member state adequately transposed a directive at national
level. Infringement proceedings can result in a lump sum for this member state if it constantly
fails to comply with the legal act. As an example, the Commission started an infringement
proceeding against Germany for its non-compliance with the data retention directive (Hayes
and Jones 2015, 23).

In addition, as inter-institutional queries on the legal basis of EU action are not unusual, the
CJEU also has the power to annul an EU legal act. An “action for annulment” can be brought
before the court by an EU institution (with exception of the European Council) or an EU
member state (European Commission 2012). The CJEU then reviews if the legal act is in
accordance with the EU treaties and the EU Charter of Fundamental Rights (Manko 2019, 2).
A further reason for bringing an act of annulment before the CJEU can be the violation of “the
principles of subsidiarity and proportionality — though these are rarely the basis of a successful
challenge to the lawfulness of EU legislation” (Murphy 2015, 38). Not uncommonly, an act of

annulment before the CJEU was the result of an institutional ‘turf battle’ in the past.

Although the main hurdles for the CJEU’s jurisdiction in EU counter-terrorism were abolished,
some shortfalls remain. The court’s competence to rule on countries’ operational cooperation
is still limited (Murphy 2015, 41)% and the CJEU’s jurisdiction does not refer to member states
that opt-out from AFSJ (Argomaniz 2011, 37). In 2021, the latter applies to Denmark and

9 Murphy (2015, 41) explains: “While national courts and the European Court of Human Rights can perform this
role the exclusion of operational matters from its jurisdiction is a significant limitation on the ECJ’s ability to preserve
the rule of law principles as the EU increases its role in criminal justice.”

112



Ireland, since the UK withdrew from the EU: “the departure of the UK from the EU leaves its
participation in EU counter-terrorism law, policy, and operations subject to renegotiation”
(Murphy 2019, 240).

Bauer et al. (2018, 15) point to one important fact that has to be kept in mind by looking at the
CJEU’s role within the institutional context: “In contrast to the European Council and the
Parliament, the Court of Justice of the European Union (CJEU) cannot work in a proactive or
entrepreneurial manner. It is dependent on other actors to become an active participant.”
Therefore, the CJEU’s inter-relational position and activity in the EU institutional setting is

somehow predefined by its tasks, i.e. the type of cases he becomes involved in.

In general, it can be stressed, that the CJEU is perceived as an integration-friendly institution
(e.g. Wasserfallen 2010; Murphy 2015; Bauer, Ege, and Becker 2018; Herlin-Karnell 2018)
and a driver of supranationalism (Trauner and Ripoll Servent 2016). Therefore, technical
metaphors are not uncommon for the description of the CJEU’s role. Herlin-Karnell (2018, 396)
calls it “a vehicle of integration” and Bauer et al. (2018, 15) consider the CJEU as an “engine
of integration”. Moreover, it increasingly strengthened the respect of fundamental rights in
Europe as will be illustrated in the following. In its activities, the CJEU was supported by the
European Commission — this again highlights the reactive role described by Bauer et al. (2018).
Trauner and Ripoll (2016, 1428) stress, that “the Commission used the case law of the Court
to stabilize and deepen a rights-enhancing rationale in EU citizenship.” Impetus on its role,
however, was also recently given by the German Federal Court, who called on the CJEU to

fulfil its role in a more strongly manner (Romaniec 2020).

Mitsilegas (2016, 109) argues that the CJEU “has become a key actor in the development of
EU internal security cooperation.” The court is even labelled as a “game changer” in AFSJ
(Trauner and Ripoll Servent 2016; Herlin-Karnell 2018).% The institution received this status
due to its former rulings, of which some have relevance for the development and progress of
EU counter-terrorism. In those cases, the CJEU has expressed his position towards several
issue-areas that are covered by the EU counter-terrorism field: Data protection and privacy

rights, surveillance, the safeguarding of human rights and the stance of EU law.®’

In the prominent Kadi | and Kadi Il cases, the CJEU became “an agent of European values”
(Herlin-Karnell 2018, 400). The CJEU clarified the relation of EU and international law and also

stressed the fundamental right of data protection in its rulings. The cases have an EU counter-

9 Lenaerts (2010, 301) comments that “it is clear that the Area of Freedom, Security and Justice is greatly influenced
by guiding principles developed by the ECJ in other areas of Union law.”

97 Murphy (2015, 47) illustrates that a “wide range substantive rights that might be affected by EU counterterrorism
include freedom of expression (incitement to terrorism offences), freedom of assembly (proscription of terrorist
groups), the right to privacy (data retention laws) and the right to property (targeted asset-freezing sanctions)”.
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terrorism dimension since the plaintiff Kadi was linked to Al-Qaida by the Security Council
(Kokott and Sobotta 2012, 1015; Lenaerts 2014, 708). Due to this connection, a Security
Council resolution foresaw the freezing of Kadi’s assets. In the first case, taking place in the
pre-Lisbon EU, the CJEU emphasised the distinctness between European rule of law and
international law (Kuner 2014, 62). In particular, it stressed that EU law is discrete from a UN
Security resolution (Kokott and Sobotta 2012, 1015). In the second case, the CJEU stressed
again that the EU must act in accordance with its own fundamental rights (Lenaerts 2014, 712).
Murphy (2019, 221) opinions that “[tlhe Kadi case is the earliest, and still the most significant

contribution of the EU to the development of transnational counter-terrorism law”.

In its annulment of the EU-Canada PNR agreement, the CJEU spoke again in favor of data
protection, giving the signal that this civil liberty must be safeguarded in third states’ relations.
With its ruling, Tambou (2018) argues, the CJEU achieved an important stance in dealing with
the EU’s international pacts. The court’s decision on the Digital Rights Ireland case is
considered as an important basis for its ruling on the EU-Canada agreement. Scholars point
to the former case as the “most important decision in JHA” (Maricut 2016, 551) or refer to it as
“[aln example of the Court of Justice acting as a successful guardian of the AFSJ” (Herlin-
Karnell 2018, 404).

A further step, in which the court again stressed the significance of the right to privacy, is the
Schrems Il case. The court demonstrated that this specific right — determined in the second
chapter of the Charter of Fundamental Rights — is more important than a data transfer
agreement between the US and EU. In several of these above-described cases, the CJEU
underlined the importance of the Charter of Fundamental Rights for the European rule of law.
It pointed to this document in its ruling on data retention, the Schrems case and regarding the
EU-Canada PNR agreement. Beyond that, the Charter allows the institution to define its own
role at EU level and its stance towards fundamental rights. In light of the described cases,
some scholars even perceive the CJEU as a “Fundamental Rights Court” (Sarmiento 2015;
Tuchtfeld 2020).

Between 2009 and 2012, “the Court of Justice has made reference to or drawn on provisions
of the Charter of Rights in at least 122 judgments, and the General Court (previously the Court
of First Instance) in at least 37 judgments” (Burca 2013, 169). This attitude of the CJEU
towards the EU Charter is of significance for NGO’s activities and strategies. It gives NGOs
room to manoeuvre and to negotiate. In the same vein, the development of the CJEU’s role as
a ‘Fundamental Rights Court’ strengthens the role of NGOs as well. It widens their scope of
argument. In an article, expressing its position towards the Terrorist Content Online

Regulation, the privacy advocacy group EDRI (2020h) mentions the CJEU to give politicians
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in the legislative process a signal: “the agreed text is still a softened version of the original
proposal and still raises doubts as to whether it would pass the legality test of the Court of
Justice of the European Union or not.” Hence, the CJEU offers NGOs an indirect point of

entrance by being a symbol for fundamental rights.

The strategy of litigation offers a way to get in direct contact with the CJEU. The NGO can
bring a case before a national court, framing it as a case of EU law and rely on its transference
to the CJEU. In other words, NGOs can make use of the ‘preliminary ruling procedure’. In this
context, the EU Charter of Fundamental Rights improved the circumstances drafting a
claimant. In seven chapters, the EU Charter gives a transparent overview of rights relating to
“freedoms”, “equality” and “citizens’ rights” (Official Journal of the European Communities
2000). The guide “The European Charter of Fundamental Rights as a Living Instrument”
demonstrates how NGOs can apply the Charter to their own work (Bojanski, Hofbauer, and

Mileszyk 2014, 26):%8

The Charter of Fundamental Right can be used in strategic litigation in two scenarios:

1. The human rights violation complaint can be based only on Charter provisions in situations
when the right is not guaranteed by any other binding and enforceable document, as in a case of
right to good administration;

2. The Charter can be used to strengthen human rights violation claims simultaneously with other
human rights documents (usually it will be the European Convention on Human Rights).

Trauner and Ripoll Servent (2016) summarise the advantages of litigation at EU level.
Although, they made the following statement rather with regard to the EU inter-relational
setting, its relevance for NGO participation cannot be completely denied. They stress that
“litigation has been a more frequent and successful path [...] to either lock in or change a policy
rationale” (Trauner and Ripoll Servent 2016, 1429).

At last, NGOs can get into contact with the CJEU by encouraging the Commission to start an
infringement procedure. By informing the Commission that a certain country fails to comply to
EU law or violates it, the scenario of an infringement proceeding can be a possible result.
However, Eliantonio (2018, 763) shows with regard to NGO participation in “environmental
implementation conflicts”, that communication often stops at the Commission, leaving out any

possibility to get in contact with the CJEU.

The CJEU allows NGOs to put EU counter-terrorism policies to the acid test; To review the
legality of legal acts in the light of both — the EU treaties and the EU Charter. If a referral is

made to the court, it serves as an important entry point for the groups’ strategy of litigation. In

98 “Traditionally, strategic litigation is a tool used in national judicial proceedings. Nevertheless, an NGO can
encourage the national court to ask for a preliminary ruling from the Court of Justice of the European Union in
situations where European law (concerning fundamental rights) needs explanation and clarification“ (Bojanski,
Hofbauer, and Mileszyk 2014, 26).
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2020, the CJEU gave an important sign for the work of NGOs in Europe. It ruled the Hungarian
“Lex NGO legislation unlawful, that aimed to impose restrictions on the financing of NGOs
(Novak 2020). Nevertheless, the court only overtakes a reactive role in these scenarios. In
sum, what the CJEU cannot provide for NGOs is a direct proactive relationship. Moreover, it
just comes into play if EU legislation made it already through the proposal-, adoption- and
decision-making stage. This situation is what makes the EP such an important and interesting

actor for these groups.

5.2.4 European Parliament

The European Parliament underwent a remarkable institutional change. While in the pre-
Lisbon period its influence at EU level was perceived as negligible — “[tlhe EU legislative
assembly, the European parliament, is weak” (D. Zimmermann 2006, 126) — it has now
acquired the standing of “the EU’s main supranational institution” (Argomaniz 2011, 42). Next
to the Council and the Commission the EP owns the position as (co-)legislator at EU level. It
decides on the future of a Commission’s proposal, rejects it or demands amendments. The
mechanism that grants the institution such a legislative power — the ordinary legislative
procedure — brought the EP in the position to negotiate on directives and regulations in
trialogue meetings. In sum, “the EP has come from being a complete outsider to gaining a veto
power in internal security matters both, inside the European Union and beyond” (Ripoll Servent
2018, 387). EU studies even show that the EP is able to widen its influence with regard to
CFSP (Riddervold and Rosén 2016; Rosén and Raube 2018), an area in which it lacks the

position as co-legislator.

At the same time, however, the fact that the Parliament became just formally involved in the
decision-making of EU counter-terrorism in the post-Lisbon phase means that many measures
were adopted without its consent before 2009. The missing participation of the EP in the pre-
Lisbon era is highlighted in several analyses of EU CT policies. Wensink et al. (2017, 51) state
that “some three quarters of the EU legislative measures adopted since 2001 were adopted
without the European Parliament operating as co-legislator’. Hayes and Jones (2015, 30)
express it this way: “[T]he European Parliament was excluded from what is now the normal EU
decision-making process in respect of three-quarters of the eighty-eight pieces of legally-
binding counterterrorism legislation.” That this situation changed, with the EP becoming on
equal footing with the Council of Ministers, opens new policy space for NGOs. Not at least,
because the institution presents itself as a protector of civil liberties and human rights (e.g.
(Argomaniz 2009). As Tsoukala (2004, 431) demonstrates, even in the aftermath of 9/11 a
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sizeable number of parliamentarians argued that the safeguarding of human rights is a top

priority that must not be infringed by newly proposed anti-terrorism measures.

Between 2001 and 2022, five different EPs were in place. The legislative period of each of
these Parliaments covers five years. Hence, the emergence of the subfield was accompanied
by five shifts of power in this institution: The fifth Parliament (1999-2004), the sixth Parliament
(2004-2009), the seventh Parliament (2009-2014), the eight Parliament (2014-2019) and ninth
Parliament (2019-2024).%° Every new parliamentary term leads to the situation that NGOs need
to adapt to a new environment as new MEPs move in and the party spectrum changes. In
2020, 703 members (European Parliament 2022) are in place which could be important points
of contact for NGOs. In this ninth EP, around 60 percent of members are new (European
Parliament 2019b). Hence, the circumstances at EU level can change quickly for NGOs after
an election, making it necessary to establish new contacts. Research on interest groups
demonstrate that some of the political groups in the EP (Socialists, Greens, Lefts) are
characterised as a predominant partner for these organisations (Beyers, De Bruycker, and
Baller 2015, 547).

After the January 2015 terrorist attack as well as the November 2015 acts of terrorism, the EP
adopted a resolution in which it called for more action of member states (European Parliament
2015a, 2015b). A pressing claim of the institution was the intensification of cross-border
cooperation between EU countries, especially regarding the interworking of judicial and law
enforcement aspects. In its resolution of 25 November 2015, the EP “[r]eiterates its
commitment to work towards the finalisation of an EU directive on passenger name records
(PNR) by the end of 2015” (European Parliament 2015b). With this statement, the EP reversed
its long-standing position on the EU PNR directive and endorsed a proposal that it had blocked
since 2011. The EU PNR directive is now presented as a flag ship of EP action (European
Parliamentary Research Service 2019, 10-11). Ripoll Servent (2018, 390) stresses that the
adoption of the EU PNR directive as well as acceptance of the EU firearms directive are

attributable to the Council’s strategy to ally with conservatives’ groups in the EP.

In their research on the AFSJ, Trauner and Ripoll Servent (2016, 1424) state that it is the
Alliance of Liberals and Democrats for Europe (ALDE) that overtook an important role in the
seventh EP (2009-2014). The political party had such a central function, because it decided
whether a coalition between parties would work out or rather was threatened with failure
(Trauner and Ripoll Servent 2016, 1424). Therefore, the conservatives used the following
strategy: “The Parliament’s centre-right EPP tended to propose solutions close to the Council,

which gave rise to an inter-institutional coalition that focused on co-opting the liberal political

9 An overview is provided by the European Parliament (2019a).
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group” (Trauner and Ripoll Servent 2016, 1424). Ripoll Servent (2018, 389) demonstrates that
this situation intensified in the subsequent parliamentary term due to rise of right-wing populist
seats and the grand coalition between Socialists & Democrats (S&D) and European People’s
Party (EPP).

A further important actor within the EP is the Committee on Civil Liberties, Justice and Home
Affairs (LIBE). Argomaniz (2011, 43) sheds light on the committee’s role for EU counter-
terrorism: “LIBE is the EP committee that has been traditionally most closely involved with
counter-terror measures, adopting the mantle of the ‘protector of civil liberties’.” In the process
of deciding on a legislative proposal, the LIBE Committee is allowed to appoint a shadow
rapporteur. The role of a shadow rapporteur is fulfilled by a MEP, who is then responsible for
communicating LIBE’s position on a Commission’s proposal, presenting the outcome of
internal discussions and being in negotiation with relevant stakeholders. Thus, it can be a
person of contact for the Council and Commission. Consequently, this makes it a person of
interest for NGOs, too. Being in communication with members of the LIBE Committee might
have a beneficial effect for the work of NGOs. One possible outcome can be the involvement
of NGOs in discussions on a legal act. Moreover, it can also create the opportunity for NGOs
of an exchange of views, i.e. regarding the wording of a text. Albeit, the EP Committee seems
to be rather reluctant in contesting the Council’s decision on security matters as demonstrated
by Roos (2018, 430): “Instead of maximizing its powers conferred by co-decision, the LIBE

Committee of the EP has refrained from seriously opposing the Council.”

One actor that is perhaps somewhat under the radar but is indispensable for the daily work of
MEPs, is the European Parliamentary Research Service (EPRS). It is a think tank within the
EP, launched in 2013 as a Directorate-General (European Parliament 2013d). It provides
MEPs with expertise knowledge on EU legislation, summarises positions of EU institutions,
business and civil society, keeps them updated on the progress of a law and its stage in the
policy-cycle. Specifically, the Directorate A, the Member's Research Service, made it its
business “to provide all Members of the European Parliament with independent, objective and
authoritative analysis of, and research on, EU-related policy issues, in order to assist them in
their parliamentary work” (European Parliamentary Research Service n.d., 6). Furthermore, it
contributes to make the EP’s function, work and decisions visible and transparent for EU
citizens and scholars. The EPRS can serve as a platform for NGO’s views, making its position
public to MEPs and sharing expertise on a specific issue. At the same time, it can work as a
source of information for these groups, getting an overview of further opinions on a specific

issue.
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Two examples are on a regularly basis used to demonstrate the role of the EP in EU counter-
terrorism: The EU data retention directive and the EU-US SWIFT agreement. According to
Ripoll Servent (2013, 2015, 2018), the former case shows how different the EP positions itself
in negotiations in which it overtakes the role as consultant and in situations, where it co-decides
on a proposal. By looking at the data retention case, the scholar illustrates that the Parliament
gave up its data protection standards for the desire to be seen as a “responsible legislator”
(Ripoll Servent 2013). The EU-US SWIFT agreement is maybe the best studied case of the
Parliament’s involvement in EU counter-terrorism policy (e.g. Carrera and Guild 2012; De
Goede 2012; Doody 2015; Murphy 2015). It became such a relevant one for scholars since it
covers the story of an EU institutional battle taking place in a phase of transition from the pre-
to the post-Lisbon period. Due to missing safeguards for data protection, the EP rejected the
SWIFT agreement in a plenary meeting. According to Doody (2015, 48), “[tlhe Parliament
flexed its new-found muscle” when it decided against the Commission’s and Council’s

undertaking.

With the Treaty of Lisbon, the third pillar was communitarised and the Parliament was
promoted to the position of co-legislator. The two cases show how important it is to the
Parliament that this role is adequately recognised by the Council and that it is willing to forfeit
its own standards to become actively involved in EU CT policy-making; A field traditionally
understood as driven by intergovernmentalism. Moreover, these examples illustrate that the
EP has occasionally had to stand up for itself within the institutional system of the EU. In EU
studies, this is regarded as the EP’s “self-empowerment” in the post-Lisbon institutional setting
(Meissner and Schoeller 2019). To widen its powers, the EP can also refer to NGOs as allies
(Meissner and Schoeller 2019, 1077): “By cooperating with media or non-governmental
organizations (NGOs), the EP can mobilize public opinion on the grounds of democratic
norms.” Rosén and Raube (2018, 81) however argue that this is not an easy task, since “there
is no common European public to which it can appeal”. In the case of the EU-Canada PNR
agreement, the Parliament enhanced its position by involving the CJEU. During the re-
negotiation phase of the agreement in 2014, it brought a case before the court, questioning its
compatibility with the EU Charter (Tambou 2018). The decision of the CJEU to strike down the
agreement, however, strengthened the EP’s depicted position as a protector of data and
privacy rights. Of course, the relation between the Commission and the EP is defined by the
latter’s ability to elect the President of the former. Moreover, it is characterised by institutional
cooperation, especially in those areas in which the mode of intergovernmental policy-making
still dominates, like the CFSP (Riddervold and Rosén 2016). Furthermore, the EP can
scrutinise the Commission’s action with the instrument of parliamentary questions. MEPs can

ask the Commission to give either a written or oral response to an addressed question. For
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example, these questions can be necessary to get informed on the state of a proposal, inter-
institutional negotiations or to check on any plans of the Commission. However, recent
discussions on the agenda-setting power of the EP might redesign this institutional
relationship. The role of the EP could be subject of a further process of redefinition if it is

decided to bestow the institution the right of legislative initiative.

In her analysis of the EP’s role in AFSJ, Ripoll Servent (2018, 392) highlights, “we know
relatively little about the role of NGOs [...]. Their role, however, is particularly relevant for the
Parliament, especially in an area where it is extremely difficult to obtain expertise that does not
originate from national authorities.” Here, the importance of NGOs as experts that was already
highlighted in chapter two becomes again visible. The next subchapter will summarise the

points of friction that makes EU counter-terrorism a field of interest for NGOs and their work.

5.3 Interim Conclusion: Entry Points for NGOs in EU Counter-
Terrorism

The fifth chapter gave an overview of two decades of EU counter-terrorism policies. The EU is
active in this issue area for a long time and its ‘actorness’ is increasingly recognised. This
implies that there is still momentum in the field. Although the EU went through a phase of
‘fatigue’, the subfield is still central. As the review of studies show, the progression and
development of the field was pushed with each new terrorist attack. Moreover, the entry into
force of the Lisbon Treaty has shifted the institutional balance of power in the Union. This has
led to some disputes between the institutions even before its actual entry into force. If
reflections on a right to initiative for the EP become true, EU institutions might intend to redefine
their roles in the EU security subfield. The chapter started with two questions. One focusing
on thematic entry points for NGOs (1), the other asking how the institutional setting in which

these organisations manoeuvre looks like (2).

(1) The start of this chapter stressed that NGOs interact in a field that is defined by conflicting
priorities between security and freedom. This became especially clear in the review of EU
counter-terrorism literature. Section 5.1 stressed that exactly this state ‘fighting terrorism while
preserving civil liberties’ incites NGOs to become active. The increasing adoption of pre-
emptive approaches, that are often connected to surveillance and policing as well as the lack
of transparent procedures at the EU level (especially after 9/11) can be regarded as points of
motivation for NGOs to work in this specific field. In addition, this policy field is characterised
by a particular complexity of the institutional setting, which puts NGO on the agenda not only
as protector of civil liberties (watchdogs), but also as mediator and translator of the often-

technocratic terminology.
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(2) The ever-changing realities in the field are not likely to go unnoticed by NGOs in pursuing
their tasks. On the contrary, it is to be expected that NGOs dealing with counter-terrorism
issues have had to constantly adapt to these changes. While it is important not to minimise the
opportunities that the adoption of the Lisbon Treaty has created for NGOs, some challenges
should be highlighted. The fact that the EP tends to be entangled in competence arrangements
with the Council could limit the entry for NGOs. Another point that could have a limiting effect
on the work of NGOs is the conservative orientation of the institution, which has increased
especially since the 8th legislative term. It not only gave the Council a greater power in
policymaking, but also decreased the influence of political parties that are identified as
significant allies for NGOs. Moreover, Brussels-based NGOs might face the same struggle as

parliamentarians: There is no ‘common European public’, so who exactly are its addressees?

In addition, the chapter shed light on the increasing involvement of the Commission and the
CJEU in EU counter-terrorism. The Commission issued important strategies in the field and
created new positions, like the Commissioner for the Security Union, but also widened its
position in making use of its role as a funder and constructor of networks. The rulings of the
CJEU, which are increasingly guided by the principles of the EU Charter of Fundamental
Rights, have also stimulated a refine of the field. Not at least, because the CJEU has annulled
certain legal acts, which make a renegotiation in these cases necessary. The stronger
appearance of these two institutions in this pre-intergovernmental area, could allow NGOs to

make use of their entire repertoire of strategies.

At last, it should be noted that NGOs are not alone in the struggle of working between the two
poles of security and freedom. The actions of EU institutions also happen between these two
values. This might not necessarily ease the work of NGOs, it could however make it easier for
them to find allies. The next three chapters will give a detailed analysis of the role of Brussels-
and national NGOs in three distinct EU CT policy processes: The EU data retention directive,

the EU PNR directive and the terrorist content online regulation.
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6 The EU Data Retention Directive (DRD)

Chapter 5.2.4 demonstrated that there is a lot of knowledge about the EP’s involvement and
political position on the EU data retention directive, but very little regarding the role of NGOs.
This is surprising since the move of an Irish NGO to bring a case before the CJEU resulted in
the annulment of this legal act. This chapter illustrates the group’s legal action and other
engagement of NGOs. It constitutes the first within-case analysis. The chapter is structured as
follows: The case analysis starts with a chronological overview of the discussion around the
EU data retention directive, covering the period of 2001 until 2020. The timeline gives an
overview of the most important decisions, events and actors in the context of the directive. In
a second step, the chapter highlights the contribution of NGOs in politicisation, elaborating
their participation in the process and examining the main strategies of these groups. The latter
part will be conducted in more depth and in relation with the three dimensions of politicisation
awareness, mobilisation and contestation. In concrete terms, it is analysed in how far the
strategies — voice, access, litigation — fostered an increase of the three dimensions and hence
a politicisation process regarding the counter-terrorism policy. The structure of the subchapter
is therefore guided by the three NGO strategies. The operationalisation of the dimensions of
politicisation introduced in subchapter 3.1.2 serves as a template for the analysis. The in-depth
within-case analysis closes with an interim conclusion, reflecting the subquestions of this thesis
and summarising the (potential) politicisation at hand. Before the entire policy process is

traced, an explanation of the directive’s subject is given.

What is the directive about?

The directive 2006/24/EC is adopted to collect and store customers’ information by
telecommunication firms and internet service providers. In a further step, the law regulates how
and under which circumstances this data will be made accessible for law enforcement actions.
It is stressed that the legislation is guided by the EU Charter, in particular, the right to privacy
and that measures introduced by this law must follow the principle of proportionality. A
framework to oblige electronic communication services to retain data - and if needed to deliver
it to crime authorities — is provided by the e-Privacy directive (2002/58/EC), to which the
legislation explicitly refers. Article 15 (1) of the e-Privacy directive stresses that retention

activities are allowed but need to be in line with the EU treaty principle of proportionality.’®

100 “Member States may adopt legislative measures to restrict the scope of the rights and obligations provided for
in Article 5, Article 6, Article 8(1), (2), (3) and (4), and Article 9 of this Directive when such restriction constitutes a
necessary, appropriate and proportionate measure within a democratic society to safeguard national security (i.e.
State security), defence, public security, and the prevention, investigation, detection and prosecution of criminal
offences or of unauthorised use of the electronic communication system, as referred to in Article 13(1) of Directive
95/46/EC.” (Official Journal of the European Communities 2002, Article 15.1, 46).
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Hence, it agrees to the restriction of specific civil rights, like the confidentiality of
communication, for specific security purposes, but only as long as these restrictions are

reasonable from a proportionality perspective.

The directive originated with the purpose “to harmonise the obligations on providers to retain
certain data and to ensure that those data are available for the purpose of the investigation,
detection and prosecution of serious crime” (Official Journal of the European Union 2006, 56).
As exemplified at the beginning of the directive’s preamble, some member states already
retained data, while others refrained from this activity, which created an uneven and
complicated situation for electronic communication companies as well as for security
authorities in the EU (Official Journal of the European Union 2006, 54). Moreover, the
introductory text emphasises that data retention is needed as a response to the terrorist attacks
in Madrid (2004) and London (2005). In consequence, the legislation stresses that “that there
is a need to ensure at European level that data [...] are retained for a certain period” (Official
Journal of the European Union 2006, 55). The highlighted retention period can vary between
6 months and two years, whereas member states can select their preferred time of data
storage within this defined scope (Official Journal of the European Union 2006, Article 6, 58).
After the selected period has expired, the stored data must be erased (Official Journal of the
European Union 2006, Article 7.d, 59).

The directive covers the retention of so-called “metadata” (Guild and Carrera 2014, 1), which
are the outcome of internet access, email communications or telephony. This can be a
telephone number, the details of who communicated with whom, the place from which the
customer decided to communicate or the point of time, a user choose to access an email
account. Hence, all information that includes where, when, how long and with whom a person
communicated. (Official Journal of the European Union 2006, Article 5, 57-58). However, the
directive does not cover calls that were not successfully connected and exclude the retention
of information that sheds light on the subject matter of an electronic exchange: “This Directive
[...] does not relate to data that are the content of the information communicated” (Official
Journal of the European Union 2006, 55). The directive also states that EU countries are
obliged to collect and edit data, more precisely “statistics”, on the law enforcement’s handling
of the new opportunities provided by this legislation (Official Journal of the European Union
2006, Article 10, 59). The Commission is on the other hand to be trusted with the conduction
of an evaluation of the directive (Official Journal of the European Union 2006, Article 14, 60).
The legislative act defines the deadline for member states to implement a national law as mid-
September 2007 (Official Journal of the European Union 2006, Article 15, 60).
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6.1 Chronological Overview of the Political Process (2001-2020)

The discussion on the directive, which aimed to store the meta data of EU citizens, started
shortly after 9/11. A real debate at the EU level only started in 2005. The debate was caused
by the plans of the Council of the EU (Council) to introduce a framework decision on data
retention'®'. A scheme proposed by the UK, France, Ireland and Sweden. On 31 May 2005,
the LIBE rejected the Council’s plans and rapporteur Alexander Alvaro (ALDE) claimed: “[t]he
Commission should draft an appropriate proposal” (European Parliament 2005a, 9). The
Commission published the document in September 2005. The dynamic to finish the issue
however increased at the EU level in July, since the UK faced a serious terrorist attack. Due
to the ‘London bombings’, the Council announced to agree on the policy by the end of the year
(European Digital Rights 2005b). In the JHA Council, Charles Clarke, UK Home Secretary,'?
pursued two strategies to fulfil this goal, which was at the same time a top priority of his
government. He tried to convince the EU member states to adopt the framework decision in
the Council and at the same time kept up negotiations with the EP. However, the adoption of
the decision in the Council was threatened to fail. Member states were lobbied by the
telecommunication industry, which feared the high costs of data storage. This was especially
the case for Germany. Otto Schily, Federal Minister of the Interior, and Brigitte Zypries, Federal
Minister of Justice, both members of the Social Democratic Party (SPD), were in constant
discussion with representatives of the German telecommunications company Telekom. At the
Council’'s meeting in Newcastle in September 2005, it was still unclear, if the member states
wanted to include a compensation for the industry and if unsuccessful caller attempts should
be a part of the retained data (Der Bayrische Staatsminister des Innern, Dr. Gunther Beckstein
2005, 5). The latter issue was the reason why the legislation was disliked by the German
telecommunications industry. Due to this disagreement, Charles Clarke pressured the EP to
adopt the Commission’s proposal. He emphasised, “if parliament failed, he would make sure
the European Parliament would no longer have a say anymore on JHA matters” (European
Digital Rights 2005b). On 14 December 2005, the EP agreed on the proposal. The exclusion
of unsuccessful caller attempts was responsible for the circumstance, that almost all German
MEPs of EPP and PES' voted in favour of the directive (European Digital Rights 2005c).
Looking at the Parliament vote, it is striking that all members of Greens/EFA'™ and
GUE/NGL'® voted against the directive. The political group ALDE was divided over the issue.

Nevertheless, most of the liberals voted in favour of data retention (see table 8).

101 Framework decisions are not legally binding.

102 The UK assumed the presidency of the Council on 1 July 2005.
103 The Party of European Socialists (PES).

104 The Greens/ European Free Alliance (Greens/EFA).

05 The Gauche Unitaire Européenne / Nordic Green Left (GUE/NGL).
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Table 8. Results of European Parliament Vote on the DRD

Political group In favour Against Abstention
Total 378 197 30

ALDE 25 38 4

EPP 179 39 10
Greens/EFA 0 35 1

GUE/NGL 0 28 0

IND/DEM 2 23 2

NI 8 8 7

PSE 146 24 2

UEN 18 2 4

Source: Own illustration based on a document leaked by Statewatch (European Parliament 2005c, 18—
19). Displays the number of MEPs, who voted in favour and against the data retention directive as well
as abstained.

A few months after the directive’s publication in the Official Journal of the EU in March 2006,
Ireland brought a case against the EP and Council before the Court. The member state did not
agree with the framing of data retention. It rather conceived it as a matter of law enforcement
than one of internal market harmonisation (European Court of Justice 2009). The Republic of
Ireland already expressed this disagreement in the JHA Council’s vote. Next to Slovakia, who
later supported Ireland’s case before the court, the member state voted against the adoption

of the directive (European Digital Rights 2006a).

The directive had to be transposed by member states in the mid of September 2007 (Official
Journal of the European Union 2006, Article 15, 60). Between 2009 and 2011 data retention
laws became the focus of various court decisions at the national and EU level. The CJEU
decided in case C-301/06 that the first pillar was the appropriate legal basis for the directive
(European Court of Justice 2009). On 2 March 2010, the Federal Court of Germany ruled the
transposed national legislation unconstitutional (Bundesverfassungsgericht 2010). The
annulation was accompanied by similar decisions in Bulgaria (2008), Romania (2009), the
Czech Republic (2011) and Cyprus (2011) (Jones 2014). These occurrences were openly
debated in the European Commission’s evaluation process of the directive, which started in
2009. After the public consultation phase, the Commissioner for Home Affairs Cecilia
Malmstrom (2010-2014) officially announced to keep the policy. In 2012, the Commission
opened an infringement proceeding against Germany for failure to transpose the directive. The
lack of implementation was caused by the German Federal Court’s annulment of the national
law. With the Commission’s decision to bring the case of Germany before the Court of Justice
of the EU (CJEU), the Commission claimed for “a daily penalty payment of € 315 036.54”

(European Commission 2012). The Kingdom of Sweden experienced a similar fate due to its
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difficulties of transposing directive in national law.'% The subsequent discussion on this matter
however was obsolete, since the Commission withdrew the infringement proceeding in 2014
(European Parliament 2014). The reason was the annulment of the DRD by the CJEU on 8
April 2014. The CJEU (2014) stated that the directive “entails a wide-ranging and particularly
serious interference with the fundamental rights to respect for private life and to the protection

of personal data, without that interference being limited to what is strictly necessary”.

For some member states, the court’s decision had direct consequences. First in Austria, then
in Romania, Slovenia and Bulgaria, national courts declared the transposition laws
unconstitutional. Court decisions in the Netherlands, Slovakia and Belgium followed. For three
of these states, it was already the second ruling that highlighted the unconstitutional character

of the data retention law in place.'”

However, despite the CJEU’s decision, member states kept their laws or decided on new ones.
For example, the German Bundestag passed a second data retention law'® on 16 October
2015. The issue was driven by Chancellor Merkel after the Paris terror attacks of January 2015
(Krempl 2015a).'% In 2016, the law faced again a constitutional complaint. At the end of the
year, the CJEU decided in a joined case, brought forward by British MPs and a Swedish
telecommunication industry that existing data retention laws must meet the requirements of
the 2014 ruling. In plain terms: Those national schemes which were not revised after the former

CJEU’s decision were declared to be invalid.®

After this decision, the Federal Network Agency suspended the introduction of data retention
at the German level (Spiegel 2017). The debate on data retention at the EU level however
proceeded. In 2020, member states have still data retention schemes in place (see table 9 on
the next page)."" Since the 2016 CJEU ruling, the Council — in cooperation with Eurojust and
Europol — looked for ways to reintroduce the issue (Council of the European Union 2017b), for
example by using the adoption of the new e-Privacy regulation or by pushing for a harmonised
solution. Yet, the Commission has not responded to the wish of the member states to submit

a new proposal.’””? The issue however gained traction again in European courtrooms.

106 All cases are summarised and listed in table 14 (subchapter 6.2.2.3).

107 An overview of these cases is given in table 15 (subchapter 6.2.2.3).

108 “Gesetz zur Einflihrung einer Speicherpflicht und einer Hochstspeicherfrist fiir Verkehrsdaten*

109 The law was overwhelmingly supported by the political parties CDU/CSU, partly by SPD and opposed by
Alliance90/TheGreens and The Left.

110 “Existing national laws will need to be checked against the judgment, although this is likely to be difficult. It is
however clear from the operative part of the Tele 2 judgment that a general and indiscriminate retention obligation
for crime prevention and other security reasons would no more be possible at national level than it is at EU level”
(Council of the European Union 2017a, 6; emphasis in the original).

11 Data retention is currently in 22 member states in place. Six of these member states facing lawsuits due to their
data retention schemes (Mrohs et al. 2019).

112 This response by the Commission was given due to a parliament question in 2018: “The Commission has no
plans currently to propose legislation, mindful of the different views that have been expressed on this issue by
various stakeholders” (European Parliament 2018).
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In autumn 2020, the CJEU ruled in three cases on data retention. The fate of data retention
laws in Belgium, the UK and France were at stake. As in its 2016 ruling, the EU court stressed
that national laws must be compatible with law. In the words of the CJEU (2020): “EU law
precludes national legislation”. Nevertheless, the ruling provided some leeway for member
states in stating that indiscriminate data retention is allowed in situations in which national
security appears to be at risk. Further decisions by the CJEU on the issue of data retention are

expected in 2021.

Table 9. Data Retention Across Europe in 2020

Member State Data retention in place No data retention in place

Austria X
Belgium
Bulgaria
Croatia
Cyprus
Czech Republic
Denmark
Estonia
Finland
France
Germany
Greece
Hungary
Ireland
Italy
Latvia
Lithuania
Luxembourg
Malta
Netherlands X
Poland
Portugal
Romania
Slovakia
Slovenia
Spain
Sweden
United Kingdom (X)
Source: Own illustration based on analysis of data provided by European Union Agency For
Fundamental Rights 2019a; Council of the European Union 2019; European Parliamentary Research
Service 2020. UK, France and Belgium: Since the CJEU ruled the national laws illegal, it has now
decided by national courts how the issue is progressed. Germany: A data retention scheme is in place,
but not active.
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To track the course of the political process, figure 14 provides an overview of the timeline of
the DRD. One important insight of this subchapter — that is also recognisable in this figure — is
the close connection between terror attacks in EU member states and the development as well
as the maintenance of data retention as a law enforcement tool. Another is the high number of

court cases connected to the policy. This makes an exception regarding the other case studies
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of this monography. In how far NGOs were involved in these legal actions will be the subject

of the next subchapter.

The subsequent subchapter forms the central part of the case analysis. It starts with a
description of the participation of NGOs in the policy process. The aim of this section is to get
to know the involved NGOs by nhame and to receive some insights about these organisations,
like the (member) states in which they are registered. This is followed by a section that
connects NGO strategies and dimensions of politicisation. More information about this

essential part will be given in the introduction of chapter 6.2.
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Figure 14. Timeline of EU Data Retention Directive (2001-2020)
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Source: Own illustration based on analysis of case.
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6.2 Analysis of the Contribution of NGOs in the Politicisation Process

This subchapter constitutes the analysis of the NGOs contribution in politicising the EU data
retention directive. A first step, as already emphasised, is to give an overview of participating
NGOs. This is followed by an analysis of NGO strategies. Regarding this second step, it can
be stated that all strategies discussed in chapter two — voice, access, litigation — are present
in this case. Each strategy is examined individually. Consequently, three subchapters are
dedicated to this undertaking. First, the extent to which each strategy has been used by NGOs
is analysed. This means that an overview of NGO actions that can be considered as part of
the strategy is presented. The addressee of the action provides a point of orientation for
differentiating between the strategies. To distinguish between voice and access, the indicator
of whether an actor is addressed directly or indirectly is also regarded. Second, it will be
scrutinised how these strategies contributed to a potential politicisation of the legislation. In
connection with every single strategy, it will be examined how and if the particular NGO
strategy fostered an increase of awareness, mobilisation and contestation. The analysis period
covers the time of 2001 until 2020. However, the chronological overview has demonstrated
that a crucial point in time in the history of data retention was 2005, when member states

discussed a Council Framework Decision.

6.2.1 Participation of NGOs

In the policy process of the EU DRD, NGOs with a focus on civil rights and digital rights can
be regarded as key players. At the beginning of the discussion on data retention, participation
by two UK-based civil rights organisations — Statewatch and Privacy International (PI) — and
the umbrella organisation EDRi was visible. The Brussels-based NGO EDRIi is mentioned by
a further stakeholder — the German working group on data retention (AK Vorrat DE) — as an
important opposer against data retention.'”® The AK Vorrat DE itself appeared at German level
in 2005. The AK Vorrat AT (later: epicenter.works) started its participation around 2010. At

Austrian level, EDRi members Quintessenz and VIBE!AT were also active on the issue.

One NGO that has taken on a very essential role in the context of the strategy of litigation is
Digital Rights Ireland (DRi). As already mentioned, one ruling of the CJEU is named after this
NGO. A lot of actionism was also observable at the French national level. The main driver in
this regard was the organisation La Quadrature du Net (LQDN). The NGO was active in the
context of “les Exégétes Amateurs”. At Belgian level, Liga voor Mensenrechten was actively

engaged. Participation of the German-based EDRi member Digitalcourage is especially visible

113 See the groups wiki (German Working Group on Data Retention n.d.d).
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since 2018 at EU level."™ On some occasions, it cooperated with the NGO Amnesty
International. The German NGO can however be regarded as a supporting NGO and not a
main driver. The same is true for digiges, the Dutch foundation Bits of Freedom, the EFF,
Access Now Europe, the Open Rights Group, CDT Europe or the Polish Panoptykon
Foundation. The above-mentioned NGOs PI, EDRi and Statewatch are the key drivers of
actionism against data retention. The case analysis will show that there was recurrent

cooperation between the umbrella organisation and its two British members.

The political process of the directive spans almost 20 years. It will become apparent that some
actors never stopped working on the issue, while others were only partially active. NGOs
participated in the DRD policy process by pursuing different kinds of strategies at the same
time. In how far these organisations pursued the strategies of voice, access and litigation is
now illustrated in greater detail. Each strategy is explored in a separate subchapter. To
highlight the NGOs’ use of these strategies is an intermediate step in the analysis. The actual

aim is to review how these strategies have contributed to a (potential) politicisation process.

6.2.2 Connection of NGO Strategies and Dimensions of Politicisation

The last subchapter gave an idea of who the main non-governmental actors in this case are.
Now, the NGOs’ strategies and activities will be considered in the light of the politicisation
concept. More precisely, in connection with the three dimensions awareness, mobilisation and
contestation. The analysis starts with the examination of NGOs’ use of voice activities. This is
followed by a study of the organisations’ access as well as litigation strategy. Afterwards the
findings of the analysis are summarised in an interim conclusion. This will demonstrate that
this first case — the EU data retention directive — has some exclusive characteristics in
comparison to the two other cases. Hence, the study of the EU DRD offers an interesting and

unique perspective on NGOs' role in politicisation.

6.2.2.1 Voice

The strategy of voice is greatly pursued by NGOs in the data retention case. Numerous actions
introduced by these organisations can be attributed to it. The following “noisy” actions were in
place in the almost twenty years of the case: The launch of an email campaign, the
organisation of protests and demonstrations, the use of petitions and the publication of reports.

Moreover, NGOs used the mean of leaking documents to reach out to the public and surveyed

114 Until 2012, the organisation was called “Verein zur Forderung des Offentlichen bewegten und unbewegten
Datenverkehrs” (FoeBuD e.V.).
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citizens regarding their opinion on data retention. In a few cases, NGO staff published articles
in news magazines to distribute their position. Before it is examined to which extent these
actions have encouraged a change in the dimensions of politicisation, some further details on
these actions are given. By reflecting these activities, one attribute of this case will become

visible: The involvement of the national and the EU level.

A first voice action was already visible at EU level in 2002. Under the STOP1984 campaign a
petition was started while the e-Privacy directive — the basis for the EU DRD — was discussed
by EU institutions (Statewatch 2002). A further petition introduced by EDRI followed in 2005
(European Digital Rights 2005c). The collected signatures were transferred to MEPs one day
before the vote on the directive. Later, (under mobilisation) it will become visible that the NGO
had support from other actors in creating this action. At German national level, the Forum
Computer Professionals for Peace and Social Responsibility (FIfF) e.V. and German
Organisation for Data Protection (DVD) e.V. published a statement to the public. The press
release of 2004 was added by the opinion of a German data protection expert (Hilsmann
2004). An email campaign by AK Vorrat DE started in 2006. It was designed as a “join-in”
activity as this description shows: “They [AK Vorrat DE] also set up a web portal where anybody
could write an open letter which would automatically be sent to the members of the ruling
conservative and social democratic parties in the federal parliament” (Hornung, Bendrath, and
Pfitzmann 2010, 150). As one can derive from the statement, it was not the wider European
citizenry that was addressed by this action but rather the German public. The privacy group
also introduced a petition at German level in 2012. A further petition was visible by its Austrian
counterpart. Via the website “zeichnetmit.at” Austrian citizens were able to support the action
introduced by AK Vorrat AT. The two groups — AK Vorrat DE and AK Vorrat AT — were also
involved in the organisation of a series of demonstrations in their respective member states.
The following statement by AK Vorrat DE demonstrates the close connection between the
organisation of their first demonstration and the EU DRD directive: “On 11. October 2008 we
called for an international action day in as many European capital cities as possible and
elsewhere around the world to demonstrate against the total retention of telecommunication
data and other instruments of surveillance” (German Working Group on Data Retention n.d.e.;
emphasis in the original). To organise this action the German working group used a wiki. A
tool that was also deployed by EDRI (2005a) to conduct the above-mentioned petition: “To
engage more supporters to contribute to the campaign against data retention, EDRI has
opened a special WIKI, based on the technology used by the online encyclopaedia Wikipedia.

Everybody is invited to contribute background information and localised banners.”

Protests initiated by NGOs were visible in 2015 and in 2017 at Germany’s national level. In

2015, the data protection groups Digitale Gesellschaft (Digital Society, digiges), AK Vorrat DE
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and Digitalcourage cooperated in organising a protest before the building of the German
Bundestag. In 2017, Digitalcourage made use of this action again. In the same year, staff of
the Amnesty International section in Berlin initiated some minor protest actions. The possibility
to address the public by conducting a poll was used by AK Vorrat DE. In 2008, the group
commissioned the forsa Institute for Social Research and Statistical Analysis to carry out a
survey of citizens on data retention. The publication of reports was a kind of action pursued by
EDRI. In 2011, the NGO published a “shadow evaluation report on data retention directive
(2006/24/EC)” (European Digital Rights 2011b). As the name of the document indicates, it was
created during the evaluation phase of the EU legislation. In 2020, EDRI produced the booklet
“Data Retention Revisited” (Rucz and Kloosterboer 2020). The NGO PI also made use of this
action in 2017. It published the report “A Concerning State of Play for the Right to Privacy in
Europe: National Data Retention Laws since the CJEU’s Tele-2/Watson Judgment”. As one
can derive from chapter 6.1, this report focuses on member states keeping national data
retention laws despite two CJEU rulings (2014 and 2016).

As already mentioned, the distribution of positions by writing own articles on media’s platforms
was an action only used a few times by NGOs. TJ Mcintyre (2013), director of Digital Rights
Ireland, choose to use Politico as a platform to distribute his opinion on the EU DRD. The head
of policy at EDRIi shared an NGO letter addressed to Ursula von der Leyen via the German
newspaper Die Tageszeitung (TAZ). In contrast to that, the leaking of documents was an
activity constantly pursued by NGOs. Those leaks were mainly distributed by the UK-based
NGO Statewatch. Sometimes national-based organisations — like the Austrian civil liberties
group Quintessenz or the German NGO Digitalcourage — joined Statewatch in making use of
this action. The leaked documents included for example a statement of the Commission to
member states inability to show the effectiveness of the directive (European Digital Rights
2020g) or a series of Council papers that thematise the reintroduction of data retention at EU
level after the two CJEU decisions (Statewatch 2017a). Furthermore, Statewatch leaked
documents that questioned the legality of the Council’s plan of 2005, the introduction of the
Framework Decision (Statewatch 2012a). In the study of awareness, it will become apparent

that the leaking of this specific information was crucial for the start of the politicisation process.
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Awareness

The analysis of awareness starts with a presentation of NGOs general reception by the
Brussels media. First, it will be illustrated to what extent these groups and the EU DRD were
recognised. Second, the reception of NGOs voice strategy by the media is scrutinised. The
qualitative analysis of four media outlets — EUobserver, EURACTIV, Politico Europe, The
Parliament Magazine — shows that the issue of data retention was permanently on their agenda
between 2001 and 2020. The topic was raised in 290 articles in total, being especially present
in Politico Europe and EUobserver (see table 10). In contrast, the Parliament Magazine did not
overly recognise the issue, nor — as later demonstrated — the position of NGOs. The media
attention around the issue was at its highest in 2005, covering the time of the discussion on
the Council’'s Framework Decision and the subsequent adoption of the DRD. As Figure 15
(next page) indicates the year shows the hights number of media articles throughout the entire
timespan. This is also true for the number of articles referring to NGOs and their actions. In
2005, one can see a clear increase with 22 articles mentioning NGOs. Before, NGOs were
also present, but to a far lesser extent. In 2002, when the e-Privacy directive — the basis for
the data retention directive — was debated, NGO positions have become much more prominent
with 8 mentions by EU media outlets. However, their positions and actions received far more
attention by the media when the debate about the Council’s framework decision of April 2005
started.

Table 10. Case 1 — Reference to the DRD in EU Media Outlets (2001-2020)

EUobserver EURACTIV Politico The Parliament In total
Europe Magazine
100 75 110 4 290

Source: Own illustration based on qualitative (online) media outlet analysis.

Figure 15 also highlights that media outlets increasingly reported on the issue in 2011, when
the Commission’s evaluation process was ongoing and in the aftermath of the 2014 CJEU
ruling. Moreover, one can identify an increase in reporting on the topic in 2020. NGOs received
no attention by media outlets between 2007 and 2010 but were slightly recognised in 2011
and then again even more in 2014. However, the EU media outlets’ attention on these groups

never was as high as in 2005.
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Figure 15. Case 1 — Timeline: Mentioning of NGOs in EU Media Articles per Year (2001-
2020)

Case 1 - Awareness of NGOs in EU Media Articles per Year
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Source: Own illustration based on qualitative (online) media outlet analysis (EUobserver, EURACTIV,
Politico Europe, The Parliament Magazine). The figure only refers to the number of articles (72) that
explicitly mentioned NGOs by name.

The term “NGO” — standing alone and without reference to an organisation — is used five times
in articles. The terms “civil rights group”''® and “privacy group”''® are the more frequently used
terms with 25 and 10 mentions respectively. In total, NGOs were mentioned by name 131
times in EU media outlets. The number of articles naming an NGO is 72. EURACTIV takes the
lead in referencing NGOs and their actions (see table 11). EU media outlets mostly cover the
view of the NGO Statewatch. EDRI is the second most mentioned organisation followed by PI
and DRI. It seems that the Brussels-based organisation Access Now is not very connected to
the issue of data retention by the media. In the same manner, LQDN does not get much
attention from the media, which is surprising since it had an important role regarding one of
the court cases on data retention (as later demonstrated). The Liga voor Mensenrechten, that
will also be more present to the reader in the analysis of litigation was never recognised by the
media. The same image applies to the AK Vorrat AT. The analysis also demonstrates that
positions and activities of national NGOs and groups, like Digitalcourage, AK Vorrat DE and
the Panoptykon Foundation are more present in EUobserver and EURACTIV.

115 This term also covers the mentioning of “civil liberties groups”, “civil liberties organisations”, “civil liberties
campaigners”, “civil society groups”, “civil rights campaigners” and “civil society representatives”.
118 This term includes references to “privacy campaigner(s)’, “privacy defenders”, “privacy activists”.
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Table 11. Case 1 — Mentioning of NGOs by EU Media Outlet Articles (2001-2020)

Name of DRi Statewatch EDRI Pl Digitalcourage LQDN  AKVorrat Access  Panoptykon  In total
NGO DE Now Foundation (by media
outlet):
EU
Media
Outlets
EUobserver 3 21(8) 4(3) 4(3) - 1 3(2) - 3 39 (23)
EURACTIV 4(3) 27 (15) 18 (12) 10 (8) 2 - 6 (3) - - 67 (43)
Politico 5 7 (6) 5(4) 6 - 1 - 1 - 25 (23)
Europe
The
Parliament
Magazine
In total (by 12(11) 55 27(19) 20(17) 2 2 9 (5) 1 3 131 (72)
NGO): (29)

Source: Own illustration based on qualitative (online) media outlet analysis (EUobserver, EURACTIV,
Politico Europe, The Parliament Magazine). The total number of articles in which NGOs are mentioned
is displayed in brackets. In some cases, NGOs are mentioned several times in one and the same article,
which is why the number deviates from the total number of named NGOs.

The voice actions that did receive attention by the Brussels media were protests, reports, leaks
and petitions. Moreover, NGO articles and analysis — that addressed the public realm — were
17 times added as a source in nine different media articles. Higher attention by the news
magazines was given to NGOs’ action of leaking confidential documents and the organisation
of petitions as table 12 indicates. Before these findings are now placed in the wider (and
chronological) context of the policy process, one remark on the issues coverage by European
public polls follows. The retention of communication data was a reoccurring issue in
Eurobarometer polls. It was addressed in 2003 (European Commission 2003a), 2008
(European Commission 2008a), 2011 (European Commission 2011c), and 2015 (European
Commission 2015b). In 2008, the Council of Europe conducted an own survey (Banisar 2008).
Thus, it seemed to be of importance to reflect the opinion of the European citizenry.

Table 12. Case 1 — Reference to NGOs’ Voice Activities by EU Media Outlets per Article
(2001-2020)

The kind of NGO action mentioned Number of NGO action mentioned

by media articles
Protest 1
Report 2
Leak 6
Petition 7
NGO document added as source 17

Number of NGO voice activities mentioned in total: 33

Source: Own illustration based on qualitative (online) media outlet analysis (EUobserver, EURACTIV,
Politico Europe, The Parliament Magazine).
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A first and slight increase in awareness was induced by the petition of STOP1984. The
Brussels magazines Politico (Cappato 2002) and EUobserver (Spinant 2002) covered this
action. A larger boost in awareness was however only visible in 2005. The reason for the
increase was a leak initiated by Statewatch. The NGO published a document that highlighted
the disagreement of EU institutions’ lawyers with the legal basis of the proposed Council
Framework Decision. The documents demonstrated that the idea to adopt data retention under
the third pillar lacked support by the legal services of the Council as well as the Commission.
Rather, these authorities saw the first pillar as appropriate for this political undertaking. The
action by Statewatch received a direct response in different venues. In the media arena,
Politico Europe and Euractiv reported on the leak. The former press magazine published the
article “EU lawyers judge data retention scheme illegal” including a comment of a Statewatch
representative: “Tony Bunyan of the civil liberties group Statewatch said that the EU
institutions’ legal services had paid insufficient attention to the right to privacy, as recognised
by the European Convention on Human Rights” (Cronin 2005). Euractiv did not directly
respond to the leak but picked up the topic a little bit later. In Euractiv’s article the view of EDRI
and Pl on data retention was greatly reflected (EURACTIV.com 2005b). The leak was also
recognised by Heise online, a German news blog focusing on IT (Ermert 2005a). The blog
tracked the issue and reported that the JHA Council had removed the issue from the agenda
of its next meeting, shortly after Statewatch published the lawyers’ documents (Krempl 2005).
The LIBE rapporteur and ALDE member Alexander Alvaro reacted by setting up a roundtable
event that brought politicians, business representatives and NGOs together. EDRi and Pl both
attended the meeting which was titled “How does the internet work and how does data
retention effect industry and society” (European Digital Rights 2005d). Within the course of
events, the LIBE Committee rejected the Framework Decision proposed by member states
(European Parliament 2005a). The rapport — in which the committee called for the tabling of a
new proposal — was drafted by Alexander Alvaro in the same month that Statewatch published
the information on the lawyers’ opinion. Statewatch’s leak can be regarded as the politicisation
move. The NGO drew the information on the questioned legality of the Council’s plans into the

public light and received ‘immediate reactions’.

The position of NGOs then gained further attention by EU media outlets due to EDRI’s petition
“Dataretentionisnosolution”. The petition was mentioned in five different articles of Euractiv
(4)"" and Politico (1)''8. Again, the IT-blog Heise online pointed to this action initiated by a
privacy NGO (Ermert 2005b). It was also covered by the German technology and internet blog
Netzpolitik.org (Bendrath 2005). After collecting signatures and delivering these to three MEPs

M7 EURACTIV.com (September 27, 2005d; November 24, 2005; November 10, 2005e; September 21, 2005c).
118 Cronin (August 31, 2005).
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of ALDE, Greens/EFA and Socialists, EDRIi (2005c) was invited to a public hearing on data
retention organised by the greens. The European Greens (n.d.) also covered the petition in a
resolution from 2010. Of course, civil society also distributed this news. It will however become
visible that their support had an impact on mobilisation rather than awareness. With regard to
the national demonstrations and protest actions initiated by NGOs, the same scenario applies.
Only one protest in Vienna received attention by Euractiv. The respective article was however
published four years after the event had taken place and basically focused on the 2016 CJEU
ruling (EURACTIV.com 2016).

After that, awareness increased slightly due to an activity of AK Vorrat DE at Germany’s
national level. The reaction however did not spill over to the EU media realm. In this venue,
the privacy group’s action of conducting a public poll was never mentioned. In the German
media realm, Heise online (Muhlbauer 2008) and TAZ (Rath 2008) reported on the issue.
Moreover, members of the Free Democratic Party (FDP) addressed the poll in a minor
interpellation. The liberals asked the German government to comment on the results of the

survey (Deutscher Bundestag 2008, 6).

The “shadow evaluation report” of EDRI,""® which accompanied the Commission’s evaluation
process, was distributed by several outlets. The British IT-news website The Register (Fae
2011) and the German blog Netzpolitik.org (Fiedler 2011) disseminated the document as well.
Later, in 2017, it was also used as a source for two expert opinions on Austrian legislation to
strengthen argumentation against data retention (Ebenhdh 2017; Kaltseis 2017). The Green
MEP Jan-Philipp Albrecht announced the publication of EDRI’s “shadow evaluation report” on
his webpage in advance (Greens/EFA 2011). The document was also highlighted in two
articles published by Euractiv (EURACTIV.de 2011; EURACTIV.com 2011) — one on the
newsmagazine’s German website, the other being drafted in English. On the contrary, the
report published by Pl in 2017 and EDRi’s data retention booklet were hardly recognised. In
the case of the first mentioned report, only two entries of IT blogs pointed to the study of the
London-based NGO (Lomas 2017; Moody 2018).

Between 2012 and 2019, the action of leaking documents fostered some minor and some
greater increases in awareness around the issue data retention. The leak of a secret document
of the Commission by the Austrian group Quintessenz — a member of EDRi — was the basis
for articles drafted by German media (Deutsche Welle (www.dw.com) 2012; L. Sander 2012).
Statewatch’s action of leaking internal documents of EU institutions managed to trigger

reporting of Euractiv in 2017 (Stupp 2017) as well as reactions by an Austrian radio station

119 This is the purpose of the document: “European Digital Rights has decided to publish this shadow evaluation
report to be read alongside with the official report, focusing on the issues that are directly or indirectly relevant to
the fundamental rights and freedoms of all EU citizens” (European Digital Rights 2011b, 2).
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(Moechel 2019a) and Heise Online (Muhlbauer 2019) in 2019. Patrick Breyer — now in its
position as MEP obtained in 2019 — distributed the latter leak via twitter (Twitter 2022). A
greater peak in attention around data retention arose due to a leak initiated by Digitalcourage.
The German NGO distributed a Council’s document that revealed member states’ intention to
implement a new European data retention scheme (Ebelt 2019b). From within the net
community, Heise online (Krempl 2019b), Netzpolitik.org (Mrohs et al. 2019), and MEP Patrick
Breyer (2019) distributed the news. The before-mentioned Austrian radio station (Moechel
2019b) and SZ (Beisel 2019; B. Hirsch 2019) also reported on the issue. Euractiv (Stolton
2019) not only dedicated an article to the leak but also included a statement by a staff member

of Digitalcourage in its reporting: “what we currently see at EU level is that our governments
are taking an uncompromising course towards mass surveillance. Fundamental rights and

judgments are being ignored, and Germany is joining in””.

This statement to some extent is a spoiler on information that the reader of this thesis will
encounter in the section on contestation. Because in contrast to the described awareness in
place, voice action fostered the controversial nature of the issue to a higher extent. The
analysis of awareness demonstrated that NGOs voice strategy triggered the debate at EU level
in 2005, but in the further course of time (intentionally or unintentionally) ensured that more
national media showed interest in the topic. This was especially the case regarding the German
media — and in singular instances in Austria. Next, it will be analysed in how far mobilisation
was in place. The existence of this dimension was — such as contestation — far more noticeable.
That NGOs voice engagement led to a great support at member states’ national level will now

become evident.

Mobilisation

NGOs’ use of voice action greatly expressed the existence of mobilisation. The actions that
made support for NGOs and their position visible were protests, demonstrations and petitions.
The support for NGOs came from different realms. The privacy groups were backed up by
actors from the industry — internet service providers not telecommunication firms as some
might assume — data protection experts and by European citizens. To whom the broad term
“citizens” explicitly refers, will become clearer during this section. Some mobilisation could also
be identified in statements to the public and NGO reports. For example, the statement of the
FIfF e.V. and the DVD e.V. already indicated a broad coalition against data retention between
experts, privacy associations and human rights NGOs in 2004 at Germany’s national level.
EDRI's data retention booklet, published in 2020, shows that the NGO received advisory

support from scientists as well as scientific institutes (Rucz and Kloosterboer 2020).
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Nevertheless, a first sign of support for the privacy NGOs by the wider citizenry became visible

through the organisations’ use of petitions.

The 2002 petition conducted by the STOP1984 campaign was backed up by more than 10.000
people (Statewatch 2002). EDRi’s petition in 2005 gained the support of more 50.000
signatories (European Digital Rights 2006b). A special aspect about this petition were the
cooperation partners of EDRIi. The NGO initiated the “noisy” action together with two Dutch
business representatives, the service and infrastructure providers BIT B.V. and XS4ALL. What
is more, German data protection associations, civil rights organisations and a hacker club
wanted citizens to join the action and called on them in press statements (see for example
Hulsmann 2005; Kant 2005). AK Vorrat DE, who started its own petition to prohibit European
data retention in 2012, gained the support of more than 60.000 German citizens. Its earlier
action of sending e-mails to MEPs was also rapidly joined.'® The number of signatories was
topped by a similar action of its Austrian counterpart. The action of AK Vorrat AT on the website
“zeichnemit.at” was supported by more than 100.000 citizens (epicenter.works 2012b). In
2014, German groups and NGOs — the action expresses a coalition of AK Vorrat DE, digiges,
Digitalcourage and Campact'?' — became again active in issuing a petition. This time more
than 100.000 signatures were collected at German national level (Campact e.V. 2014). The

call for signatures was supported by a left member of the German Bundestag (Korte 2015).

In the time between 2006 and 2010, the AK Vorrat DE coordinated demonstrations under the
heading of “Freedom not Fear”.'?? The number of citizens joining these events varied between,
250'% (in 2006), 1000'?* (in 2007) and more than 25.000 (Klopp 2009) (in 2009). In most of
the cases, the privacy group organised demonstrations in several German cities on the same
day, therefore calling it occasionally an “action day” (German Working Group on Data
Retention n.d.c). Later, “Freedom not Fear” became not only a motto but also a platform for
exchange and at the same time organiser of these demonstrations. In 2020, “Freedom not
Fear” developed to a coalition of more than 150 worldwide-based organisations, who gather
yearly to, stand up against mass surveillance and associated technologies in their respective
states (European Digital Rights 2020d).'%

The issue of data retention was constantly present at these demonstrations. One link to data

retention, regarding a 2008 organised demonstration, was already highlighted in the

120 According to EDRi (2006c): “Reactions for the online campaign are very good. Within the first two hours after it
was reported in the German news ticker heise.de, campaign supporters already have sent 120 individually
formulated letters of protest.”

121 The German-based association Campact focuses on the organisation of online-campaigns.

122 According to the wiki of AK Vorrat, more than 13 protests took place between the time after the DRD adoption
at EU level and 2013 (German Working Group on Data Retention, n.d.).

123 |In 2006, the motto was “Freiheit statt Sicherheitswahn“ (Krempl, June 17, 2006).

124 1n 2007, one of the first demonstrations took place (Krempl, April 14, 2007).

125 The interview with MEP staff (1) and MEP (1) reflected this mobilisation at German national level.
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introduction part of NGOs’ voice strategy. Another example is a speech of the German data
protection supervisor Peter Schaar (2018), in which this authority pleads for a Europe-wide
stop of data retention regimes after the CJEU 2014 decision. This example not only shows the
connection between the demonstrations and data retention but also displays that the former
EDPS is a supporter of AK Vorrat DE. A published list of participating actors of a 2010
“Freedom not Fear” demonstration exemplifies that the privacy group also was backed up by
individual German politicians from the liberals, the left, the greens and the pirates.'® Three
MEPs were also listed in the event’s description. The green politician Jan-Philipp Albrecht was
one of them. German unions like the German Vereinte Dienstleistungsgewerkschaft (ver.di,
United Services Trade Union) or IG Metall appeared as well. Moreover, the list of supporters

included the blog Netzpolitik.org.

As llustrated earlier, some minor protests were organised by digiges (in 2015) and
Digitalcourage (in 2017). The first-mentioned NGO decided to take to the streets after the
German government adopted a second data retention law (Steven 2015a). Digitalcourage
made use of this “noisy” action, when the Federal Network Agency decided to suspend the
activation of the German law (Ebelt 2017). During the protest of digiges, politicians from the
Greens and FDP joined the action with posters of their parties. The NGOs Humanistische
Union and Amnesty International were present, too. Amnesty International (2015) called on
the public to take part in the protest in advance. The cooperation between Amnesty
International and the digital rights defenders AK Vorrat DE, digiges and Digitalcourage was
visible in one other protest (Beckedahl 2015). The protest initiated by Digitalcourage was
backed up by some individual politicians from the German Social Democratic Party, the Greens

and the Left. The then former EDPS Peter Schaar was present as well (Demuth 2017).

Also the Austrian AK Vorrat decided to initiated demonstrations to utter its opinion on data
retention. More than a thousand people took to the streets in Vienna, Linz and other Austrian
cities, joining the “farewell privacy” marches in 2012. A call to take part in the action was made
by the activist group Anonymous (Riegler 2012). Similar to Germany, the privacy advocates
were supported by members of the Austrian green party (Die Presse 2012). This link between

green politicians and the privacy group will become apparent again under litigation.?

Links between NGOs, industry and representatives of professional groups were also visible in
the polling of German citizens. The AK Vorrat DE was not alone in its decision to commission
forsa with a study. It instructed the polling institute with this task together with two associations,

one composed of journalists, the other representing internet providers “eco — Verband der

126 The entire German Green party was even listed as supporter (German Working Group on Data Retention 2010a).
127 This picture of mobilisation at the Austrian national level was supported by the interview with NGO staff (9).
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Internetwirtschaft” (eco). The latter group will return on the next pages of this thesis. Taking
this section into account, it can be stressed that mobilisation indeed was in place due to NGO’s
use of voice activities. Before the focus of analysis turns to contestation, one important remark

needs to be made.

Mobilisation is not only visible through the action of NGOs, but the founding of these groups is
an indicator for the presence of this dimension as well. The adoption of the DRD directive
resulted in the founding of several political and civil rights groupings. First, the Pirate Party was
founded in Sweden at the beginning of 2006 (Gehlen 2006). The link between the parties
founding and the DRD is irrevocable.'?® This is also the case for the founding of the pirates in
Germany. The relation between data retention and the political party can be illustrated by
inspecting Patrick Breyer’s (n.d.) explanation on why he joined the Pirates:
When | learned in 2006 that the German Pirate Party was to be founded in Berlin, | became a
founding member especially because of the Party’s strong commitment to privacy and data
protection. The Pirate Party declared war right in its first policy programme on excessive state
surveillance. It recognised that government surveillance of citizens who are not suspected of any
crime is a fundamentally unacceptable violation of the fundamental right to privacy. It is high time

that the changes sought by the civil liberties movement, for example at the protest marches
“Freedom not Fear”, are finally implemented politically.

Second, the DRD led to the founding of two working groups against data retention, one located
in Germany (AK Vorrat Germany), the other being an Austrian-based organisation (AK Vorrat
Austria).'?® The former derived from the STOP1984 campaign. Both groupings were joined and
supported by jurists, journalists, consumer protectors and medicals, who understood data
retention as a threat to the right to confidential communications. At the Austrian level, the
mobilisation against data retention went so far, that it resulted in the founding of

epicenter.works, the successor of AK Vorrat Austria.

Contestation

That contestation exists regarding the issue of data retention cannot be denied. Looking at
titles of EU newspaper articles like “Arguments continue on eve of data retention D-day*
(Kuchler 2